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The Admissibility of 
Digital Photographs 

in Criminal Cases 
By DAVID P. NAGOSKY 

© Mark C. Ide 

R
epresenting today’s 
trend in photography, 
digital cameras con-

tinue to rapidly replace tradi-
tional film-based models. As 
prices keep dropping, consumer 
ownership will become even 
more prevalent. Similarly, law 
enforcement agencies have be-
gun to favor digital cameras— 
just the latest in a long line of 
technological innovations used 
by departments to collect and 
document evidence. Digital 
photography offers law enforce-
ment numerous benefits, includ-
ing instant access to images, 
rapid transportability of pictures 

within a department or to out-
side agencies, and decreased 
cost and time as these cameras 
require no film development. 

Of course, photographs— 
which generally hold substantial 
weight—serve as one of the 
most effective forms of evi-
dence in court. However, many 
individuals in the legal commu-
nity fear the potential abuse and 
manipulation of digital images. 
Therefore, they consider these 
pictures inadmissible under 
current evidentiary rules. 

To this end, an examination 
of the admissibility of film-
based photographs and an 

analysis of cases, legislation, 
and legal commentary per-
taining to digital pictures can 
provide valuable insight. Fur-
ther, agencies can follow rec-
ommendations as to how they 
can help ensure the admissibil-
ity of their digital photographs 
under the law as it develops in 
the United States. 

FILM-BASED 
PHOTOGRAPHS 

People can manipulate film-
based pictures. Throughout the 
photographic process, an indi-
vidual skilled in photography 
can alter the image.1 For 
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in the legal “community fear 

the potential abuse 
and manipulation 
of digital images. 
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CONCLUSION 

Digital photographs serve as 
powerful, efficient tools for law 
enforcement. The ability to take 
a picture and instantly view and 
distribute it helps officials in 
their efforts to serve and protect 
their communities. Agencies 
should not become hindered by 
those in the legal system reluc-
tant to stay in step with ad-
vances in technology. As one 
commentator stated, “Fear 
about manipulation of digital 
images is exaggerated, perhaps 
because of the perceived nov-
elty of the technology. We often 
fear what is or seems new. 
Certainly, this fear has made 
many forget a secret of ana-
logue photography [traditional 
film-based photographs], 
namely that conventional 
photographs may be manipu-
lated to alter reality and at worst 
to fabricate false evidence.”43 

The trend in case law points 
to the admissibility of digital 
photographs as evidence, 
although many in the legal 
community rightfully suggest 
that digital photographs are 
subject to abuses. To alleviate 
those fears, law enforcement 
agencies should attempt to 
establish standard operating 
procedures that, at least, include 
the preservation of and account-
ability for the original image 
from creation to admission into 
evidence. Like so much in law 
enforcement, the admissibility 
of digital photographs will 

depend on the veracity and 
integrity of the authenticating 
official. 

Ultimately, to help prevent 
the abuse of digital photo-
graphs, judges and attorneys 
on both sides of the courtroom 
must become aware of the 
potential abuses and familiar 
with the associated technology. 
As a result, the underlying fears 
will dissipate, and, in those rare 
cases where a dishonest person 
may falsely alter an image, the 
judicial system will recognize 
and effectively address the 
problem. 
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Unusual Weapon 

Pepper Spray Pen 

This item is made of plastic and metal and appears to be a fountain or 
ballpoint pen. It actually can eject pepper spray. Such unusual weapons pose a 
serious threat to law enforcement officers. 
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A Prescription for Systemic 
Learning Management 
By Vertel T. Martin 

olicing in the 21st century requires law en-
forcement executives, managers, and super-

visors to learn more about the ideas, concepts, 
theories, and research surrounding organizational 
learning, learning organizations, and systemic po-
licing. Although many different definitions exist 
for these terms, Peter Senge’s notions introduced a 
creative framework of how institutions can change 
their perspectives about how to operate.1 He em-
phasized the importance of learning in organiza-
tions and outlined five key internal interventions 
for it to continuously occur in them: mental mod-
els, personal mastery, team learning, shared vision, 
and systems thinking.2 Senge’s premise was that 
“if these five areas of practice were introduced and 
cultivated within an organization, it could help to 
enhance the learning capacities of that organiza-
tion” and its members.3 

Challenging Mental Models 

According to Senge, mental models exist in the 
minds of members of organizations.4 These 

P 

© PhotoDisc 

Perspective 

include the thoughts, beliefs, and assumptions that 
we hold based upon our knowledge, experiences, 
and opinions. These mental models are so deeply 
ingrained in our minds that we cannot readily ac-
cess nor easily examine them and, therefore, can-
not change them without considerable effort. The 
task of learning requires that we first exhume and 
scrutinize our mental models because “they influ-
ence everything we do, sometimes without us even 
knowing it.”5 Only then can we challenge the pre-
mises upon which we base them. 

This means that police officials need to engage 
in premise reflection in the way that adult-learning 
theorist Dr. Jack Mezirow envisioned.6 Are our 
thoughts, beliefs, and attitudes based upon sound 
reasoning and up-to-date evidence, or are they the 
result of tradition, malaise, or officially sanctioned 
knowledge? Are they frozen in time, or can they be 
defrosted periodically to respond to the elasticity 
required for the organization to survive? 

Fostering Personal Mastery 

Senge described personal mastery as the con-
tinuous, on-going improvement on the use of infor-
mation and resources to achieve better results.7 

Essentially, this means that learning should take 
place on a day-to-day basis and that the discourse 
among members of an organization is desirable 
and necessary because it improves the knowledge, 
skills, attitudes, and abilities of the employees. 

Initiating Team Learning 

Senge emphasized team learning, which in-
volves working well as a group.8 The agency needs 
to place emphasis on teaching members how 
to execute tasks together as a whole organism.9 

They all must perform their functions for the team 
to be “fruitful” and to enhance the survival of the 
institution. If members work separately or do not 
perform in accordance with their potential, the 
team (and the system) will fail. 

Leaders must promote team building and team 
work. Managers must communicate with members 
and reinforce the fact that they are an integral part 
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Ms. Martin, a retired New York City Police Department 
lieutenant and commander of detectives, is an adjunct 
professor of criminal justice at East Stroudsburg University 
of Pennsylvania and Northampton Community College. 
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Supreme Court Cases 
2004-2005 Term 
By the FBI ACADEMY 

LEGAL INTSRUCTION UNIT 

T
he 2004-2005 U.S. 
Supreme Court term 
included several cases 

addressing a variety of constitu-
tional criminal procedural 
issues and employment-related 
matters of interest to the law 
enforcement community. One 
case addressed the extent to 
which the Constitution recog-
nizes the ability of law enforce-
ment to use canine detection, 
ruling on whether the Consti-
tution requires articulable and 

specific facts indicating crimi-
nal activity to use a canine. Also 
before the Supreme Court was 
a  case involving the extent to 
which law enforcement may 
exercise authority over occu-
pants of a residence for which 
the officers have a search 
warrant to search. In two other 
cases, the Supreme Court ruled 
on whether the federal statute 
criminalizing conspiracy to 
launder money requires proof 
of an overt act and the extent to 

which a defendant can be 
visibly shackled during the 
penalty phase of a trial. Re-
garding employment matters, 
the Court provided further 
guidance on the extent to which 
speech engaged in by a govern-
ment employee is protected 
under the First Amendment and 
also ruled on an issue arising 
under the Age Discrimination in 
Employment Act. A brief 
synopsis of each of these cases 
follows. 
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Illinois v. Caballes, 
125 S. Ct. 843 (2005) 

The Supreme Court held 
that a dog sniff of the exterior of 
an automobile conducted during 
the course of a lawful vehicle 
stop is not a search and may be 
performed without any suspi-
cion that the vehicle’s occu-
pants are engaged in criminal 
activity. In so holding, the Court 
distinguished Kyllo v. United 
States,1 in which it held that the 
use of thermal imaging to detect 
a detail of the interior of a home 
not otherwise knowable was a 
search. 

In Caballes, an Illinois state 
trooper stopped Roy I. Caballes 
for speeding and while radioing 
in to dispatch, a second trooper 
overheard the transmission and 
drove to the scene with his 
narcotics-detection dog. While 
the first trooper was writing 
Caballes a warning ticket, the 

second trooper walked the dog 
around the vehicle. When the 
dog alerted to the trunk, both 
officers searched it and found 
marijuana. Caballes was then 
arrested and later convicted 
on drug charges. The Illinois 
Supreme Court reversed the 
drug conviction, finding that 
because there was no specific 
and articulable facts to suggest 
drug activity, use of the dog 
sniff unjustifiably enlarged a 
routine traffic stop into a drug 
investigation.2 

In reversing the Illinois Su-
preme Court, the U.S. Supreme 
Court found that the arrival 
of another officer at the scene 
while the traffic stop was in 
progress and the use of the 
narcotics-detection dog to sniff 
around the exterior did not it-
self constitute any additional 
infringement on Fourth 

Amendment rights that would 
have to be supported by a 
reasonable suspicion of criminal 
activity unrelated to the stop.3 

Recognizing that a seizure that 
is lawful at its inception can 
violate the Fourth Amendment 
if its manner of execution is 
unreasonable, the Supreme 
Court held that in this case, the 
traffic stop was not extended 
beyond the time necessary to 
issue a warning ticket. The 
outcome would be different 
if the dog sniff was conducted 
during an unlawful detention, 
not because of the constitution-
ality of the search, but rather 
due to the unreasonableness of 
the seizure. 

The Court cited United 
States v. Place4 to support its 
conclusion that the dog sniff 
itself was not a search within 
the meaning of the Fourth 
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Amendment because the use of 
a well-trained dog “does not 
expose noncontraband items 
that otherwise would remain 
hidden from public view.”5 

Because it can reveal only the 
existence of an illegal sub-
stance, a dog sniff does not 
intrude into any legitimate 
expectation of privacy. Distin-
guishing this case from Kyllo v. 
United States the Court 
stated6 

This conclusion is entirely 
consistent with our recent 
decision that the use of a 
thermal-imaging device to 
detect the growth of mari-
juana in a home constituted 
an unlawful search.... 
Critical to that decision was 
the fact that the device was 
capable of detecting lawful 
activity—in that case, inti-
mate details in a home.... 
The legitimate expectation 
that information about per-
fectly lawful activity will 
remain private is categori-
cally distinguishable from 
respondent’s hopes or 
expectation concerning the 
nondetection of contraband 
in the trunk of his car. A 
dog sniff conducted during 
a concededly lawful traffic 
stop that reveals no informa-
tion other than the location 
of a substance that no 
individual has any right to 
possess does not violate 
the Fourth Amendment.7 

© Comstock Images 

Muehler v. Mena, 
125 S. Ct. 1465 (2005) 

In this case, the Supreme 
Court provided additional 
guidance on the authority to 
detain, handcuff, and question 
occupants during the execution 
of a search warrant. In Michigan 
v. Summers, 8 the Court ruled 
that officers serving a search 
warrant for drugs could detain 
occupants of the premises while 
searching to “prevent flights 
in the event incriminating 
evidence is found, minimizing 
the risk of harm to the officers,” 
and to facilitate the search, 
because occupants’ “self-
interest may induce them to 
open locked doors or locked 
containers to avoid the use of 
force.”9 Although the Court in 
Summers clearly held that a 
warrant to search for contraband 
carries with it the limited au-
thority to detain occupants of 
the premises while a search is 

conducted, Summers did not 
resolve whether detained occu-
pants could be handcuffed, or 
for how long, or questioned, nor 
whether its ruling also applied 
to searches for evidence as 
opposed to contraband. These 
issues were addressed in 
Muehler v. Mena. 

Police in Simi Valley, 
California, obtained a warrant 
in connection with a drive-by 
shooting to search a suspected 
gang member’s house for 
weapons, ammunition, and gang 
paraphernalia. Because of the 
high-risk nature of the case, 
SWAT made the initial entry. 
Four occupants, including Iris 
Mena, were handcuffed at 
gunpoint and taken to a garage 
on the premises, where they 
were detained for the 2 to 3 
hours it took to finish the 
search. Although Mena was not 
implicated in any crime, an INS 
agent who had accompanied the 
police briefly questioned her 
about her identity and immigra-
tion status. She was ultimately 
released. Mena brought a civil 
action against officers alleging a 
violation of her Fourth Amend-
ment rights. 

The U.S. District Court for 
the Central District of Califor-
nia upheld a jury verdict award-
ing Mena $60,000 in damages. 
The U.S. Court of Appeals for 
the Ninth Circuit affirmed.10 In 
upholding the judgment against 
the police, the Ninth Circuit 
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took issue with the continued 
detention of Mena during the 
search despite determining that 
she was not a suspect, as well as 
the use of handcuffs during the 
search despite what the court 
believed to be insufficient 
information suggesting she 
posed a threat to officer safety.11 

The Supreme Court re-
versed, finding that “Mena’s 
detention was, under Summers, 
plainly permissible.”12 In so 
concluding, the Court made no 
distinction between searches for 
contraband and searches for 
evidence. An officer’s authority 
to detain occupants incident to 
the execution of a search war-
rant was described as being 
categorical—meaning absolute 
and unqualified and not requir-
ing any justification beyond the 
warrant itself. The authority 
does not depend on the amount 
of proof justifying detention nor 
the extent of intrusion imposed 
by the seizure.13 The Court 
concluded that Mena’s deten-
tion for the duration of the 
search was reasonable simply 
based on the existence of a 
warrant for a residence in which 
she was an occupant at the time 
of the search.14 

The Court also found that 
the officer’s continuing safety 
interests rendered the use of 
handcuffs for the full length of 
the search reasonable.15 Inher-
ent in the authority to detain 
occupants is the authority to use 

© Digital Juice 

reasonable force to effect the 
detention.16 What force is rea-
sonable will depend on the facts 
of the case. Here, the underlying 
case was a crime of violence; 
the warrant was based on prob-
able cause to believe that gang 
members and weapons would 
be located at the residence. 
Further, there were multiple 
occupants and only a limited 
number of officers to control 
them while the search was 
completed.17 

On the issue of questioning, 
the Ninth Circuit Court of 
Appeals ruled that an officer 
must have reasonable suspicion 
that an individual is not a citi-
zen to interrogate that indi-
vidual about citizenship status. 
The U.S. Supreme Court dis-
agreed and held that officers do 
not need independent reason-
able suspicion to question an 
occupant detained during a 

lawful search. As the Court 
explained, “We have ‘held 
repeatedly that mere police 
questioning does not constitute 
a seizure’” and “[h]ence, the 
officers did not need reasonable 
suspicion to ask Mena her 
name, date and place of birth, 
or immigration status.”18 

© Comstock Images 
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courtrooms. But given their 
prejudicial effect, due process 
does not permit the use of vis-
ible restraints if the trial court 
has not taken account of the 
circumstances of the particular 
case.”29 

© Comstock Images 

Whitfield v. United States, 
125 S. Ct. 687 (2005) 

In this case, a number of co-
defendants were charged by an 
indictment that described, in 
general terms, the manner and 
means used to accomplish the 
objects of a money-laundering 
conspiracy. The indictment, 
however, did not charge the 
defendants with any overt act in 
furtherance of the scheme. At 
trial, the government presented 
evidence that the defendants, as 
principals in Greater Ministries 
International Church, managed 
and promoted a fraudulent 
investment scheme. At the 
close of the evidence, the 
defendants asked the district 
court to instruct the jury that the 

government was required to 
prove beyond a reasonable 
doubt that at least one of the co-
conspirators had committed an 
overt act in furtherance of the 
money-laundering conspiracy. 
The court denied the request, 
and the jury returned a verdict 
of guilty. 

The Eleventh Circuit Court 
of Appeals affirmed the con-
victions, holding that the jury 
instructions were proper be-
cause the money-laundering 
conspiracy charge30 does not 
require proof of an overt act.31 

The Eleventh Circuit noted that 
while neither it nor the Supreme 
Court had previously deter-
mined whether commission of 
an overt act is an essential ele-
ment of a conviction under the 
money-laundering conspiracy 
statute, other circuit courts 
were split on the issue.32 Those 
circuit courts that had found 
that the statute required proof of 
an overt act relied, erroneously 
in the view of the Eleventh 
Circuit, on case law interpreting 
the general conspiracy statute 
(Title 18, U.S. Code, section 
371).33 

The U.S. Supreme Court 
agreed to hear the case and held 
that conviction for conspiracy to 
commit money laundering does 
not require proof of an overt act 
in furtherance of the conspiracy. 
Writing for a unanimous Court, 
Justice O’Conner looked to 
the case of United States v. 
Shabani 34 in which the Court 

had held that the nearly identi-
cal language of the drug con-
spiracy statute (Title 21, U.S. 
Code, section 846) does not 
require proof of an overt act. 
Justice O’Conner pointed out 
that, in deciding Shabani, the 
Court found instructive a 
comparison between the money-
laundering conspiracy statute 
and the general conspiracy 
statute that expressly includes 
an overt-act requirement. 
Indeed, the general conspiracy 
statute supercedes the common 
law rule by expressly including 
an overt-act requirement.35 The 
Court concluded that the rule 
applied in Shabani dictated the 
outcome here as well.36 Because 
the plain text of the money-
laundering conspiracy statute 
does not expressly make com-
mission of an overt act an 
element of the conspiracy 
offense, the government need 
not prove an overt act to obtain 
a conviction. 
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Smith v. City of Jackson, 
Mississippi, 125 S. Ct. 1536 
(2005) 

This case provided the 
Supreme Court an opportunity 
to decide whether the Age 
Discrimination in Employment 
Act (ADEA)37 afforded com-
plainants an opportunity to sue, 
not on the basis of direct dis-
crimination (disparate treat-
ment) but, rather, by arguing 
indirect discrimination, referred 
to as disparate impact. Smith v. 
City of Jackson, Mississippi,38 

involved a claim on the part of 
certain police and public safety 
officers alleging that the city’s 
revision of a pay plan designed 
to bring salaries to a competi-
tive level with other municipal-
ities by providing more of a 
percentage increase for less 
senior officers as opposed to 
officers over the age of 40 had a 
discriminatory impact on older 
officers in violation of the 
ADEA. The Fifth Circuit Court 
of Appeals rejected this theory, 
ruling that a disparate impact 
theory of discrimination is not 
available under the ADEA.39 

The Supreme Court re-
versed, holding that the ADEA 
should be read consistent with 
Title VII of the Civil Rights Act 
with respect to allowing for 
consideration of a disparate 
impact theory of liability under 
the ADEA. However, the Court 
ultimately held that the plain-
tiffs failed to establish such a 
claim. In so ruling, the Court 

concluded that while a disparate 
impact claim of discrimination 
is viable under the ADEA, 
language in the ADEA itself 
restricts its scope as compared 
with disparate impact discrimi-
nation under Title VII of the 
Civil Rights Act. The ADEA 
contains a provision that signifi-
cantly limits its scope by allow-
ing for an employer to take any 
action otherwise prohibited by 
the ADEA where the differen-
tiation is based on reasonable 
factors other than age.40 In other 
words, can the discrimination 
be explained by a nonage factor 
that was reasonable? Addition-
ally,  to establish a disparate 
impact claim, the plaintiffs must 
identify a specific test or re-
quirement or point to a specific 
policy that has the disparate 
impact. The plaintiffs may not 
simply allege that a disparate 
impact exists.41 

The Supreme Court con-
cluded that the plaintiffs failed 
to identify a specific practice 
that had a disparate impact. The 
Court stated that “petitioners 
have done little more than point 
out that the pay plan at issue is 
relatively less generous to older 
workers than to younger work-
ers.”42 The Court further con-
cluded that the city’s pay plan 
was based on a reasonable 
factor other than age, in this 
case, seniority. While recog-
nizing the theory of liability— 
disparate impact—as viable 
under the ADEA, the Court 

concluded that the plaintiffs 
failed to establish a case. 

© Comstock Images 

City of San Diego v. Roe, 
125 S. Ct. 521 (2004) 

In City of San Diego v. Roe, 
the Supreme Court provided 
guidance on the extent to which 
speech and expressive conduct 
on the part of public employees 
is considered as relating to a 
matter of public concern. This 
finding is crucial to the viability 
of a claim brought by a govern-
ment employee challenging an 
adverse employment action on 
the grounds that it violates the 
First Amendment. The long-
established framework for de-
termining the constitutionality 
of taking adverse action against 
a government employee in-
cludes balancing the interests 
of the employee in engaging in 
the speech or expressive con-
duct and the interests of the 
employer.43 In the seminal case 
of Connick v. Myers,44 the 
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state and federal courts on 
whether an occupant may give 
valid consent to law enforce-
ment over the objections of 
another occupant when both the 
consentor and non-consentor 
have authority to give consent 
to search the common areas of 
premises shared among the two. 
In Booker T. Hudson v. Michi-
gan,51 the Court will consider 
whether evidence seized follow-
ing a violation of the knock and 
announce rule should be subject 
to a per se admissibility rule 
under the inevitable discovery 
doctrine. In an employment-
related matter, the Court agreed 
to hear Garcetti, et al. v. 
Ceballos,52 which may further 
clarify the concept of public 
concern within the meaning 
of the First Amendment. 
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federal jurisdiction who are interested 
in this article should consult their legal 
advisors. Some police procedures 
ruled permissible under federal 
constitutional law are of questionable 
legality under state law or are not 
permitted at all. 
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Bulletin Reports is an edited collection of criminal justice studies, reports, and 

project findings. Send your material for consideration to FBI Law Enforcement 
Bulletin, FBI Academy, Madison Building, Room 201, Quantico, VA 22135. (NOTE: 

The material in this section is intended to be strictly an information source and 

should not be considered an endorsement by the FBI for any product or service.) 
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Law enforcement officers are challenged daily in the performance of their duties; they face each 

challenge freely and unselfishly while answering the call to duty. In certain instances, their actions 

warrant special attention from their respective departments. The Bulletin also wants to recognize 

those situations that transcend the normal rigors of the law enforcement profession. 

The Bulletin Notes 
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Officer DiMaria Officer Watson 

Officer Espinola 
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Officer MacLaughlan 

Nominations for the Bulletin Notes should be based 
on either the rescue of one or more citizens or arrest(s) 
made at unusual risk to an officer’s safety. Submissions 
should include a short write-up (maximum of 250 
words), a separate photograph of each nominee, and a 
letter from the department’s ranking officer endorsing 
the nomination. Submissions should be sent to the 
Editor, FBI Law Enforcement Bulletin, FBI Academy, 
Madison Building, Room 201, Quantico, VA 22135. 
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Patch Call 

A local 8th grade student won the Blount 
County, Tennessee, Sheriff’s Office’s patch design 
contest and saw his entry adapted for official use. 
The patch features a police canine and handcuffs, 
as well as representations of other elements of 
the county, such as industry, agriculture, air 
transportation, and the Great Smokey Mountains. 

The patch of the Sequim, Washington, Police 
Department features the New Dungeness Light-
house, the first in the Straight of Juan de Fuca-
Puget Sound area. Serving a similar purpose, 
the department provides a beacon of safety to the 
community. The Olympic Mountains sit in the 
background. 


