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Thefts of Computer Software

By
WILLIAM J. COOK
ssistan{ U.S. Attorney




Between July and September 1987, a Chicago youth
attacked AT&T computers at Bell Labs in lllinois and New
Jersey, at a NATO missile support site in North Carolina,
and at Robbins Air Force Base in Georgia, stealing
software worth $1.2 million and causing $174,000 worth of
damage.’

In October 1988, Scotland Yard arrested an English
hacker who had broken into over 200 military, corporate,
and university computers in the United States and Europe.
The indication was that he planned to extort money from

one of the victim corporations.?

In November 1988, a college undergraduate planted a
computer virus that temporarily disabled 6,000 computers
on the U.S. Army research computer network

(ARPANET).?

s evident by these ac-

counts of computer piracy,

computer-aided attacks on
Government and corporate net-
works are becoming more numer-
ous and sophisticated. While
estimates vary, computer industry
sources indicate that computer-
related crime (including software
theft) annually costs U.S. com-
panies as much as $555 million
per year, with each incident cost-
ing approximately $450,000.4
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More importantly, however, the
infiltration and theft of computer
files is a growing Federal crime
problem, since many such actions
jeopardize the security and defense
of the United States.

This article gives a brief
overview of the thefts and illegal
export of computer software. It
also details steps taken by the
U.S. Government to protect na-
tional security and defense infor-
mation with the intent of curtailing

and hopefully eliminating the
occurrence of such actions in the
future.

International Computer
Hackers

While most computer attacks
are done by hackers who are not
agents of a foreign government,
the growing attention of Eastern
Bloc governments to hackers indi-
cates that these nations clearly rec-
ognize the benefits of using them
to expose openings in U.S. com-
puter networks.

In March 1989, it was dis-
closed that West German hackers
sponsored by Eastern Bloc intel-
ligence agencies had been system-
atically searching for classified
information on Government com-
puters throughout the United
States through a weakness in a
computer network at a California
university.® The following month,
Canada expelled 19 Soviet diplo-
mats for wide-ranging espionage
operations to obtain Canadian
defense contractor information for
military and commercial pur-
poses.® And in December 1988, a
search warrant filed by U.S.
Customs agents in Chicago dis-
closed that a confederate of the
Yugoslav Consul-General in Chi-
cago was using a hacker to attack
defense contractors by remote
access in order to steal computer-
ized information. According to the
affidavit, the information obtained
by the hacker was subsequently
smuggled out of the United States
in diplomatic pouches with the
help of the Counsel-General.

Public access information and
published reports reflect that
Soviet efforts to obtain technical
information are not an illusion. A




major daily newspaper reported
that the Soviet Union was actively
fostering hacker-to-hacker ties
between the Soviet international
computer club and computer firms
and hackers in the United States,
Britain, and France.” Another
newspaper account told of the
Soviet Union setting up program-
mers in Hungary and India for the
purpose of translating and convert-
ing U.S. origin software to the
format of Soviet and Warsaw Pact
country machines.® Then in March
1989, a member of the Soviet mil-
itary mission in Washington, DC,
was arrested and expelled from the
United States for attempting to
obtain technical information about
how U.S. Government classified
information is secured in
computers.’

The Soviet’s main targets are
U.S. Government agencies, de-
fense contractors, and high-tech
companies and are purportedly
backed by a $1.5 billion annual
‘‘procurement’’ budget. Further,
Soviet satellite countries have
become very active in the Soviet
high technology procurement
effort. For the past several years,
Hungarian, Bulgarian, Yugo-
slavian, and Polish intelligence
officers and their agents have par-
ticipated in the high-tech theft
effort, along with agents from
Vietnam, North Korea, and
India.! Also, Cuban and Nic-
araguan intelligence officers are
using front companies in Panama
to obtain U.S. technology.!!

News accounts suggest that
these efforts are successful;
60-70% of the technology is
obtained, while 90% of non-
classified high technology data is
acquired. More than 60% of the
stolen technology comes from the
United States.!?

As a result, the U.S. tech-
nological ‘‘lead’” over the Soviets
has gone from 10-12 years in 1975
to 4-6 years in 1985.13 And the
savings to the Soviets have been
impressive. It has been estimated
that in 1978 the Soviet Union
saved $22 million in research and
development costs by stealing
U.S. technology; the following
year, they saved $50 million. '
Between 1976 and 1980, the
Soviet aviation industry alone
saved $256 million in research and
development because of stolen
U.S. technology.'s More signifi-
cantly, much of the stolen technol-
ogy is critical to the national
security and defense of the United
States.

Protecting Technical Data

In 1984, the U.S. Department
of Commerce placed expanded
export controls on computer soft-
ware as part of its general protec-
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Observations

Several observations can be
reached from this mosaic. Obvi-
ously, U.S. taxpayers are sub-
sidizing the modernization of the
Soviet military establishment. And
it is more economical for the
Soviets to steal U.S. technology
than to fund and develop their own
research and development ca-
pabilities. More importantly,
however, the United States needs
to do a better job protecting its
technology.

As noted previously, in re-
sponse to the Soviet ‘‘tech-
threat,’” the United States and
other countries expanded controls
on high technology computer soft-
ware by placing them on the Com-
modity Control List or Munitions
List. Commerce Department and
State Department licensing of-
ficers require that validated export
licenses and end-user assurances
are obtained before software

Federal agents and computer security
professionals must recognize the need for rapid
mutual cooperation and communication....

tion of technical data deemed vital
to the national defense and se-
curity of the United States. How-
ever, export control in this realm
is an enormous challenge since
modern technology allows the
criminal to steal restricted soft-
ware stored on Government and
corporate computers by remote
access from a personal computer
anywhere in the world. Literally,
international border are destroyed
when a telephone line plugs into
the computer modem.

29

named on these lists is exported.
Both the Commerce and State
Departments routinely call in
Defense Department personnel to
analyze these export requests.

Prosecution for illegally
exporting computer data and soft-
ware can be brought under several
sections of the U.S. Code.'®
However, before prosecution
under these sections can be suc-
cessful, several areas must be de-
veloped in the computer industry
and the law enforcement
community.
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® (Corporations should
consider placing export
control warnings on sensi-
tive software programs,
which would clearly assist
U.S. efforts to enforce
national export laws that
require defendants have
specific knowledge of
export restrictions when
exporting computer data.
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may be the only evidence
of *‘tech-theft.”’

® Federal agents and
computer security
professionals must
recognize the need for rapid
mutual cooperation and
communication, with
security professionals
providing background
information on the attacked

... Eastern Bloc governments ... clearly recognize
the benefits of using [hackers] to expose
openings in U.S. computer networks.

® Federal agents need to
become oriented to the
computer industry and
computers to overcome
computerphobia.

® Corporate and Government
hirings must be done with
great care when the
employees will have access
to computer networks or
trash from computer
centers.

® Computer security
specialists and systems
administrators must be alert
to internal unauthorized
access and external hacker
attacks and the potential
ramifications of such
activities. They must also
be aware that the modem
plug-in on one of their
computers could be the
international border in the
export violation and that
computerized log records

4 / FBI Law Enforcement Bulletin

%9

computer network and
assisting Federal
investigations and search
warrant efforts.

Conclusion

It is folly to assume that U.S.
industry can continue to make suf-
ficient research and development
advances each year to ensure that
the United States keeps an edge on
Warsaw Pact countries. These
countries continue to rob the
United States of advanced tech-
nological information critical to
defense and security of this coun-
try. The taxpayers and consumers
writing the checks for Government
and private sector technological
research and development deserve
a coordinated Federal law enforce-
ment and computer industry re-
sponse that recognizes software
and computer-related engineering
as one of our country’s greatest

resources. F[]

Footnote

'ComputerWorld, February 20, 1989.

2Sunday Telegraph, October 23, 1988.

3The Boston Globe, November 14, 1988.

‘ComputerWorld, April 3, 1989.

SHamburg Ard Television Network,
March 2, 1989; see also, Cliff Stoll, **Stalking
the Wiley Hacker,” Communications of the
ACM, May 1988.

%Reuters, June 28, 1988.

"The Washington Post, January 2, 1989.

8The New York Times, January 29, 1988.

9Reuters, March 9, 1989.

10*Soviet Acquisition of Militarily Sig-
nificant Western Technology: An Update,"’
published by the Central Intelligence Agency,
1985.

The Los Angeles Times, November 21,
1988.

12Supra note 10.

YIbid.

4Ibid.

STbid.

1618 U.S.C. sec. 1029 (fraudulent activity
in connection with using accessing devices in
interstate commerce); 18 U.S.C. sec. 1030
(remote access with intent to defraud in con-
nection with Federal interest computers and/or
Government-owned computers); 18 U.S.C.
sec. 1343 (use of interstate communications
systems to further a scheme to defraud); 18
U.S.C. sec. 2512 (making, distributing, pos-
sessing, and advertising communication
interception devices and equipment); 18
U.S.C. sec. 2314 (interstate transportation of
stolen property valued at over $5,000); 17
U.S.C. sec. 506 (copyright infringement viola-
tions): 22 U.S.C. sec. 2778 (illegal export of
Department of Defense controlled software);
18 U.S.C. sec. 793 (espionage, including
obtaining and/or copying information concern-
ing telegraph, wireless, or signal station,
building, office, research laboratory or stations
for a foreign government or to injure the
United States); 18 U.S.C. sec. 2701 (unlawful
access to electronically stored information); 18
U.S.C. sec. 1362 (malicious mischief involv-
ing the willful interference with military
communications systems); 18 U.S.C. sec.
1962 (RICO—20 years/$25,000/forfeiture of
property for committing two violations of wire
fraud and/or transportation of stolen property).
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Sneak Thefts

By
MICHAEL P. KEELEY
Special Agent

Federal Bureau of Investigation
New York, NY

and

JOSEPH J. GANNON

Chief Investigator

Security Department
American Express Company
New York, NY

n Memorial Day weekend

in 1987, a New York

bound Western Airlines
727 nosed its way up around the
Great Salt Lake and across the
Wasatch Mountains. Despite its
almost due easterly course, the air-
craft lost time due to the weather,
and its arrival at Kennedy Airport
in New York City was delayed for
over an hour. However inconven-
ient for the passengers, this air

Photo Courtesy of Ron Dunnivan

traffic delay was a plus for FBI
Agents from the New York Office
and the New York Port Authority
Police as they made arrangements
to meet that Western Airlines
flight.

This scene was the culmina-
tion of an investigation begun in
1985 concerning the increasing
number of thefts of blank travelers
cheques from several companies.
As they are commonly called,
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these ‘‘sneak thefts’ are larcenies!
committed by gangs using various
distracting techniques to facilitate
the crime, usually in banks and
other financial institutions.

SNEAK THEFT TECHNIQUES

How It’s Done

Normally, the gang is com-
prised of 4 or 5 members and may
include a female, possibly with a
small child. The gang’s initial
objective upon entering a financial
institution is to determine where
the cheques are stored, which is
usually in a platform or customer
service area. Once the storage area
is known, some additional sur-
veillance is required by the gang
to determine the optimum striking
time. Then, when the time is
right, a member of the gang may
purchase or pretend to purchase a
small amount of cheques. And, as
surveillance film taken during this
stage will often show, the other
gang members are positioned in
various locations in the bank.

Since distraction is the key to

masking the larceny, a coffee can

full of coins dropped on a terrazzo
floor, for example, will suffi-
ciently occupy everyone’s atten-
tion for the necessary time period.
Other distracting techniques in-
clude gang members starting loud
arguments between themselves or
asking for the exchange of U.S.
and foreign currency while speak-
ing loudly in a foreign language.
These techniques are especially
effective in suburban areas where
the modus operandi of such gangs
may be unknown.

Salt Lake City Larceny

On May 30, 1987, at least
two males entered the First
Security Bank of Utah in Salt
Lake City. Unfortunately, the for-
eign currency exchange and spe-
cial service facilities were located
in an alcove out of sight of the
main banking floor. A newly
trained teller on duty that day was
approached by these two males,

Special Agent Keeley
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Investigator Gannon

who began to wave foreign cur-
rency at her while speaking in a
foreign language she did not
understand. Somewhat flustered,
she left her post to seek help from
a supervisor in a back office, leav-
ing her cage door ajar. When she
returned with her supervisor, the
men were gone, as were $65,000
in American Express travelers
cheques and a quantity of official
bank checks. The Salt Lake City
Police were notified, and a call
was placed to American Express.

Since it had already been
determined that almost all the
members lived in the Elmhurst -
Corono - Jackson Heights area of
Queens, NY, and that they would
immediately return to New York
to expeditiously sell the cheques to
local fences, American Express
security notified their New York
headquarters, who in turn notified
the New York FBI Office.

The previous year, the FBI
had distributed 50,000 warning
notices, principally to banks who
sold cheques, describing the
modus operandi of this particular
gang. The flyer also had photos of
a few of the gang members for
whom Federal warrants had been
obtained. One of these flyers
finally paid off.

The American Express se-
curity officer in Salt Lake City,
obtaining the assistance of airport
police, went to the appropriate
Western Airlines gate. Although
the flight had already departed, the
officer determined from ground
personnel that five Hispanics (four
males and one female) had pur-
chased tickets with cash a few
minutes before departure using the
surname Rodriguez. The ticket




agent also stated that they carried
+a plastic garbage bag.

In New York, a reception
team was starting to form at the
Western Airlines terminal for the
delayed flight from Salt Lake
City. The station superintendent
was contacted and apprised of the
situation. She, in turn, made radio
contact with the aircraft, now
about an hour from touchdown.
Since the seat numbers of the sus-
pects were obtained at Salt Lake
City, the rear cabin attendant was
summoned to the flight deck and
interviewed via radio by the FBI
Agent leading the investigation.

A conference was quickly
held with all of the participating
agencies. It was determined that
two of the five individuals on
board the plane were subjects of
warrants and were listed on the
aforementioned flyer. It was
decided that all five would be
apprehended after they had exited
the aircraft, and that the three
unknown subjects would be de-
tained before leaving the security
area. Contact was again made with
the aircraft commander, and with
his concurrence, it was agreed that
the rear cabin attendant would
come forward after landing to
“‘assist’” with opening the front
door. The individual standing at
the top of the jetway appearing to
be a Western Airlines employee
would actually be an FBI Agent.
The Agent then would follow the
unknown subjects down the jetway
signaling to police officers as they
exited. Port Authority Police
SWAT teams were also hidden
under the jetway and adjacent tar-
mac area should the subjects
attempt to bolt through the rear or

side of the aircraft or through the
jetway door.

The apprehensions were
made quickly and smoothly. A
package was recovered from the
female containing the entire pro-
ceeds of the Salt Lake City loss.
Also recovered was the foreign
currency, later determined to be
Soviet, used in the Salt Lake City
bank larceny, as well as other par-
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is not insurable. Examination of
the cashed cheques showed that,
indeed, the same individuals were
involved.

A break in this investigation
finally came on August 31, 1987,
when two branches of the same
bank, one in downtown Cincin-
nati, OH, and one at the Greater
Cincinnati Airport in Kentucky,
were victimized by five thieves.

The gang’s initial objective upon entering
a financial institution is to determine
where the cheques are stored....

aphernalia used by the sneak theft
subjects. A number of prosecu-
tions ensued, notably in the North-
ern and Eastern Districts of New
York and the District of Utah, all
resulting in substantial sentences
up to a maximum of 15 years.

Other Sneak Theft Gangs

Even though it had been de-
termined that while this group was
responsible for the bulk of sneak
theft losses, other groups were
sporadically active in this crime.
So, within a short period of time,
another incident occurred.

The Postal Service was losing
large quantities of registered mail
pouches through assaults on postal
vehicles. A roving, motorized
gang was using prybars on locks
and, in some cases, stealing the
entire mail truck. The same gang
was also preying on private mail
and parcel delivery services. The
cheque issuers were particularly
hurt because blank, financial paper

29

Again, prompt notification to
the FBI in New York, where the
gang was heavily active, resulted
in a timely identification of the
gang leader as a known and
wanted felon. The gang members
had also been previously investi-
gated after a bank larceny in San
Francisco, CA. Based on this
information, all five were taken
into custody. Subsequent prosecu-
tion in the Eastern District of Ken-
tucky netted each defendant a 20-
year sentence. The group leader
was also convicted in a similar
case in San Juan, Puerto Rico.

In 1988, another group
started up in a somewhat more
timid fashion. This new group,
because of its propensity for vic-
timizing New York suburban area
banks and because it never drove
further than a 1-day roundtrip, vic-
timizing banks along [-95 from
New York to Massachusetts,
became known as the **1-957°

gang.
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Review of the bank film
clearly showed two gang members
known to the postal inspectors for
previous truck assaults. One of the
members was also noted for his
acrobatic prowess in crawling
under and over teller cage doors
during a larceny, seemingly un-
noticed by bank staff or a lobby
full of customers. After two bank
larcenies of $50,000 and $100,000
in cash caused an alert along the
Connecticut portion of 1-95, three
gang members were apprehended
by the police in Stamford, CT,
and turned over to the local FBI.

CONCLUSION

The arrests of the members of
each of these gangs are signifi-
cant. However, the problem does
not stop here. Statistical informa-
tion covering the years 1983
through 1988, gathered by the
New York FBI Office, reveals
approximately 130 reported sneak
theft incidents, with travelers
cheque losses by banks and issuers
amounting to $3.5 million. These
incidents represent approximately
10 percent of bank larcenies
nationwide reported to the FBI. In
view of these numerous occur-
rences, it is incumbent upon
banks, financial institutions, and
everyone involved to help instill a
greater awareness toward possible
security breaches, especially when
faced with experienced and cun-
ning sneak thieves who will surely
attempt to make history repeat
itself. EBI

Footnote
ITitle 18 USC, Section 2113.
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Police Substations:
The Virginia Beach Experience

I he delivery of police serv-

ices continues to be a
concern of law enforcement agen-
cies across the Nation. Governing
bodies, civic groups, and individ-
ual taxpayers expect their
agencies to protect them intel-
ligently, efficiently, and cost
effectively. However, many ele-
ments influence the manner in
which law enforcement serves the
people. One particular factor is
the area patrolled within a given
precinct. The size of the precinct
and the number of people
assigned to it can greatly effect
the quality of law enforcement
service.

The Virginia Beach, VA,
Police Department realized this
when one of their precincts expe-
rienced unprecedented growth in
the early 1980s. Within this
department, the first precinct
covers an area of 124 square
miles and has 124 sworn and
civilian personnel assigned to it.
Since much of this area was
undeveloped rural land, the
majority of the city’s growth
occurred there. Literally, residen-
tial developments, office parks,
and commercial projects multi-
plied overnight.

One particular area within
the first precinct which experi-




enced meteoric growth was the
Kempsville Borough. In late
1985, the five patrol zones within
this borough generated almost 50
percent of the calls for service
within the precinct. Obviously, a
change to enhance service deliv-
ery to this area was necessary.
The question to be answered was,
““What problems needed to be
addressed to provide citizens the
type of service they deserved and
had a right to expect?”’

The one problem imme-
diately recognized was the
location of the first precinct’s
facilities, which were located in
the Public Safety Building at the
city’s municipal center complex.
This building was located more
than 11 miles from some points
within the precinct. In addition,
the rate of construction outpaced
the city’s road building and
improvement program. This
resulted in a dramatic increase in
motor vehicle traffic and subse-
quent back-ups, making travel
during peak times especially
frustrating. The bottom line,
however, was that response times
suffered.

The idea to build a substa-
tion, or mini-precinct, was
recognized as the most viable
solution. Such a facility would
allow units to get to their
assigned patrol zones quicker and
would reduce time spent away
from their patrol area when hand-
ling administrative functions. At
the outset, however, the substa-
tion was envisioned as only a
staging area, not a facility promi-
nently identified or designed to
handle walk-in traffic. There
would be no desk officers, and

the substation would be closed
when officers and supervisors
were ‘‘on the street.”’

After considering several
places to lease, an existing fire
station in the Kempsville Borough
was chosen as the site for a police
substation. The fire department
allocated approximately 675
square feet for police operations,
which was enough space for two
offices, a muster area, and a sup-
ply room.

Initially, the substation oper-
ated on day and evening shifts, 5
days a week. Weekend and mid-
night shift coverage continued to
work out of the Public Safety
Building, until a midnight shift
was added to the substation 5
months later. At the end of 11
months, the reduction in mileage
on substation patrol cars, coupled
with an average additional patrol
time of one-half hour per officer
per shift, amounted to a savings
of approximately $26,000.

A year after opening, the
substation’s staffing was increased
to provide complete coverage of
Kempsville’s five patrol zones 24
hours a day, 7 days a week.
Although the substation is part of
the first precinct’s overall opera-
tion, especially with regard to
command and administration, it
functions operationally as a sepa-
rate precinct in many respects.

An additional benefit realized
by housing the substation in an
existing fire station has been the
enhancement of the relations
between police and fire personnel.
The daily contact by the officers
and firefighters helped developed
both personal and professional
friendships that continue to bene-
fit both departments.

It has been substantiated that
law enforcement agencies respon-
sible for patrolling large areas can
significantly enhance their opera-
tional effectiveness and efficiency
by establishing substations. With
shorter distances to travel, offi-
cers can decrease time needed to
respond to calls for service. Fur-
ther, if the site selected for a
substation is shared with another
public service department, even
more benefits can be realized.

Police substations, like the
one established by the Virginia
Beach Police Department, can be
a viable alternative for those
departments looking for ways to
better serve the citizens whom
they are sworn to protect. [F[E)]

Information for this column was
submitted by Lt. A.M. Jacocks, Jr.,
Virginia Beach, VA, Police
Department.

Police Practices serves as an information source for unique or
noteworthy methods, techniques, or operations of law enforcement agencies.
Submissions should be no more than 750 words (3 pages, double spaced
and typed) and should be directed to Kathy Sulewski, Managing Editor, FB/
Law Enforcement Bulletin, Room 7262, 10th & Pennsylvania Ave., NW,
Washington, DC 20535.
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Graffiti Wipeout

oday, the crime of vandal-

ism has become a frighten-

ing reality in the lives of
many Americans. However, van-
dalism in the form of graffiti is
one crime that exists in almost
every community throughout the
United States, from the small
country town where names and
telephone numbers are etched in
bathroom stalls to the Nation’s
most populated cities where every
subway concourse is a drawing
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board for artistic vandals.
Throughout the country, its effect
is pervasive and devastating.

Graffiti is a forgotten crime.
It is ignored and often times even
accepted. However, the costs
associated with it can be stagger-
ing. Everyone pays for it in taxes,
increased transit fares, and insur-
ance premiums. And, although it
is not viewed as serious as major
crimes, graffiti is an expensive
form of art.

By
DET. LT. DAVID SCOTT

Southeastern Pennsylvania
Transportation Authority
Police Department
Philadelphia, PA

This article focuses on how
the Southeastern Pennsylvania
Transportation Authority (SEPTA),
whose jurisdiction covers five
counties in the Philadelphia area,
manages to contain its graffiti
problem, which costs the area over
$2 million a year.

As is typical in many major
cities, graffiti has become part of
the urban environment. An entire
subculture (gangs) exists which
places great emphasis on commit-




ting this type of vandalism. In
fact, the sole purpose of some of
these groups is to write graffiti.
However, SEPTA was able to sig-
nificantly reduce incidents of van-
dalism and graffiti in the transit
system by 75 percent in just over 1
year despite the continued efforts
of graffiti writers. Not only have
the results been outstanding, but
the authority’s anti-graffiti pro-
gram has served as a model for
cities such as Philadelphia,
Boston, San Francisco, Los
Angeles and New York. It has
also gained international attention
from cities such as London, Eng-
land.

The Problem

Graffiti has existed through-
out the ages. But, in 1971, the
mayor of Philadelphia decided to
break from tradition. He declared
that he wanted the city ‘‘cleaned
up and kept clean’’ of graffiti.! As
a result, a new unit was formed
which consisted of six detectives
attached to the Philadelphia Police
Department’s Intelligence Unit.
Although this special unit did
make some arrests, incidents of
graffiti continued to increase over
the next decade. Despite the fact
that while numerous persons were
involved, most of the handwriting
was done by only 15 to 20 people.
And, unfortunately, after the
mayor left office, the unit was
disbanded.

Over the next decade, graffiti
grew at such a rate that in some
neighborhoods, it could be seen on
almost every wall. During this
time, graffiti artists generally
worked alone; however, on occa-
sion, high profile writers would
band together, go out on the town,
and spray their names in rather

risky and daring places, such as
the tail of an airplane. Gradually,
graffiti became more elaborate in
style, and it became apparent that
the vandals were helping each
other to create murals.

By the late 1970s, these
graffiti gangs, which met in under-
ground stations, train yards and
subway tunnels, were in full gear,
and the Philadelphia area seemed
to be experiencing a graffiti epi-
demic. In fact, graffiti could be
seen throughout the city, and the
mass transportation system be-
came a prime target for the devas-
tation. What better way to
publicize a name or a gang than to
have it sprayed on an elevated
train or bus that continuously
travels around the city every day!

Who are these latter-day
Kilroys, and how have they con-
tinued to flourish in spite of multi-
million dollar campaigns to com-
bat them? In 1980, a New York
Transit Authority report described
the typical graffiti artist as ‘‘male,
of a lower socioeconomic status,

fourteen to sixteen years of age,
who seeks recognition by placing
his ‘trademark’ where his peers
will see it and possibly identify it.
He does not feel he is destroying
property by his action.’’? Despite
the fact that the typical artist is
usually male, one graffiti artist
named Kim, 17 years of age, who
asked that her last name be with-
held, described herself as more
than a ‘‘writer.”” With a black
address book crammed with 170
names, she is a human switch-
board for Philadelphia’s most ded-
icated graffiti artists.3

The Solution

In December 1981, the gen-
eral manager of SEPTA initiated
an anti-graffiti program designed
to increase ridership by providing
a clean, safe system controlled by
the Authority. From its inception,
all departments within SEPTA
have participated in this program
in some way. Because graffiti
breeds graffiti, the program’s
emphasis was to remove it as

(44
Since SEPTA’s
anti-graffiti program
began, over 2,700
arrests have been
made relating to
vandalism.
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Detective Lieutenant Scott
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quickly as possible. Even so,
removal efforts for a 6-month
period involved up to 3,000 man-
hours, 900 gallons of shellac,
paint and thinner, and 30 gallons
of cantol.

Throughout the program,
daily inspections of all city divi-
sion subway stations and elevated

66

SEPTA’s graffiti attack and allo-
cated a courtroom to hear all
SEPTA cases.

Violators are most often
charged with defacing public prop-
erty (prohibited conduct), criminal
mischief, and found in violation of
a law entitled ‘‘Liability for
Acts.”’# This law places financial

... SEPTA was able to significantly reduce
incidents of vandalism and graffiti in the transit
system by 75 percent in just over 1 year ....

stations were conducted and main-
tenance employees were assigned
to remove the graffiti and/or
repaint if necessary. A list of the
stations which suffered from the
heaviest graffiti damage was also
sent to the SEPTA Police Depart-
ment each day. Plainclothes
officers were then assigned to
those locations.

SEPTA’s Police Department,
in conjunction with the Phila-
delphia Police Department, the
Philadelphia District Attorney’s
Office (County Prosecutor) and
the Municipal Court System,
agreed that vandals would be
arrested and processed through the
Philadelphia Police Department.
To reflect the seriousness and
costliness of this form of vandal-
ism and to seek restitution for
damages, members of the District
Attorney’s Office and an attorney
from SEPTA’s Legal Department
prosecute all offenders. In addi-
tion, the President Judge of the
Philadelphia Municipal Court
issued a memorandum informing
all municipal court judges of
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liability on the parents of juvenile
offenders. Many of the acts of
graffiti amount to less than $100
for labor and removal. However,
if this cost exceeds $5,000, it is a
felony offense.

After each arrest, a SEPTA
police control number is assigned
to the case and the information is
recorded on a daily control log.
The control log contains the fol-
lowing information:

* Name, age, sex, race and
address of the person(s)
arrested

* Date, time and location of
arrest

* Specific graffiti written
and the size and color of
the markings

* Method used (magic
marker or spray paint)

* Philadelphia Police
Department district con-
trol number

* Hearing date

* Arresting officer
The arrestee’s school principal is
also sent a letter containing infor-

mation on the student’s offense.
One SEPTA detective is also
assigned to process graffiti arrest
cases, beginning with the prepara-
tion of a weekly graffiti/vandalism
arrest memorandum compiled
from the daily control log. Copies
of this memorandum are sent to
specific departments responsible
for providing itemized material
and labor cost estimates. These
damage estimates are forwarded to
the court liaison detective, who
records them for use at the judicial
hearings.

All graffiti arrest cases, both
juvenile and adult, are held at a
special court every Wednesday.
These cases are heard by a trial
commissioner and attended by the
court liaison detective.’ Arresting
officers are not required to attend.

At this time, defendants and/
or parents are informed by the
court liaison detective of their
respective damage costs. First-
time offenders who admit their
guilt are permitted to pay the cost
of damage and have prosecution
withdrawn. Those who wish to
pay, but are unable to do so at the
initial hearing, sign a restitution
agreement. They are then given a
copy of the signed agreement
which lists the court status date
and the date by which the restitu-
tion is to be paid. Defendants may
also appear at status hearings and
request additional time in which to
pay the restitution. Such requests
are honored by SEPTA and sanc-
tioned by the court.® They also
receive a court notice to appear
(subpoena) that must be adhered to
only if the restitution is not paid.
If the restitution is paid by the
agreed time, the court liaison
detective attends the status hearing
and requests that prosecution be




NYC’'S CLEAN CAR PROGRAM

For nearly 2 decades, graffiti
has blighted every surface and rail
passenger vehicle operated by
New York City’s Metropolitan
Transit Authority (MTA). Today,
signs of this crime of vandalism
have been eliminated from the
system’s 6,200 subway cars and
3,800 buses.

It has taken 5 years of coor-
dinated effort for the Metropolitan
Transit Authority to accomplish
this feat, which became a reality
when the last graffitied train
rolled out of service in May
1989. According to the President

of the Metropolitan Transit
Authority, ‘‘Credit for our suc-
cess goes to the men and women
who work for the MTA. This was
truly a team effort with some 16
different departments working
together toward a common goal.”’

The MTA’s Clean Car Pro-
gram began in May 1984, with
one train on each of two different
lines. Within a year, both lines
were graffiti-free and the cleaning
program began to spread, line by
line, throughout the system.

Once a car was enrolled in
the program, it could not be

placed into service with graffiti—
inside or out. Cleaners were sta-
tioned at terminals, and any
graffiti applied enroute was
immediately removed. This
speedy removal discouraged van-
dals who could no longer see
their “‘tags’” traveling throughout
the system.

Key to the program’s success
was a reallocation of resources
and increased productivity. One
street shop turned out 10 com-
pletely rebuilt cars every month, a
100-percent increase from 5 years
ago, even though there was a sub-
stantial decrease in the number of
employees. According to the
Chairman of the Metropolitan
Transit Authority, “I think it is
important to note that while we
have cleaned up our surface and
rail fleets, we have also made
important gains in both safety and
reliability. The almost weekly
front page headlines about major
fires and derailments have, along
with graffiti, become part of our
past and not our future.”’

withdrawn. If it is not paid and the
defendant fails to appear, a bench
warrant is issued.

If defendants deny guilt, their
cases are relisted at another special
court, but this time before a muni-
cipal court judge who decides guilt
or innocence. Arresting officers
and/or witnesses are needed at
these hearings and are notified to
appear by the court liaison detec-
tive who also attends.

Second-time offenders, how-
ever, are not given the option of
paying restitution and having pros-

ecution withdrawn. These cases
are relisted before a municipal
court judge. If found guilty, the
judge can impose a fine in addi-
tion to ordering that restitution be
paid to SEPTA.7

Since SEPTA’s anti-graffiti
program began, over 2,700 arrests
have been made relating to vandal-
ism. These arrests are primarily
the result of observations made by
the SEPTA Police Department.
The Philadelphia Police Depart-
ment, SEPTA employees and an

increasing number of citizens also
played a vital role in the number
of arrests.

Conclusion

After 6 months of concen-
trated effort, a substantial decrease
in graffiti in the subway stations
and elevated train stations was
noticed. However, despite these
efforts, SEPTA began to experi-
ence moderate amounts of graffiti
on surface vehicles, particularly
near junior and senior high
schools. As a result, plainclothes
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personnel were increased in these
areas to contain the problem.
Since many graffiti artists get
involved in this type of crime for
attention-seeking purposes, the
general position of the Authority is
not to publicize the names of
offenders with the media.
However, at the beginning of this
program, an aggressive public and
press relations program was imple-
mented. This included an anti-
graffiti pamphlet, news articles
and an agenda for a graffiti con-
ference. SEPTA, through its com-
munity relations division, also
addressed elementary school chil-
dren to point out the destructive
nature and the penalties of being
apprehended for graffiti writing.
SEPTA'’s program has proven
to be a success. As SEPTA’s pro-
gram increased, graffiti and van-
dalism decreased. Indeed, because
of the program, graffiti has been
limited to a level low enough to be
maintained with only a minimum
number of plainclothes officers.
Today, as a result of
SEPTA'’s efforts, graffiti will not
revert to being a hidden and for-
gotten crime. Through this pro-
gramy the Philadelphia area has
curtatled its pervasive graffiti
problem and has provided other
areas and jurisdictions with the
methods and techniques to control
vandalism on their home fronts.

Footnotes FH
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Book Reviews

rime
revention

Steven P.

Crime Prevention: Ap-
proaches, Practices and
Evaluations, by Steven P. Lab,
Anderson Publishing Co., Cincin-
nati, OH, 1988.

This book was born out of
the author’s search for a text
which approached crime preven-
tion from an academic orien-
tation. As the author states in the
preface, ‘“The emphasis [of the
text] is on presenting a brief
description of the more well-
known and recent crime preven-
tion approaches and then present-
ing the results of evaluations
which have been performed on
each technique.”’

Lab stresses that the numeri-
cal level of crime should not be
the only concern of crime preven-
tion because the ‘‘fear of crime’’
poses a greater and more far-
reaching problem for society and
its members. His subsequent
treatment of the ‘‘fear of crime’’
demonstrates a crucial point
which has been overlooked in
crime prevention discussions.

The author then goes on to
explain throughout the text that
the key criterion for assessing the

effectiveness of various crime
prevention methods is lower sub-
sequent offenses and/or the fear
of crime. The major questions
posed by the author in the evalua-
tions deal with the extent to
which the programs reduce crime
and/or the fear of crime.

The discussion of the future
of crime prevention includes
advances in electronic sur-
veillance technology, improved
alarm systems, and the use of
sociobiological principles. How-
ever, the author concludes that
the evaluation of crime prevention
techniques will continue to be a
pivotal issue in dealing with
crime and the fear of crime
throughout the future.

Accompanying the text is an
““instructor’s guide,”” which syn-
opsizes and outlines each chapter
of the text and includes questions
on the subjects covered. The
guide not only serves as a testing
instrument but also alerts stu-
dents, law enforcement trainees,
and the average citizen/reader as
to what they really know and
don’t know about crime preven-
tion and the methods that work
for their security and protection.

Both the book and the
instructor’s guide are practical
and insightful guides for law
enforcement officers, as well as
for the classroom. The bottom
line, once again, remains educa-
tion to prevent crime and the fear
of crime.

Reviewed by

Rose Anne Fedorko, Ph.D.
Office of Public Affairs
Federal Bureau of
Investigation

Washington, DC




CAREER
GAUSES

&CURES

Career Burnout: Causes and
Cures, by Avala Pines and Elliot
Aronson, The Free Press, New
York, 1988.

In Herman Melville’s 1856
classic, Bartleby the Scrivener,
the title character begins his
career at a law firm initially
exercising precision and care in
his work. Over time, however,
his employer notices a gradual
deterioration in Bartleby’s per-
formance, accompanied by a
simultaneous psychological with-
drawal. Soon, every request made
of Bartleby is greeted with the
response, “‘I prefer not to.””’
Eventually, Bartleby sinks lower
into his depression until he ends
up staring at the blank wall of a
jail cell, where he soon dies.

While Bartleby may be an
extreme case, dissatisfaction with
career, life, or both can quickly
lead to a deterioration in job per-
formance. This situation can be
especially acute in the law
enforcement profession.

Authors Pines and Aronson
have researched common,
unhappy, and dissatisfying life
experiences in work and careers.
In Career Burnout: Causes and
Cures, the authors address the
causes and consequences of an
overly used and somewhat vague
term “‘burnout.’” They say that
the *‘experience, hour after hour,
day after day, week after week,
of pouring maximal effort for
minimal appreciation is extremely
taxing and causes an erosion of
the spirit known as burnout.”
They also note that ‘‘a major
cause of burnout is existential —
that it rests in the human need to
ascribe meaning to life.””’

In chapters on ‘*Burnout in
Management’” and ‘‘Burnout in
Bureaucratic Organizations,’’ the
authors accurately identify imper-
sonal practices and insensitive
systems and managers that create
stressful environments. They
believe that burnout is a factor in
low morale, absenteeism, tardi-
ness, high job turnover, poor
management and inadequate

delivery of services. In a par-
ticularly good chapter entitled
**Organizational Coping Strat-
egies,”’ the authors identify
several positive management and
organizational development
actions that could be implemented
to reduce stress, including per-
sonal training and development
and the improvement of working
conditions.

The book also addresses
intrapersonal coping strategies and
the use of social support systems
as prescriptions to treat burnout.
Also provided is a self-diagnosis
burnout instrument.

Most of this book, like the
instrument, tells us what many
already know — life can be
stressful, most work is not always
enjoyable, and some work is
never fun. For those who cannot
find meaning in life, work can
easily become a source of psychic
pain and depression. This book
offers insight into relieving those
forces that cause burnout and sug-
gests ways to restore a healthy
sense of meaning in life and
career.

Reviewed by

SA Hillary M. Robinette M. A.
Management Science Unit
FBI Academy

Quantico, VA
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The Bulletin Reports

Use of Drugs by Criminals

During the last quarter of
1988, from 45 to 82 percent of
the men and women arrested in
14 major cities throughout the
country tested positive for at least
one illegal drug. This is according
to the Research in Action report
entitled, “‘Drug Use Forecasting
(DUF)—F ourth Quarter 1988,”’
which was issued by the National
Institute of Justice. The tests re-
vealed the recent use of cocaine,
marijuana, opiates, PCP,
amphetamines, Darvon, Valium,
methaqualone, methadone, and
barbiturates.

DUF data were derived from
anonymous and voluntary urine
specimens and interviews of sam-
ples of people arrested for serious
crimes. Most of the men tested
had been arrested for felony
offenses other than the sale or
possession of drugs. Slightly
more than one-half of the men
charged with homicide tested
positive for an illicit drug, and

almost three-fourths of the males
arrested for robbery in 13 cities
tested positive for one or more
drugs.

Other highlights of the report
include:

® Both long-term and short-
term trends show dramatic
increases in cocaine use.
Between May 1984, and
November 1988, cocaine
use in the District of
Columbia more than
tripled, rising from 18
percent to 62 percent of
those arrested.

® At least 45 percent of
arrestees charged with
violent crimes or income-
generating crimes
(including robbery,
burglary, and theft) tested
positive for a drug.

® Women tested positive for
illicit drugs at about the
same rates as did men at all
test sites, and in some

cities, the percentage of
females who tested positive
for cocaine was higher than
it was for men.

® About 82 percent of the
men arrested in
Philadelphia tested positive
for at least one illegal drug;
75 percent of the men
arrested in that city had
been using cocaine.

Other NIJ research projects
indicate that drug test data have a
forecasting potential that may
enable officials to estimate
changes in a city’s future crime
rates, drug-related emergency
room admissions, and trends in
child abuse.

Single copies of the report
can be obtained from the National
Criminal Justice Reference Serv-
ice. Box 6000, Rockville, MD
20850, telephone number
1-301-251-5500.

Resource Guide

To address the needs of cor-
rectional officers, the American
Correctional Association has
released a newly revised publi-
cation, Correctional Officer
Resource Guide. This training
tool focuses on security and
inmate supervision procedures,
taking an up-to-date approach on

many of today’s pressing prison
problems.

The guide includes sections
on special services in institutions,
maintaining inmate discipline,
institutional classification and pro-
gramming, handling firearms and
dangerous equipment, and a
review of AIDS and health

emergencies, to name a few.

For more information, con-
tact the American Correctional
Association, 8025 Laurel Lakes
Court, Laurel, MD 20707, or call
1-301-206-5051. The toll-free
number is 1-800-825-BOOK.
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Electronic
Bulletin Board

Individuals and organizations
involved in criminal justice policy
research can now have immediate
access to online information with
the National Criminal Justice Ref-
erence Service (NCJRS) Elec-
tronic Bulletin Board. The
electronic bulletin board is
designed to help practitioners
share information and enhance
criminal justice networking. Any-
one with a modem and a personal
computer can use the bulletin
board.

Through this service, users
are provided press releases, pro-
gram announcements, research
findings, and online reports, as
well as other information pack-
ages. Users can also add their
own information, download ques-
tions, access electronic mail,
communicate with other users,
participate in online surveys, and
receive news releases, announce-
ments, and reviews of criminal
Justice developments, activities,
and new publications.

For more information or
technical assistance with in-
stallation or access, call NCJRS
toll free at 1-800-851-3420.

For callers in Maryland and
the Washington, DC, metro-
politan area, the number is

1-301-251-5500.

Injuries From Crime

A special report compiled by
the Bureau of Justice Statistics
(BJS) revealed that on the aver-
age, more than 2.2 million
persons suffered injuries from
violent crime each year between
1979 and 1986. The report, Inju-
ries From Crime, examines the
type and severity of injury, the
amount of medical care that vic-
tims received, and the crimes that
caused the injuries. It identifies
how these factors are associated
with the sex, race, ethnicity, age,
income, occupation, and place of
residence of crime victims.

Between 1979 and 1986, an
estimated 63 million persons in
the United States were victims of
rape, robbery, or assault. Of this
total 17.7 million suffered an
injury during the crime. Those
injured represented about 28 per-
cent of all the rape, robbery, or
assault victims counted by BJS’s
National Crime Survey during the
1979-1986 period. Offenses such
as murder, manslaughter, and
child abuse are not reported in the

survez. ne ;
mong the injured crime
victims, an estimated 1 percent
suffered gunshot wounds, 3 per-
cent received knife wounds, and 6
percent had their bones broken or
teeth knocked out. Each year on

the average, an estimated 350,000
victims had these injuries, were
hurt internally, lost conscious-
ness, or were otherwise injured
seriously enough to require hospi-
talization for 2 or more days.

Injury rates were highest for
males, blacks, people from 19 to
24 years old, separated or
divorced people, and people with
a reported family income of less
than $10,000. Elderly and black
victims were substantially more
likely than were others to require
overnight hospitalization. Injuries
to 82,000 crime victims annually
resulted in more than 700,000
days of hospitalization.

Crime injury rates differed
markedly by occupation. Recrea-
tion workers, law enforcement
officers, bartenders, and students
had rates above the national level.
Postal workers, truck drivers, and
teachers had injury rates below
the national level.

Single copies of the special
report may be obtained from the
Justice Statistics Clearinghouse,
National Criminal Justice Refer-
ence Service, Box 6000,
Rockville, MD 20850, or call the
toll-free number 1-800-732-3277.
For Maryland and Washington,
DC, metropolitan area callers,
the number is 301-251-5500.

The Bulletin Reports, a collection of criminal justice studies,
reports, and project findings, is written by Kathy Sulewski. Send your
material for consideration to: FBI Law Enforcement Bulletin, Room
7262, J. Edgar Hoover Building, 10th & Pennsylvania Ave., NW,

Washington, DC 20535.

(NOTE: The material presented in this section is intended to be
strictly an information source and should not be considered as an
endorsement by the FBI for any product or service.)
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Aerial Surveillance

Fourth Amendment Considerations

Photo Courtesy of K.D. Lane
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aw enforcement’s use of

aircraft as an observation

platform to gather evi-
dence, particularly in enforcing
laws against marijuana cultivation,
and the resulting constitutional
challenges to such aerial sur-
veillance have increased signifi-
cantly since the late 1970’s.! In
three recent cases, the U.S.
Supreme Court upheld warrantless
aerial surveillance because the
government’s conduct did not
intrude into a reasonable expecta-
tion of privacy, and therefore, did
not constitute a search or seizure
under the fourth amendment to the
U.S Constitution.2 However,
under certain circumstances, law
enforcement’s use of aircraft to
inspect activity on the ground will
intrude into a person’s reasonable
expectation of privacy and is only
constitutionally permissible if con-
ducted pursuant to a search war-
rant. This article begins with an
analysis of the Court’s recent
aerial surveillance decisions, and
then discusses several factors that
law enforcement officers should
consider in determining whether a
particular aerial surveillance is
permitted by the fourth amend-
ment.

Naked-Eye Observations From
1,000 Feet

In Ciraolo v. California,? the
Santa Clara, CA, police received
an anonymous telephone tip that
marijuana was growing in Cir-
aolo’s backyard. Police were
unable to observe Ciraolo’s yard
from ground level because of a
6-foot outer fence and a 10-foot
inner fence completely enclosing
the yard. Officers trained in mari-
juana identification secured a pri-
vate airplane and flew over
Ciraolo’s house at an altitude of

1,000 feet. The officers readily
identified marijuana plants in Cir-
aolo’s backyard and photographed
the area with a standard 35mm
camera. A search warrant based in
part on these naked-eye observa-
tions was executed, and 73 mari-
juana plants were seized.

In ruling that the warrantless
aerial observation of Ciraolo’s
backyard did not violate the fourth
amendment, the U.S. Supreme
Court applied the two-pronged test
from Katz v. United States,*
which required the Court to de-
termine whether Ciraolo by his
conduct exhibited an actual (sub-
jective) expectation of privacy in
his backyard’ and whether that
expectation is objectively reason-
able by society’s standards. The
Court began its analysis by first
concluding that Ciraolo met the
(subjective) prong of the Katz test
and did clearly ‘‘manifest his own
subjective intent and desire to
maintain privacy as to his unlaw-
ful agricultural pursuits’’® from at
least street-level views.

Then, the Court addressed the
second inquiry under Katz—
whether society as a whole would

recognize Ciraolo’s expectation as
objectively reasonable. Ciraolo
argued that because the yard was
within the curtilage’ of his home,
the warrantless aerial observation
was prohibited by the fourth
amendment. Ciraolo also con-
tended that he had done all that
could reasonably be expected of
him to maintain privacy without
covering his yard, which would
defeat its purpose as an outside
living area. The Court stated that
even though the marijuana crop
fell within the curtilage, that fact
does not itself bar all police obser-
vation because what a person
knowingly exposes to the public,
even in his own home or office, is
not a subject of fourth amendment
protection.®

The Court concluded that Cir-
aolo was not entitled to assume
that his unlawful conduct would
not be observed by a passing air-
craft or by a power company
repair mechanic on a pole over-
looking the yard.® The security
measures taken by Ciraolo were
inadequate to prevent observations
of his backyard from the airways.
The mere fact that an individual
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has taken measures to restrict
some views of his activities does
not preclude an officer’s observa-
tions from a public vantage point
where he has a right to be and
which renders the activities clearly

"

fourth amendment simply does not
require the police traveling in the
public airways at an altitude of
1,000 feet to obtain a warrant in
order to observe what is visible
with the naked eye.'?

... the intrusiveness of an aerial surveillance and
the degree of disruption caused are relevant in
assessing fourth amendment interests.

visible. ! The fourth amendment
has never required law enforce-
ment officers to shield their eyes
when passing by a home on public
thoroughfares, and any member of
the public flying in this airspace
could have seen everything that
these officers observed.'!

Ciraolo also argued that the
observations were not made from
police aircraft engaged in *‘routine
patrol’’ but rather by officers
trained to recognize marijuana for
the specific purpose of observing
his particular yard, and that these
““focused’’ observations violated
his reasonable expectation of pri-
vacy. In finding this argument
concerning ‘‘focused’’ observa-
tions to be constitutionally irrele-
vant, the Court stated: **We find
difficulty understanding exactly
how [Ciraolo’s] expectations of
privacy from aerial observation
might differ when two airplanes
pass overhead at identical alti-
tudes, simply for different
purposes.’’!2

In summary, the Court con-
cluded that Ciraolo’s expectation
that his garden was constitu-
tionally protected from naked-eye
observation from 1,000 feet alti-
tude is unreasonable and not one
society is prepared to honor. The
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Warrantless Naked-Eye
Observations From Helicopter
at 400 Feet

In a more recent aerial sur-
veillance case, Florida v. Riley,'
the Court approved a warrantless
aerial surveillance of a partially
covered greenhouse within the
residential curtilage from a heli-
copter at 400 feet. The greenhouse
was located 10 to 20 feet behind
Riley’s mobile home on five rural
acres; two sides of the greenhouse
were not enclosed but the contents
were obscured from view from
surrounding property. The green-
house was covered by corrugated
roofing panels that were either
translucent or opaque, and two of
the panels were missing. A wire
fence surrounded the mobile home,
and the greenhouse and the prop-
erty was posted with a “*do not
enter’’ sign.

Officers received an anony-
mous tip that marijuana was being
grown on Riley’s property and
then discovered that the contents
of the greenhouse could not be

"seen from the road. An officer

then circled twice over Riley’s
property in a helicopter at a height
of 400 feet and observed with his
naked eye marijuana growing
inside the greenhouse. A search

warrant based on these observa-
tions was subsequently executed
and the marijuana was seized.

Since Riley left the sides and
roof partially open, the Court held
that he could not reasonably
expect that the contents of his
greenhouse were protected from
aerial surveillance. Although the
inspection in Riley was made from
a helicopter, the Court considered
that fact to be constitutionally
irrelevant since private and com-
mercial flight by helicopter in pub-
lic airways is routine. Riley could
not reasonably have expected that
his greenhouse was protected from
observation from a helicopter that
was flying within lawful airspace
for helicopters.

Also, the Court noted that
FAA regulations permit helicop-
ters to fly below the limit estab-
lished for fixed-wing aircraft ‘‘if
the operation is conducted without
hazard to persons or property on
the surface.’’!> While approving
the 400-foot, naked-eye aerial sur-
veillance on the facts in Riley, the
Court cautioned against assuming
that compliance with FAA regula-
tions will automatically satisfy
fourth amendment requirements
since FAA regulations are
intended to promote air safety
rather than protect the right against
unreasonable searches and sei-
zures.'® The fact that a helicopter
can fly over a person’s home at
virtually any altitude or angle
without violating FAA regulations
does not automatically defeat an
individual’s reasonable expecta-
tion of privacy from such observa-
tion.!” Instead, courts must
determine whether the helicopter
is in the public airways at an alti-
tude at which members of the pub-
lic regularly travel. The Court
found that Riley failed to produce




evidence that helicopters flying at
400 feet were so rare that he could
not have reasonably anticipated
the observation of his greenhouse
from that altitude and that in fact
there was considerable public use
of airspace at altitudes of 400 feet
and above.!8

Investigators contemplating
aerial observations below altitudes
specified for fixed-wing aircraft!®
should seek evidence of the fre-
quency and/or routine nature of
other such overflights from
sources such as local airport man-
agers, flying schools, flight
instructors, FAA flight service sta-
tions, military installations and
aeronautical charts.?

Finally, the Court stated that
the intrusiveness of an aerial sur-
veillance and the degree of disrup-
tion caused are relevant in
assessing fourth amendment inter-
ests. In that regard, the Court
found there was no interference
with Riley’s use of his greenhouse
or other parts of the curtilage; no
“‘intimate details’’ connected with
the home or curtilage were
observed nor was there any undue
noise, wind, dust or other threat of
injury.?! Law enforcement aviators
should therefore endeavor to con-
duct aerial surveillance with a
minimum of disruptiveness to the
people on the ground.

Warrantless Enhanced Viewing
of Chemical Plant From 1,200
Feet

Dow Chemical Company
operated a 2,000-acre facility for
manufacturing chemicals which
consisted of numerous covered
buildings, outdoor manufacturing
equipment, and piping conduits
located between the various build-
ings that were exposed to visual
observation from the air. Elaborate

‘security around the perimeter of

the complex prevented ground-
level public views of the facility.
When Dow denied a request by
the Environmental Protection
Agency (EPA) for an on-site
inspection of the plant, the EPA
employed a commercial aerial
photographer, using a standard
floor-mounted precision aerial
mapping camera, to take photo-
graphs of the facility from alti-
tudes of 12,000, 3,000, and 1,200
feet. At all times the aircraft was
lawfully within navigable air-
space.?? Dow alleged that EPA’s
warrantless aerial photography
violated the fourth amendment.
In Dow Chemical v. United
States,*} the Court noted that one
“‘may not legitimately demand pri-
vacy for activities out of doors in
fields, except in the area imme-
diately surrounding the home. '
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... factors such as
altitude, sensory
enhancement and
intrusiveness take on
greater significance
with respect to
observations of a
curtilage.
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In rejecting Dow’s claim, the
Court observed that the govern-
ment has greater latitude to con-
duct warrantless aerial inspections
of commercial property because
the expectation of privacy that the
owner of commercial property
enjoys in such property is signifi-
cantly less than the privacy and
sanctity accorded an individual’s
home.?» While acknowledging

Dow’s reasonable, legitimate, and
objective expectation of privacy in
its covered buildings, the Court
held that the warrantless taking of
aerial photographs of the open
areas of Dow’s plant complex
from an aircraft lawfully in public
navigable airspace was not a
search. The Court also emphasized
that EPA’s aerial observation of
Dow’s manufacturing facility took
place without physical entry.2¢
The Court also addressed in
Dow the constitutional signifi-

cance of using visual enhancement

devices to augment sensory fac-
ulties. The precision camera used
by EPA’s photographer was a con-
ventional, albeit precise, $22,000
commercially available camera
commonly used in map making. It
had the capability of taking photo-
graphs which could be signifi-
cantly enlarged without loss of
acuity and photographs which
could provide the viewer with
depth perception.?’” The photo-
graphs actually taken by EPA
were not enlarged ‘‘to any signifi-
cant degree’’; yet, simple magni-
fication could permit identification
of '»-inch diameter wires.?8

Additionally, the Court found
that although the photographs
undoubtedly gave EPA more
detailed information than could be
obtained from naked-eye views,
they were limited to an outline of
the buildings and equipment and
were not revealing of intimate
details protected by the Constitu-
tion.?? Although the mapping cam-
era possessed the capability of
revealing much greater detail than
was actually done, the Court
stressed that it is not the potential
for an invasion of privacy that
constitutes a search but rather the
actual exploitation of technologi-
cal advances.* Thus, since the
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camera used was available to the
public and its technology was not
exploited to reveal intimate
details, the Court held that the
mere fact that human vision was
enhanced somewhat, ‘‘at least to
the degree here,’ 3! does not give
rise to constitutional problems.
However, the Court suggested that
a search would have occurred had
the government used more highly
sophisticated surveillance equip-
ment not generally available to the
public.

Factors That Determine the
Extent of Fourth Amendment
Protection

Courts reviewing the consti-
tutionality of a particular aerial
surveillance evaluate various fac-
tors to determine whether law
enforcement intruded into an
expectation of privacy that society
is prepared to recognize as reason-
able. Knowledge of the following
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open fields, and it is unlikely that
aerial observations of any property
or activity in such open fields
(regardless of altitude or sensory
enhancement) would intrude upon
a reasonable expectation of pri-
vacy. However, factors such as
altitude, sensory enhancement and
intrusiveness take on greater sig-
nificance with respect to observa-
tions of a curtilage. Naked-eye
surveillance of the curtilage in a
physically nonintrusive manner
from lawful airspace routinely
used by the public was approved
in both Ciraolo and Riley.

For other areas that are not
clearly identified as curtilage or
open fields, courts look to factors
such as public access to the area
and the historical protection tradi-
tionally given a particular area.
For example, the industrial com-
plex in Dow was considered to be
more like open fields than cur-
tilage.*?

... compliance with FAA regulations alone will
[tyot] guarantee that a surveillance will not
intrude into an expectation of privacy....

factors can help law enforcement
officers to evaluate whether a con-
templated aerial surveillance will
intrude into an individual’s reason-
able expectation of privacy and, if
so, to adjust their surveillance
techniques to ensure compliance
with the fourth amendment.

Type of Property

The Supreme Court in United
States v. Oliver?? ruled that the
fourth amendment does not recog-
nize an expectation of privacy in
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Frequency of Other Aircraft
Flights

If law enforcement can pro-
duce evidence that there are rou-
tine flights over the suspected area
at the contemplated altitude, that
evidence will tend to undermine
the reasonableness of any claimed
expectation of privacy.* This fac-
tor is especially significant where
the surveillance is made from alti-
tudes below 500 feet which is the
lower limit of navigable airspace
for fixed-wing aircraft.

Steps Taken to Conceal

Property and Activity From

Aerial Observation

A person must take effective
action to ensure privacy against
the types of aerial observations
that can be commonly made by the
public. For example, the two
missing roofing panels and open
sides of Riley’s greenhouse meant
that his expectation of privacy was
not objectively reasonable; Ciraolo
concealed his backyard marijuana
plot from ground-level observation
but made no effort to conceal his
crop from aerial inspection. A
defendant therefore has some duty
to ‘‘plug the knothole’’% if he
wishes to protect privacy. How-
ever, he need not take extra-
ordinary measures to protect his
curtilage against sophisticated
high-tech sensory enhancement
devices that could not reasonably
be foreseen.*

Location of Observer

The observations in Ciraolo,
Dow and Riley were all made from
lawful altitudes. Courts generally
approve warrantless aerial obser-
vations when police are conduct-
ing an aerial surveillance from a
lawful vantage point. Although
maintaining lawful altitudes under
FAA regulations during aerial sur-
veillance remains a very important
factor, it is not determinative for
all fourth amendment claims. Law
enforcement aviators cannot
assume that compliance with FAA
regulations alone will guarantee
that a surveillance will not intrude
into an expectation of privacy that
society is prepared to recognize as
reasonable. However, aerial sur-
veillance of open fields even from
below FAA minimums would not




constitute a search since such
areas are not afforded fourth
amendment privacy protection.

Sensory Enhancement Devices

The decision to use a particu-
lar enhancement device should
depend on the degree of sophis-
tication of that device and the
cumulative effect of other factors
present in a particular case. For
example, if the aerial mapping
camera used in Dow were
exploited to its full capability to
photograph a crop of marijuana
growing in an open field and the
photographs were then highly
magnified to reveal the shape of
individual leaves, such sur-
veillance would not violate a rea-
sonable expectation of privacy.
The fourth amendment does not
prohibit officers from augmenting
their sensory faculties with
enhancement devices that science
and technology can afford them.?’
However, if the mapping camera
were fully exploited to read an
individual’s mail or observe ‘‘inti-
mate details’’?® inside a person’s
home from a hovering helicopter,
such surveillance would clearly
implicate fourth amendment pri-
vacy interests. The observations of
curtilage in Ciraolo and Riley
were justified, in part, because
they were made with the naked
eye. Additionally, the degree to
which human vision was enhanced
in Dow was not considered signifi-
cant enough to convert the obser-
vation of a noncurtilage into a
search. Similarly, when consider-
ing whether to use a sensory
enhancing device during an aerial
surveillance, law enforcement
officers should consider the gen-
eral availability of such device on

the open market, the degree to
which its capabilities will - be
exploited, and the location of the
aircraft.

Nature and Degree of the
Intrusion

In both Ciraolo and Dow
Chemical, the lack of a physical
entry was emphasized by the
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The fourth amendment
does not prohibit
officers from
augmenting their
sensory faculties with
enhancement
devices....
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Court as an important factor. Like-
wise in United States v. Dunn,®
the Supreme Court held that the
fourth amendment did not forbid
DEA Agents who had crossed sev-
eral fences onto Dunn’s 198-acre
ranc