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Joint Satellite Venture Yields
Down-To-Earth Benefits

“Satellite teleconferencing has proved to be a
cost-effective tool for providing valuable training
information to a large law enforcement audience.”

High technology and law enforce-
ment training came together once again
in Kansas City at the fifth national satel-
lite teleconference sponsored by the
Law Enforcement Satellite Training
Network (LESTN). The March 25th pro-
gram focused on criminal profiling and
how it may be used by law enfercement
agencies throughout the United States
in the investigation of violent crime.

Acting FBI Director John E. Otto
joined two Bureau behavioral science
experts from the FBI Academy to exam-
ine profiling, personality assessment,
and other behavioral strategies as in-

vestigative tools. The panel also dis-
cussed the FBI's Violent Criminal Ap-
prehension Program (VICAP), a part of
the National Center for the Analysis of
Violent Crime based at the FBI Acad-
emy in Quantico, VA. In a case study,
Capt. Gary Gene Terry of the Hills-
borough County, FL, Sheriff's Depart-
ment explained how profiling was used
in combination with multiagency police
investigation and forensic analysis to
solve a series of 10 murders in the
Tampa area in 1985.

LESTN is a cooperative venture of
the FBI's Kansas City Office and the

By

MICHAEL P. KORTAN
Special Agent

and

TONY E. TRIPLETT
Special Agent

Police Training Coordinator
Federal Bureau of Investigation
Kansas City, MO

June 1987 / 1




Special Agent Kortan

Special Agent Triplett

2 / FBI Law Enforcement Bulletin

Kansas City, MO, Police Department.
The latest program was part of a series
of telecasts designed to foster discus-
sion on current issues of interest to law
enforcement.

Since the inaugural teleconference
in March 1986, LESTN has broadcast
to an average of 100 receiving sites and
2,000 viewers. Wide-ranging topics,
such as advanced hostage negotia-
tions, drug abuse by police officers,
homicide investigations, and drug
awareness and education, have been
featured.

The programs originate at a
Kansas City television station and fea-
ture a moderator and a panel of experts
on the particular issue being discussed.
The format of each program consists of
live and preproduced lecture from the
experts, followed by call-in questions
and answers between the panel and
viewing participants across the country.

History of Satellite Network

The marriage of teleconferencing
and law enforcement training was first
proposed by the FBI's Kansas City
training coordinator and two police of-
ficers assigned to the department’s
training academy. When tasked with
the assignment to develop and produce
training videos, the two officers merged
the traditional seminar training session
format with an institutional cable chan-
nel in Kansas City.

Regular inservice training for po-
lice officers and investigators is neces-
sary to ensure up-to-date information is
available on the myriad of complex le-
gal, investigative, and administrative is-
sues facing the law enforcement com-
munity. Yet, without readily available
training at a reasonable cost, usually
provided by Federal, State, and/or
larger municipal agencies, many de-
partments would be virtually without in-
service training.

Seminars have long been used as
an effective way to provide training in-
formation to law enforcement em-
ployees. An expert in a particular sub-
ject area lectures to an audience, and
members of the audience respond with
questions and comments. In recent
years, however, the use of video tapes
has proved to be a valuable supple-
ment to—and often a substitute for—a
speaker to provide information on a
wide range of topics. Video tapes allow
for greater flexibility in program presen-
tations and dissemination of educa-
tional information to agencies where
speakers are not readily available.

As a result, the videotaping of sem-
inars, along with the feedback of ques-
tions and comments from the audience,
has become popular. And with access
to a cable channel and up-to-date tech-
nology, sought-after speakers on popu-
lar law enforcement topics can be made
available to a wider audience on a regu-
lar and timely basis.

Prompted in part by cable fran-
chise restrictions which would limit dis-
tribution of the program in outlying
areas, the FBI Agent and the two of-
ficers decided that today’s technology
should be taken a step further—to the
sky. With the help of a police depart-
ment long known for opening law en-
forcement’s door to experimentation
and innovation, the idea to bring police
training into the satellite age was born
in Kansas City.

The FBI has been a continuous
source of programming resources for
local law enforcement training.
However, to ensure the success of this
untested project, more than a commit-
ment of speakers and topics was nec-
essary. It became evident that the Bu-
reau’s nationwide field structure would
be the key to bringing together law en-
forcement agencies across the country
into a single, simultaneous training ses-
sion.
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Production Obstacles

Initially, the technical and logistical
aspects of satellite teleconferencing
had to be addressed. The three law en-
forcement officers, armed with a basic
understanding of teleconferencing re-
quirements, examined the necessary
elements, i.e., production facilities, an
“uplink” which transmits the program
from the studio to an “earth station,” the
earth station to send the program up to
the satellite, and a transponder, or
channel, on the satellite which acts as a
mirror and “reflects” the program back
to receiving sites. On the ground, two
elements are necessary—a satellite re-
ceiving dish and a facility with television
monitors and telephones to allow
viewers to participate.

The first objective was to acquire a
production facility. Although a studio
was available at the police academy, its
dated equipment could not meet the
technological demands of a satellite
production. At this point, American
Cablevision of Kansas City was ap-
proached for the use of a facility. Not
only was a studio offered at a modest
cost, but so was a volunteer crew. And,
the cable company’s facility had an up-
link to an available earth station at
WDAF television in the metropolitan
area.

The next step was to acquire satel-
lite time and an uplink contract. Both
services can be rented—with an ad-
vanced reservation and at a modest
cost. Production dates and times for the
inaugural March 6, 1986, program were
set, and the necessary technical ar-
rangements were made.

The major cost associated with
satellite teleconferencing lies with the
rental of receiving sites. With a hotel, or
another type of meeting place capable
of accommodating a large group and

equipped to receive a satellite program,
rental costs can range from $50 to $200
an hour. As a result, a typical 3-hour
broadcast to 40 sites could become an
expensive endeavor on a limited law
enforcement training budget. To help
defray this expense to police depart-
ments, American Cablevision’'s parent
company, TIME, Inc., was approached.
TIME owns cable franchises across the
country, and the individual companies
agreed to donate the sites as a com-
munity service.

Partnership Expands

The Kansas City FBI Office was
the logical place to assist in identifying
receiving sites. Each of the Bureau's 59
field offices has an Agent assigned as
the coordinator for police training in the
office’s jurisdiction, and this coordinator
is familiar with each police depart-
ment’s training officers and educational
needs and interests. Because of these
established relationships, the FBI rep-
resentative was a logical choice to co-
ordinate teleconference participation
and develop liaison with local cable op-
erators. More importantly, the Bureau
coordinator could provide feedback on
the quality of the production.

Once the production aspects were
in place, the FBI's training facility at
Quantico, VA, was contacted to enlist
the participation of the Bureau's highly
regarded education and training center
to ensure programming resources. With
a commitment from the FBI's training
facility and the support of FBI field train-
ing coordinators in those cities with a
TIME-owned cable franchise, the Law
Enforcement Satellite Training Network
was born.

Inaugural Program

Months of planning and discussion
materialized on March 5, 1986, when
over 1,000 police officers at 32 viewing
sites nationwide participated in a live

satellite teleconference on the subject
of advanced hostage negotiations. The
Kansas City chief of police and the Spe-
cial Agent-in-Charge of the Kansas City
Office watched as a combined effort of
the two agencies began a new era in
law enforcement training. Experts from
both the FBI and police departments
shared insight on a critical subject with
law enforcement officers across the
country.

While the response to the initial
effort was overwhelmingly positive, the
planners began immediately to look for
ways to improve and streamline the
production process for the next pro-
gram. The first goal was to expand the
number of receiving sites to include
those cities not served by a TIME-
owned cable company. For this, the
Kansas City Area Hospital Television
Association was approached about the
feasibility of using hospitals around the
country as receiving sites. As a result of
a meeting in Pittsburgh, PA, with the
national director of Hospital Television
Networks, over 400 participating facili-
ties donated their meeting rooms and
satellite receiving capabilities. With the
hospitals’ offer of receiving sites came
years of valuable experience in satellite
teleconference production.

The second teleconference on
June 25, 1986, tackled the growing
problem of substance abuse by police
officers. The program was transmitted
through the new hybrid network of ca-
ble affiliates and hospitals and featured
FBI experts and the personnel director
of the Chicago Police Department in a
discussion of the behavioral, medical,
and legal questions surrounding the is-
sue. Several police training academies
and colleges also participated in the
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“... satellite teleconferencing [has] found its place in law

enforcement.”

Acting FBI Director John Otto presented
introductory remarks at the fifth national satellite
teleconference. Also on the panel were, from left,
SA Larry Welch (retired), SA Robert Ressler and
SA John Douglas, behavioral science experts
from the FBI Academy, and Capt. Gary Gene
Terry of the Hillsborough County, FL, Sheriff's
Department.

program, increasing the number of re-
ceiving sites to over 100 in 80 cities. At
some locations, rented dishes and
home units were used to receive the
broadcast.

It became evident that satellite
teleconferencing had found its place in
law enforcement. The program on Oc-
tober 22d featured veteran homicide in-
vestigators and a Yale University pa-
thologist who offered an overview of
techniques critical to conducting suc-
cessful homicide investigations. On De-
cember 3d, a panel of Drug Enforce-
ment Administration narcotics experts,
an assistant police chief, and a na-
tionally noted medical researcher and
founder of the Cocaine Helpline
provided educational information to law
enforcement officers on cocaine and
“crack” from both the enforcement and
demand sides. Feedback following
each program was positive as viewer
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participation grew to an estimated
5,000 viewers at 150 sites for the De-
cember teleconference.

The format of each program—
provided at no cost to the receiving
agencies—allowed viewers at the re-
ceiving sites to ask the panelists ques-
tions, resulting in an increase in viewer
participation and a further sharing of
valuable information.

Future of Satellite Teleconferencing

As the cost of satellite receiving
dishes continues to drop, many agen-
cies can now afford to purchase their
own. And when the volume of quality
programming increases, dishes will no
doubt be in even greater demand.
Many agencies are anticipating in-
creased use of the medium. For exam-
ple, the New Jersey State Police Acad-
emy and the Alcoa, TN, Police
Department have been authorized
funding for receiving dishes, and the
Kansas City FBI Office recently in-
stalled one.

The application of satellite technol-
ogy to law enforcement needs is not
limited to the area of training. The ca-
pability to encrypt the signal could allow
agencies to transmit information on
criminal suspects, as well as intel-
ligence data.

The FBI is studying satellite tele-
conferencing for its own informational
and educational needs, and the Na-
tional Academy and other bureau train-
ing programs are likely recipients of
such technology. Budget demands will
no doubt continue to pressure Federal,
State, and local agencies to seek alter-
native ways to maintain quality training
programs.

As savings continue on both the
production and receiving ends, the suc-
cess and continued growth of the me-
dium seems assured. Some predict a
satellite channel dedicated entirely to
law enforcement will be in place in a
few years. As technology advances, it's




conceivable that individual agencies
could originate a training program
which would be made available to all
members of the network.

Although the current cost of ap-
proximately $10,000 to produce a na-
tional satellite teleconference is mod-
est, the Kansas City Police Department
continues to explore funding alterna-
tives to further reduce the department’s
financial burden. Government and
foundation grants and corporate spon-
sorships are among some the potential
alternatives under study.

Conclusion

Quality training is essential to the
success of every law enforcement
agency. The formation of the Law En-
forcement Satellite Training Network
has proved to be a major step toward
meeting the escalating challenge of
providing that training.

Satellite teleconferencing has
proved to be a cost-effective tool for
providing valuable training information
to a large law enforcement audience.
Although used by business and trade
associations for the past few years,
teleconferencing is new to law enforce-
ment and the result has been quality,
up-to-date training on useful topics at a
modest cost.

This joint effort of a major police
department and the FBI has benefited
from the strengths each agency could
offer. The department, in its ongoing re-
sponsibility to prepare police officers for
the street, is constantly evaluating and
searching for ways to improve the level
of police training. And the Bureau, with
a historical commitment to using its
unique national position to maintain the
highest standard of law enforcement
training, will ensure educational re-
sources for years to come.

d FB0

The program'’s producer directs technical
adjustments in the television control room.

The next LESTN satellite telecon-
ference is scheduled for July 1, 1987,
and will examine terrorism. Any law en-
forcement agency interested in par-
ticipating is urged to contact the nearest
FBI office for further details.
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...each law enforcement department which uses polygraph
should have a well-structured, carefully considered written policy
for polygraph usage.”

l




Technelogy

Polygraph Policy Model for
Law Enforcement

The intense nationwide contro-
versy surrounding polygraph has
caused use of the technique, including
use by law enforcement, to be subject
to intense scrutiny. A number of State
legislatures,’ as well as the Congress
of the United States, have passed or
are considering bills which impact on
and/or could prohibit certain polygraph
testing in the private sector.2 Sentiment
for removal of polygraph testing from
the arsenal of investigative techniques
available to law enforcement has been
expressed recently in the media.? Also,
the interest in polygraph generated by
continuing media attention has height-
ened the vulnerability of policy admin-
istrators and polygraph examiners,*
and even municipalities,® to civil/per-
sonnel liability actions from citizens
who believe their rights were violated,
that they were examined using un-
professional methods and procedures,
or that they suffered emotional
damage.®

To preclude legitimate criticism of
a polygraph program and to promote
the professional and ethical application
of the technique, each law enforcement
department which uses polygraph
should have a well-structured, carefully

By
RONALD M. FURGERSON

Special Agent/Assistant Section Chief
Document Section
Laboratory Division

Federal Bureau of Investigation
Washington, DC

considered written policy for polygraph
usage. That policy, when applied judi-
ciously and uniformly, will do much to
allay fears and charges of polygraph
abuse and help prevent loss of the
technique’s availability by legislative
action. It will also serve as a ready
source of information for investigators
and officials who might have questions
concerning polygraph usage.
Incorporated into this article is a
chart designed to assist law enforce-
ment executives and managers in
quickly identifying most, if not all, of the
policy areas that should be addressed
for various polygraph applications. If
these policy areas, plus a few items
which follow later in this article, are cov-
ered in a department’s policy, and if su-
pervisors and examiners adhere to the
policies, use of polygraph will be rea-
sonable, appropriate, and defensible.
The comments which follow de-
scribe certain aspects of the chart.
Numbers appearing in the text corre-
spond to the circled numbers on the
chart. Remember that the chart sets out
areas which should be addressed in de-
partmental policy. However, suggested
policies, examples, etc., contained
herein are just that and should not be
construed as necessarily the best or
only policy which a department could or

should adopt.” The best policy for a par-
ticular department will depend on many
factors and conditions operating within
the department.

GENERAL POLICY
CONSIDERATIONS

Approval Authority

(@ Departmental policy should specify
which individuals in the agency are au-
thorized to approve particular types of
polygraph examinations. It is recom-
mended that approval authorities be
designated by title rather than by name
to preclude having to change the policy
document when a new incumbent is ap-
pointed to the position.

The rank/position level which is ap-
propriate for approval authority will vary
from department to department, de-
pending on such factors as department
size, structure, and the confidence the
chief policy-making authority of the de-
partment has in the officers to exercise
sound judgment and discretion in the
use of polygraph. Examples of the level
of authority which might be appropriate
for various investigative applications
are set forth in the chart. Because poly-
graph effectiveness is a function of how
and when the technique is used in the

June 1987 / 7
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investigative process, it is critical that
the approval authority be an experi-
enced, mature investigator who has a
proven record of investigative insight.
For particular routine polygraph
applications, it may be preferable to au-
thorize examinations by use of a stand-
ing order or as a matter of departmental
policy. For example, if a department re-
quires that all applicants be poly-
graphed, considerable administrative
time will be saved by a standing order
prescribing the conduct of the examina-
tions and setting forth how and at what
stage in an applicant’s processing the
examination is to be administered.

Approval Criteria

When authorizing an examination,
the approval authority should:
1) Determine that investigation

by other means has been
as thorough as circumstances
reasonably permit. Poly-
graph effectiveness and accuracy
are greatest when relevant
issues and the examinee’s knowl-
edge of the matter under
investigation have been narrowly
defined and well-defined.

2) Insure that the proposed exam-
inee has been interviewed
and that consistent with the
circumstances of the case, the
development of additional
information by means of poly-
graph is essential and timely
for further conduct of the inves-
tigation. Use of polygraph
should not be a “last resort”
effort to salvage a case. The de-
cision as to when polygraph
should be used in the investiga-
tive process must be based
on individual case circum-

stances—weighing the exigen-
cies of the situation against
the improved capability of the
technique to fully resolve
issues resulting from greater
investigative thoroughness.

3) Verify that there is reasonable
cause to believe the person
to be examined has knowledge
of or was involved in the
matter under investigation,
or is withholding information
relevant to the investi-
gation. Dragnet-type screening
of large numbers of suspects
should be avoided.

Consideration should also
be given to the following:

—Age factor (a waiver must
be obtained from a parent or
guardian if a minor is ex-
amined);

—Known physical or mental
abnormalities;

—Ensuring full security for
an examinee in custody;

—Ensuring pending prosecution
is not jeopardized; and

—Results of any prior polygraph
examinations afforded the
examinee.

Although he may not be the final
“approval authority” for polygraph ex-
aminations, the examiner must make
the ultimate determination concerning
the suitability of an individual for poly-
graph testing. Persons who are not
sufficiently sound physically or mentally
should not be afforded a polygraph ex-
amination. Prior to testing, the person
to be examined should have had ade-
quate food and rest. The examinee
should not, at the time of the examina-
tion, be under the adverse effects of al-
cohol, narcotics, drugs, stimulants, or
sedatives. During the pretest interview,
the examiner should determine whether
the person to be examined is presently

4
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“...the examiner must make the ultimate determination
concerning the suitability of an individual for polygraph testing.”

receiving or has in the past received
medical or psychiatric treatment or con-
sultation.

If the examinee exhibits symptoms
of mental or physical fatigue, narcotics
addiction or the influence of intoxicants,
a mental disorder, etc., the polygraph
examination should not be conducted if,
in the examiner’s opinion, the condition
would inhibit the individual's ability to
respond or otherwise cause the individ-
ual to be an unfit candidate for exam-
ination.

A mental disorder could cause the
examinee to lose contact with reality or
become violent during the test, and an
examinee experiencing physical dis-
comfort, disabilities, or defects may suf-
fer abnormal physiological reactions to
the test. If the examiner has any doubt
concerning the ability of an examinee to
safely undergo examination, an opin-
ion/statement should be obtained from
the examinee’s physician before pro-
ceeding with the test.

Finally, polygraph examinations
should be given only to individuals who
freely and without threat or coercion
consent in writing to be examined and
who cooperate with and follow the ex-
aminer's instructions during the exam-
ination process.

Issues

(@ Matters discussed with examinees
during the polygraph interview and
questions asked during the actual test-
ing must be scrupulously limited to the
matter under investigation and items
strictly pertaining to the actual conduct
of the examination. The examiner must
avoid any suggestion of impropriety or
appearance that any part of the exam-
ination process is being used to elicit
unrelated personal information or to

satisfy the examiner’s curiosity. Histor-
ically, the failure of examiners to ex-
ercise good judgment in the matters
they discuss with examinees has been
a primary source of criticism concerning
polygraph.8 Itis important, therefore,
that departmental policy identify those
issues which are not to be addressed
unless they are (in a particular case) di-
rectly relevant to the investigation. Re-
ligious beliefs or affiliations, beliefs and
opinions regarding social matters (e.g.,
integration, abortion, unions, political
preferences, etc.), and information con-
cerning sexual opinions and practices
are examples of areas which should be
avoided.

Use of Polygraph Examination Re-
sults

(@ Departmental policy should recog-
nize that polygraph is not a perfect in-
vestigative process and that polygraph
results, both examiner opinions follow-
ing chart evaluation and (even) con-
fessions and admissions obtained from
examinees, are subject to error. There-
fore, results should be considered in
the context of a complete investigation.
They should not be relied upon to the
exclusion of other evidence or used as
the sole means of resolving questions
of verity. Absent prior stipulated agree-
ment with a defendant and his counsel,
polygraph examiner opinions as to truth
or deception, based upon interpretation
of polygraph charts, are not intended
for use as evidence in criminal, civil, or
administrative courts. Statements, ad-
missions, confessions, etc., made by
examinees during a polygraph exam-
ination are normally admissible.®

TYPE INVESTIGATION

There are basically five types of
polygraph usage which are common in
law enforcement and which should be

addressed from a policy standpoint,
namely, applicant testing, internal in-
vestigations, criminal/law enforcement
investigations, examinations conducted
as a service to other agencies, and ex-
aminations of convicted subjects. If
polygraph is not permitted in certain sit-
uations by a department, departmental
policy should state this specifically. This
will preclude the possibility of having an
examination administered inadvertently
contrary to the “intentions” of manage-
ment. If certain types of examinations
are conducted only on rare occasions
or as an exception to general proce-
dures, the written policy should be spe-
cific as to the situations wherein use of
polygraph could be approved.

APPLICANTS

It has been well-documented that
polygraph is highly useful in the appli-
cant investigation process, and many
law enforcement agencies use it rou-
tinely for such purposes.'® During a re-
cent survey of National Academy stu-
dents at the FBI Academy, about 50
percent indicated that their depart-
ments used polygraph during the appli-
cant investigation process. Its use is
predicated on its value in helping to in-
sure the suitability of applicants for law
enforcement work (history of criminal or
other disqualifying behavior as defined
by department policy) and for verifying
the accuracy and completeness of in-
formation furnished on application
forms or statements of personal history
or during interviews.'" It is also believed
polygraph serves as a useful deterrent
to those seeking to penetrate law en-
forcement departments for untoward
purposes.

(@ Departmental policy should be
clear as to which classes of applicants
are, or may be, required to submit to
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“Managers should be aware of polygraph limitations and use
good judgment in evaluating and making investigative and
personnel decisions based on polygraph findings.”

pre-employment polygraph examina-
tions. Employment application literature
and application forms should specify if
a polygraph examination will be, or may
be, required during application process-
ing and that the purpose of the exam-
ination will be to verify the accuracy and
thoroughness of information furnished.
While this procedure is useful in alerting
applicants to the use of polygraph, it
also insures uniform application of the
technique and acts as a deterrent
against the submission of false/in-
complete information by applicants. If
successful completion of a polygraph is
a necessary prerequisite for employ-
ment according to departmental policy,
all literature concerning employment
opportunities should indicate this fact.

Those departments which do not
use polygraph as a routine procedure
during applicant processing may elect
to use it only in those instances when
questions concerning the applicant’s
suitability for employment arise during
the background investigation. Poly-
graph can be very valuable when prob-
lems of conflicting information develop
and other investigative techniques are
ineffective in resolving the matter. De-
partments using polygraph in this man-
ner should include language in their
polygraph policy and/or hiring policy
which clearly provides for the use of
polygraph on a case-by-case basis as
required to resolve background inves-
tigation issues.

Once a department decides to use
polygraph as part of its applicant proc-
essing, policy should be established to
define clearly the purpose of the exam-
ination and the specific issues to be ad-
dressed during polygraph testing. Great
care should be exercised in this area to
ensure that polygraph is used wisely.

10 / FBI Law Enforcement Bulletin

Generally, it is preferable that poly-
graph be used only for those areas of
interest which cannot be explored
effectively by other means, e.g., thor-
ough background investigation, appro-
priate records checks, and medical ex-
aminations and psychometric testing or
psychiatric interviews.'? This is consist-
ent with the philosophy that polygraph
should be a complement to, and not a
substitute for, other investigative tech-
niques, or in this case, for traditional
personnel selection methods.

Questions concerning the appli-
cant’s basic honesty would be appropri-
ate. As with polygraph examinations
conducted for other purposes, ques-
tions used for applicant examinations
must be reasonable and as unobtrusive
as possible and should be such as
would be appropriate in any personnel/
applicant interview situation, or which
could be asked on the department’s
personnel application form.

INTERNAL INVESTIGATIONS

Polygraph is often useful in inves-
tigations involving law enforcement
agency personnel. The majority of
these uses occur in situations set forth
on the accompanying chart.

Personnel Security/Integrity
Program

Polygraph is used by some depart-
ments to insure an employee’s suit-
ability for initial or continued assign-
ment to selected special duties, e.g.,
vice, narcotics, intelligence, organized
crime, etc.' It is essential that such ex-
aminations be administered under a
consistent, uniform policy to demon-
strate that fairness, not favoritism, is in-
volved in these critical selections. The
examination should be concerned only
with the officer’s freedom from “com-
promise” or some other type of coer-
cive influence prior to and/or during the
sensitive assignment.

Criminal Investigation Involving
Departmental Officer or Employee
(Voluntary)

If an officer or employee becomes
involved as a subject or witness in a
criminal investigation wherein prosecu-
tion is the objective, he or she should
be treated the same as any other cit-
izen, insofar as possible use of poly-
graph is concerned (given only if the
employee freely volunteers to take the
examination). This is necessary to pro-
tect the employee’s constitutional rights
and permit use of any statements or ad-
missions made during the examination
to be entered into evidence. In these
situations, as in all other law enforce-
ment applications, it is recommended
that no adverse inference be drawn
from a subject’s refusal to submit to an
examination. Adverse inferences may
be drawn in administrative inquiries and
internal investigations, but refusal to
submit to examination in these situa-
tions should not constitute the sole
basis for disciplinary action. (8)

Internal Investigation/Administrative
Inquiry (Required)

Polygraph can be highly useful in
investigations involving an employee’s
conduct where prosecution is not the ul-
timate objective. For reasons of fair-
ness and to preclude allegations that
polygraph is being used to coerce or in-
timidate an employee, or to otherwise
single them out for “special treatment,”
departmental policy should specify
those types of situations which could
result in an employee being required to
submit to a polygraph examination. It is
best if the policy requires the existence
of a substantial objective basis (not just
a vague suspicion or intuition) to be-
lieve that the employee was involved in
a serious violation of law or departmen-




tal regulation. The types of forbidden
activities or situations which might re-
sult in a requirement for a polygraph ex-
amination should be specified in the
policy. Examples of such situations are
set forth in the sidebar. ()

Person Making Allegation

If a citizen or another departmental
employee makes an allegation of mis-
conduct against an employee, poly-
graph may be useful in determining if
there is any substance to the allegation.
Of course, if it is possible to establish
the veracity of the allegation by other
means, that course should be followed.
But, as is often the case, when a se-
rious allegation is made and other ave-
nues for substantiating its truthfulness
are not available, polygraph may be the
only viable alternative.

While polygraph has potential ap-
plication for testing both the accuser
and the subject of the allegation, expe-
rience has demonstrated the ad-
visability of testing the accuser first.
Frequently, persons who are making
spurious allegations out of revenge,
jealousy, or for whatever motive will re-
fuse to be tested or will admit during
testing that the allegations were un-
founded. When an accuser does con-
sent to testing, the polygraph process is
valuable in that it helps to narrow the is-
sues and eliminate exaggerations and/
or partial truths. Another reason for
testing the accuser first is that it often
permits resolution of the matter without
having to unnecessarily subject a val-
ued employee to an examination. It is
unfortunate that there will be situations
where examination of the employee will
be the only viable means for the em-
ployee to demonstrate his innocence
and clear his name. Yet, it is fortunate
that there is.a means.

It should be noted that just be-
cause a person making an allegation
“fails” a polygraph examination, based
upon the examiner’s interpretation of
the polygraph charts, the possibility still
exists that there was an element of truth
in the allegation. It is possible that an
accuser, by either exaggerating the na-
ture and extent of an employee’s
wrongdoing, or by lying about or deny-
ing personal involvement in the wrong-
doing, may be found deceptive during
the polygraph examination, while actu-
ally furnishing some truthful and accu-
rate information about the employee’s
wrongdoing.

It is also possible that an accuser
may honestly believe he is being factual
in what he is reporting, and yet be to-
tally mistaken. Because polygraph is
only useful in determining the exam-
inee’s perception of the truth, and not
actual or “ground truth” as polygraph
researchers say, the accuser may clear
the polygraph as “non-deceptive” with
the result that the polygraph findings
are misleading. Managers should be
aware of polygraph limitations and use
good judgment in evaluating and mak-
ing investigative and personnel deci-
sions based on polygraph findings. Be-
cause an element of uncertainty
normally exists concerning polygraph
chart interpretation and the exact na-
ture of an examinee’s psycho-
physiological responses to questions, it
is always recommended that if at all
possible, no decisions be made solely
on the basis of an examiner’s inter-
pretation of polygraph charts.

Examiner Selection in Internal

Investigations '

(® For obvious reasons, it is important
that examiners chosen to work internal
investigation cases be selected with
special care. There should never be a
compromise concerning the quality of
the examiner selected for these types

of examinations. The examiner must
have impeccable credentials as an ex-
aminer and be respected for his compe-
tence, integrity, and high ethical stand-
ards.

Objectivity and accuracy will be
promoted and ethical considerations
satisfied by use of an examiner who is
not more than slightly acquainted with
employees being tested. It is even pre-
ferable that examiners not know the ac-
cused employee or the person lodging
the allegation.'* To accomplish this,
smaller departments may use an exam-
iner from another department or
agency,'s or even to contract for the
services of a commercial examiner.

To protect the confidentiality of in-
ternal investigations and prevent further
embarrassment and extraneous psy-
chological stress to an officer, consid-
eration should be given to having the
examination conducted at a site where
the testing will not be apparent to fellow
employees. Use of an offsite location,
when needed, will prevent rumors and
unnecessary damage to an employee’s
reputation.

LAW ENFORCEMENT APPLICATION
The primary use of polygraph in
the law enforcement community is for
investigations of criminal violations. All
the general policy considerations dis-
cussed above apply to these applica-
tions, including policy on approval au-
thority and criteria, limitations on issues
to be addressed, and use of polygraph
results and examiner conclusions.
(7 One area deserving special com-
ment is the use of polygraph to verify in-
formation furnished by citizens and in-
formants, especially those whose
reliability has yet to be established or is
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“...department policy should also include provisions for
establishing that polygraph examinations were taken freely and
voluntarily.”

suspect. Consideration should be given
to establishing a policy that requires
polygraph be considered prior to signifi-
cant commitments of manpower or fi-
nancial resources solely on the basis of
unsubstantiated information furnished
by citizens or informants. This can be
especially useful in matters involving al-
legations against prominent individuals
and public officials whose reputations
could be unduly tarnished by the mere
existence of an investigation. Fre-
quently, the use of polygraph for such
“verification” or “‘confirmation” pur-
poses will disclose there is no basis for
the allegations or that they were grossly
exaggerated or distorted. In either
case, valuable investigative time will
have been saved and possible embar-
rassment to a citizen of the department
will have been prevented.

An interesting application of poly-
graph is to aid in establishing “probable
cause” where a warrant is sought and
part or all of the basis for its issuance is
predicated on information furnished by
an informant or witness of unknown re-
liability.'® Polygraph, in this situation,
can add weight to the probable cause
documentation.

In view of the inherently stressful
nature of polygraph examinations, it is
recommended that departmental policy
prohibit the use of polygraph for the
dragnet-type “screening” of large num-
bers of suspects in criminal investiga-
tions. Likewise, the use of polygraph as
an expedient substitute for logical in-
vestigation by conventional methods
should be forbidden. Limiting polygraph
usage in this manner will do much to
improve its effectiveness.”

POLYGRAPH ASSISTANCE TO
OTHER AGENCIES

Occasionally, other departments,
law enforcement and otherwise, may

12 / FBI Law Enforcement Bulletin

request polygraph assistance for one of
their investigations or in connection
with some type of personnel action.
There is generally no reason why the
support should not be given, provided
the requested examination meets the
standards for approval set forth in the
policy of the department furnishing the
support.

In those situations where poly-
graph support for particular applica-
tions, e.g., applicant processing, is fur-
nished on a routine basis, an
interdepartmental memorandum of un-
derstanding is appropriate. It should de-
scribe the terms of the agreement and
the responsibilities of each department.

For polygraph support requests of
a nonroutine nature, it is useful for the
requesting agency to formalize re-
quests in writing on a case-by-case
basis. Requests should set forth the na-
ture of the investigation/inquiry and
briefly describe the investigation con-
ducted to that point. The polygraph ex-
aminer can be briefed on specific de-
tails by an official of the requesting
agency most familiar with the case. The
formal request should also specify the
issue(s) to be addressed, any special
precautions or instructions to be ob-
served, and the type of examination re-
port desired. The exact questions to be
asked and their wording should be left
to the discretion of the polygraph exam-
iner.

When another department re-
quests polygraph support for the first
time, or when new requesting officials
make their initial requests for support,
they should be furnished a copy of the
instructions in force at the examining
agency so there will be no misunder-
standing regarding the policy followed
when conducting an examination. It
would also be wise for the examiner to
brief officials from the requesting
agency concerning polygraph theory,
limitations and capabilities, and evalua-

tion of polygraph results and examiner
conclusions. A briefing is especially crit-
ical for noninvestigative agencies
whose officials may have no basic un-
derstanding of the investigative process
and the proper role of polygraph.

POST-CONVICTION EXAMINATIONS

(© Following their convictions, but
prior to sentencing, the examination of
defendants may be very useful. Exam-
ination results may legitimately influ-
ence sentencing and be helpful in a
number of post-conviction investigative
activities. Examples of particularly good
uses of polygraph in post-conviction cir-
cumstances are contained in the side-
bar.

The use of polygraph following a
trial, however, should normally be lim-
ited to legitimate, continuing investiga-
tive interests. Except under the most
compelling circumstances, such as
when ordered by a judge, post-convic-
tion examinations should not address
issues such as the veracity or guilt of
the defendant concerning the basic trial
issue. Polygraph’s proper role is not to
usurp the function of the trial process.
When polygraph is used as part of a
plea or pre-sentencing agreement, the
terms of the agreement should be care-
fully documented and approved by the
judge, defense attorney, prosecutor,
and the defendant.

MISCELLANEOUS
CONSIDERATIONS

Polygraph Consent Forms

In addition to whatever method is
used for advising examinees of their
constitutional rights, department policy
should also include provisions for es-
tablishing that polygraph examinations
were taken freely and voluntarily. This




can probably best be accomplished
with a preprinted form developed in co-
operation with the department’s legal
counsel. Consultation with legal coun-
sel is important to insure that all legal
requirements, including pertinent judi-
cial precedents from recent court deci-
sions, have been satisfied. As a mini-
mum, a polygraph consent form should
establish that the examinee realizes
that the examination is to be taken
freely and voluntarily, that it will be dis-
continued at any time at the request of
the examinee, and that the examinee
may refuse to answer any particular
question during the examination.

In designing a polygraph consent
form (or a consent to interview with
polygraph form, which may be a more
appropriate name), it is also useful to
include wording which indicates that the
examinee is consenting to an “interview
with polygraph” or that the polygraph
examination is an interview process
which includes the use of a polygraph
instrument. The purpose is to preclude
misunderstanding concerning the na-
ture of the examination process, which
includes pretest and post-test interview/
interrogation phases as well as the ac-
tual testing phase. The component
phases of the polygraph process are
described adequately elsewhere.'®
What is critical to understand is that fol-
lowing indications of “‘deceptive’ re-
sponses during the conduct of the test-
ing phase, it is normal and proper for
the examiner to attempt to determine
the nature of any problems the exam-
inee had in responding to the test ques-
tions. If sensible and adequate reasons
for the observed reactions are given by
the examinee, additional tests may be
conducted to verify that the examinee
has indeed been candid. The test-inter-
view-retest process continues

until the examinee either tests non-
deceptive or the examiner concludes
that deception is the only apparent rea-
son for the noted reactions to relevant
questions. Under normal circum-
stances, there is no requirement that
each retesting and/or interview phase
be preceded by additional rights ad-
visements. However, any deviation
from normal circumstances, such as a
significant delay between phases,
should trigger consideration as to the
advisability of reminding examinees of
their constitutional rights.'®

Monitoring/Recording Polygraph
Examinations

While there is no absolute require-
ment that polygraph examinations must
be monitored, experience has demon-
strated that significant benefits may be
derived from this practice. There are no
appreciable drawbacks to such wit-
nessing.

In attaching the polygraph compo-
nents, examiners must make physical
contact with examinees when placing
components to their fingers, arms, and
the breast area of their bodies. With
female examinees, it is advisable to
have a witness to this procedure to as-
sure that the examiner’s conduct was
entirely proper.

When an examinee is believed to
have been less than candid during poly-
graph testing, an attempt is normally
made to elicit truth through questioning
and persuasive reasoning. Confessions
or incriminating admissions are often
made by examinees as a result of this
approach. These confessions and ad-
missions are sometimes later retracted,
changed, or denied. During the course
of examinations, examinees also fre-
quently make subtle, but significant, ad-
justments to previous statements made
during the investigation. For these rea-

sons, it is highly useful to have the case
officer present to witness the polygraph
interview.

Experience has also taught that
witnesses, while of great value, should
not be physically present in the poly-
graph room during the examination
process. The examiner must establish
rapport with the examinee in an emo-
tionally charged atmosphere. This can
normally be accomplished best in a
one-on-one situation with no one else
present in the room. Further, deceptive
examinees are more likely to tell the
truth when confronted with examination
results if the case officer, before whom
the examinee has previously main-
tained a facade of truthfulness and co-
operation during previous interviews, is
not present. Being alone with the impar-
tial and objective examiner presents an
optimum opportunity for the examinee
to be candid regarding the issue with
minimal damage to his self-esteem and
pride.

Necessary witnessing of examina-
tions can generally take place free of
outside interference or distraction by
use of one-way windows and sound re-
producing (monitoring) equipment.
Some situations, however, involve
space limitations and physical condi-
tions which mitigate in favor of closed-
circuit television for witnessing.

While, given certain conditions, it
may be possible for witnessing/
monitoring to be accomplished legally
without the knowledge of examinees,
there is generally no compelling reason
why that practice would be advisable.
Experience has shown that advising ex-
aminees of the presence of witnesses
on monitoring devices prior to the ex-
amination has not inhibited or impacted
adversely on the examination process.
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“...experience has demonstrated that significant benefits may
be derived from [monitoring polygraph examinations].

The notification on witnessing/monitor-
ing of examinations can be accom-
plished during execution of the advice
of rights and polygraph consent proc-
ess.

In establishing departmental pol-
icy, administrators should also consider
whether polygraph examinations, or
portions of the polygraph examination
process, should be recorded. Occa-
sionally, good judgment and/or circum-
stances, such as a court order, may dic-
tate the advisability of or require
recording. In most situations, however,
the advantages which would accrue
from recording (either audio or video or
both) are available through routine wit-
nessing/monitoring as recommended

14 / FBI Law Enforcement Bulletin

Witness observes polygraph examination through
one-way window.

herein, and yet have none of the disad-
vantages which may be associated with
recording. As with any other interview
or interrogation situation, many things
are said which would be misleading
when viewed only in the context of in-
formation captured on a recording. De-
pending on examiner competence and
the availability of witnesses who have
received special instruction, recording
of the testing phase of the examination
process could be beneficial by provid01-
ing a method whereby use of physical
countermeasures by the examinee
might be better detected.

Therefore, with regard to witness-
ing/monitoring, it is recommended that
absent circumstances which make it
impossible or impracticable, polygraph
examinations be witnessed as a matter

of policy, that such witnessing be ac-
complished by witnesses located out-
side the polygraph suite, and that all
such witnessing be conducted with the
prior knowledge of examinees. Policy
should also specify that witnesses are
to be limited to those with a legitimate
interest in the investigation and/or
those who will serve as government wit-
nesses to the examination process.
The recording of examinations may be
advisable or required in some situa-
tions.

Examiner Competence

As examiner competence is of pri-
mary importance in the operation of a
successful polygraph program, it is rec-
ommended that departments establish
minimum (certification) standards for
their examiners. The following are sug-
gested:

—Graduation from a reputable
polygraph school (The American
Polygraph Association
accredits polygraph schools
which adhere to prescribed curric-
ula and instructor requirements);

—Participation in periodic retraining
seminars/courses at established
intervals—preferably not to ex-
ceed 2 years; and

—Conducting a minimum number
of examinations annually (The
FBI requires its examiners to con-
duct a minimum of 48 per year
to retain certification).

Quality Control

Experience has shown the value of
quality control as an integral part of law
enforcement polygraph usage. In such
a program, polygraph charts and docu-
mentation are reviewed “in the blind”
by another senior and well-qualified ex-

(continued p. 19)




tigation. They are not to be relied on to the exclusion or
other evidence or used as the sole means of resolving
questions of verity. Polygraph examiner opinions as to
truth or deception based upon interpretation of polygraph
charts are not intended for use as evidence in criminal,
civil, or administrative courts. Statements, admissions,
confessions, etc., made by examinees during a polygraph
examination are admissible.

4 Employment application literature and forms

should specify that accuracy and thoroughness of
information furnished on the application are subject to ver-
ification by polygraph examination.

5 Selection of a polygraph examiner to conduct ex-

aminations of department employees must be han-
dled with special care to insure objectivity. Consideration
may be given to using an examiner from another depart-
ment who does not know the examinee. Also, if the site of
the department’s polygraph suite is near the examinee’s
work space and the fact that the employee was being
tested would be readily apparent to the employee’s peers
and fellow employees, thereby unduly increasing the psy-
chological stress on the employee, good judgment may
dictate conducting the examination away from the em-
ployee’s own office/precinct.

6 The department must establish the existence of a

substantial objective basis to suspect that the em-
ployee is involved in one or more of the following situa-
tions.

a. The intentional and unauthorized release of sensi-
tive, protected information (including, for example,
the disclosure of information which is prohibited by
law or regulation) with the reasonable expectation
that it would ultimately be disclosed to those from
whom the information is protected and would se-
riously and adversely affect a departmental func-
tion;

b. Serious questions concerning an employee’s rela-
tionship with or allegiance to an organized criminal
element; !

c. The illegal or improper exercise of influence, coer-
cive or otherwise, by an individual or group on an
employee, which could reasonably be expected to

seriously affect or inhibit the employee in the impar-
tial and effective performance of the employee’s du-
ties;

d. The intentional and unauthorized destruction, muti-
lation, alteration, misplacement, taking, falsification,
or other impairment of previously existing docu-
ments or evidence in the department’s possession
or control;

e. Use or unauthorized dealing in controlled sub-
stances, as defined under the Comprehensive Drug
Abuse and Controlled Substances Act of 1970, Title
21, United States Code, by department employees
during the course of their employment; or

f. The furnishing of false statements or the failure to
candidly disclose information concerning prior crimi-
nal activities requested during the course of his/her
employment processing.

7 Use of polygraph should be considered prior to

making significant commitments of manpower or fi-
nancial resources solely on the basis of unsubstantiated
information, particularly in sensitive investigations or when
information which is to serve as case predication is not
readily verifiable by other means.

8 The fact that a subject/suspect was requested to

submit to a polygraph examination and refused to
do so should not be recorded in any type of investigative
report in a manner which could reasonably be construed
as prejudicial to the individual.

9 Post-conviction continuing investigative interests

include investigation to resolve issues that were
not central to the issues adjudicated by the jury or court.
Examples are:

a. Perjury during trial;

b. Defendant’'s compliance with plea bargaining ar-
rangements/conditions;

c. Accuracy and completeness of information furnished
by cooperating witness; and

d. Validity of extenuating and mitigating circumstances
bearing on sentencing considerations.

Approval: When authorizing an examination the

approving authority should determine that an in-
vestigation by other means has been as thorough as cir-
cumstances reasonably permit, recognizing that polygraph
effectiveness and accuracy are greatest when relevant is-
sues and the examinee’s knowledge of the matter under
investigation have been narrowly and well-defined. The
proposed examinee should have been interviewed, and
consistent with the circumstances of the case, the de-
velopment of additional information by means of polygraph
should be essential and timely for further conduct of the in-
vestigation or inquiry. There should be reasonable cause
to believe that the person to be examined has knowledge
of or was involved in the matter under inquiry or investiga-
tion, or is withholding information relevant to the inquiry of
investigation. The following should be considered:

a. Determine if age is a factor. If a minor is to be ex-
amined, ensure a waiver is obtained from a parent
or guardian.

b. Are there any known physical or mental abnor-
malities?

c. If the examinee is in custody, can full security and
control be assured?

d. Will the use of polygraph jeopardize pending pros-
ecution?

e. What were the results of any prior polygraph exam-
inations afforded the examinee?

Although not the final “Approval Authority” for poly-
graph examinations, the polygraph examiner must make
the ultimate determination concerning the suitability of an
individual for polygraph testing. Due to the nature of poly-
graph examinations, the following guidelines are appropri-
ate:

a. Persons who are not in sufficiently sound physical
or mental condition will not be afforded a polygraph
examination.

b. A person to be examined should have had adequate
food and rest before the examination. Examinee
should not, at the time of the examination, be under
the effects of alcohol, narcotics, drugs, stimulants,
or sedatives. During the pretest interview, the exam-
iner will specifically inquire of the person to be ex-
amined whether he/she is presently receiving or has
in the past received medical or psychiatric treatment
or consultation.

c. Polygraph examinations will not be conducted if, in
the opinion of the examiner, any of the following in-
hibit the individual’s ability to respond or otherwise
cause the individual to be an unfit candidate for ex-
amination:

1. Itis apparent that the examinee is mentally or
physically fatigued.

2. The examinee is unduly emotionally upset, in-
toxicated, or adversely under the influence of a
sedative, stimulant, or tranquilizer.

3. The examinee is determined to be addicted to
narcotics.

4. The examinee is known to have a mental disor-
der which causes the examinee to lose contact
with reality or which would reasonably result in
the examinee becoming violent during a test.

5. The examinee is experiencing physical discom-
fort of significant magnitude or appears to pos-
sess disabilities or defects which, in
themselves, might cause abnormal physiologi-
cal reactions.

d. If the examiner has any doubt concerning the ability
of an examinee to safely undergo an examination,
obtain an opinion/statement from the examinee’s
physician before proceeding with the test.

2 Issues: The following issues are not to be ad-

dressed unless directly relevant to the investiga-
tion or inquiry and then only in keeping with established
departmental regulations/policy:

a. Religious beliefs or affiliations;
b. Beliefs and opinions regarding social matters;

c. Information concerning sexual opinions and prac-
tices.

Use of Examination Results: Polygraph

examinations are aimed at developing information
which was unavailable prior to the examination (e.g., con-
fessions, admissions against interests, the identification of
false/exaggerated informant information, false exculpatory
statements, false claims by alleged “victims,” and the de-
velopment of additional investigative avenues). Results
are to be considered in the context of a complete inves-




APPLICANTS

INTERNAL
INVESTIGATIONS

LAW
ENFORCEMENT

OTHER
AGENCIES

POST
CONVICTION

TYPE INVESTIGATION PREDICATION APPROVAL AUTHORITY CONSEQUENCE OF FAILURE TO ISSUES USE OF POLYGRAPH EXAMINATION SPECIAL REQUIREMENTS
TAKE OR COOPERATE RESULTS & CONSIDERATIONS
@ DURING EXAM @ @
APPLICANT NEED TO: Personnel Officer/ . NO JOB ‘ * Freedom from coercive forces One factor to be considered in Scope of any “lifestyle” questions

(pre-employment examination)

O

# investigation

*® [nsure suitability

« Verify accuracy & completeness
of info. on application

* Resolve questions or conflicts
arising during background

Administrative Officer/
Personnel Selection Board
or
Standing Order/Policy

a condition of employment

e History of criminal or other
disqualifying behavior

e Accuracy and completeness of
info on application form

PERSONNEL SECURITY/
INTEGRITY PROGRAM

SUITABILITY DETERMINATION

should be scrupulously limited to
those areas of legitimate interest as
defined by department policy

NEED TO:
insure employee's suitability for

Personnel Officer/
Administrative Officer/

or removal from special duty or

Denial of Participation in

ISSUES PERTAINING TO
SUITABILITY OF EMPLOYEE

One factor to be considered in
SUITABILITY DETERMINATION

Exercise special care in selecting
polygraph examiner

Administrative Inquiries and
Internal Investigations involving
certain serious violations of law
or policy

MAY BE WITHHOLDING
INFORMATION relevant to the
matter being investigated

®

Division/
Director/Superintendent of
State Police/
Highway Patrol/

State Bureau of Investigation

(but may not consititute sole

basis for disciplinary action)

ADMINISTRATIVE/
DISCIPLINARY ACTION
DETERMINATION

initial or continued assignment to Personnel Selection Board assignment for assignment to particularly
selected special duties, e.g., or sensitive duties or freedom from @
vice, narcotics, intelligence, o.c., Standing Order/Policy “‘compromise" prior to or during
etc., as defined by department assignment
policy !
DEPARTMENTAL INVESTIGATIVE NEED Chief of Police/ NONE Issues relevant to INVESTIGATIVE DIRECTION
OFFICER/EMPLOYEE Same justification as for use in Director of Public Safety/ The officer qr employee BASIC INVESTIGATIVE THRUST
(Voluntary) any investigation Director/Superintendent of should be treated the same as
State Police/ any other citizen whose @
Highway Patrol/ submission to an examination
State Bureau of Investigation is on a voluntary basis
DEPARTMENTAL Substational objective BASIS TO Chief of Police/ MAY DRAW ADVERSE Issues relevant to INVESTIGATIVE DIRECTION
OFFICER/EMPLOYEE BELIEVE OFFICER/EMPLOYEE Director of Public Safety/ INFERENCE BASIC INQUIRY/INVESTIGATION One factor considered in
(Required) Director of Internal Affairs

®

PERSON MAKING
ALLEGATION
against officer/employee

INVESTIGATIVE NEED
Same justification as for other
types of investigation

Chief of Police/
Director of Public Safety/
Director of Internal Affairs

Division/
Director/Superintendent of
State Police/

State Bureau of Investigation

LAW ENFORCEMENT
MATTERS

ASSISTANCE TO OTHER
AGENCIES/
Law Enforcement Departments

H g FH
INVESTIGATIVE/OPERATIONAL

NEEDS

Division/District/Precinct
Commanding Officer
or
Chief of Detectives

LEGITIMATE

INVESTIGATIVE NEED

when requested in accordance
with conditions of interdepart-
mental agreements

Chief of Police/
Director of Public Safety/
or
Standing Order/Policy

Depends upon circumstances
and regulation‘ﬂ of requesting

CTORTO B
NSIDERE

Issues relevant to
BASIC INVESTIGATIVE THRUST

iiii i

NONE

Issues relevant to
BASIC INVESTIGATIVE THRUST

agelicy

Issues relevant to REPORTED TO REQUESTING

BASIC INVESTIGATIVE THRUST

POST CONVICTION/
PRE-SENTENCING

(continuing investigation)

Required in furtherence of con-
tinuing investigative interests

®

Division/District/Precinct
Commanding Officer

MAY INFLUENCE PLEA
AND SENTENCING
Arrangement

LIMITED TO ISSUES WHICH

PREDICATED EXAMINATION
Should not address issues
adjudicated during judicial
proceedings

INVESTIGATIVE DIRECTION
One factor considered in
ADMINISTRATIVE/
DISCIPLINARY ACTION
DETERMINATION

Select polygraph examiher with
special care to insure objectivity,
possibly an examiner from another
department who does not know
officer/employee against whom
allegation is directed

INVESTIGATIVE or
OPERATIONAL DIRECTION

AGENCY for appropriate use

May influence SENTENCING
AND POST CONVICTION
INVESTIGATIVE DIRECTION

Dragnet-type screening of large
numbers of suspects or use as a

substitute for logical investigation by
more conventional means prohibited

Be alert to requests for examina-
tions of questionable propriety or
having political overtones or
implications

If exam is conducted as part of a
plea or pre-sentencing agreement,
terms of the agreement should be
carefully documented and approved
by the judge, defense attorney and
prosecutor

POST CONVICTION/
PRE-SENTENCING
(Veracity/Guilt of defendant
concerning trial issue)

May be ORDERED/REQUESTED
BY TRIAL JUDGE OR DEFENSE
ATTORNEY

%k Large numbers refer to notes on subsequent pages

Chief of Police/
Director of Public Safety

MAY INFLUENCE POST
TRIAL JUDICIAL

‘ EHMINATIO'

Limited to SPECIFIED ISSUES

Possible factor in POST TRIAL
JUDICIAL DETERMINATIONS

Polygraph should be used in this
manner only under the most
compelling of circumstances.
Polygraph's proper role is not to
usurp the function of the trial

process




“...examiner competence is of primary importance in the
operation of a successful polygraph program....”

aminer to insure that they substantiate
the conclusion of the testing examiner
as to truth or deception. Departments
too small to establish their own quality
control program may be able to avail
themselves of such a program through
cooperation with another department. If
it is impossible to obtain a quality con-
trol review locally, charts and documen-
tation from particular important cases
may be submitted to the FBI for review.
They should be sent to: Director,
Federal Bureau of Investigation,
Attn: FBI Laboratory, Washington,

DC 20535.
FBI

Foctnotes

1Norman Ansley, Quick Reference Guide
to Polygraph Admissibility, Licensing Laws, and
Limiting Laws, 11th ed. (Severna Park, MD: American
Polygraph Association, 1987).

2H.R. 1524, “"Employee Polygraph Protection
Act,” 99th Cong., 2d Sess. (1986) and S. 1815,
“Polygraph Protection Act of 1985," 99th Cong., 1st
Sess. (1985). If enacted these bills would prohibit
private sector employers from administering polygraph
examinations to employees or prospective employees.

3Paul Berg, "Plea for More Restraints on Use
of Polygraph," The Washington Post, January
13, 1987, Health Sect., p. 25.
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Book Review

The Heist: How A Gang Stole
$8,000,000 at Kennedy Airport and
Lived to Regret It. Ernest Volkman and
John Cummings, Franklin Watts, 1986
($16.95).

In 1978, seven robbers escaped
with $8 million in cash, foreign cur-
rency, gold, and jewels from the
Lufthansa Air Cargo Terminal at New
York's Kennedy Airport. None of this
money or the valuables has been re-
covered. However, according to these
authors, at least 13 people connected
with the crime have been murdered or
are missing and presumed dead.

The lack of convictions and recov-
eries belies the strong efforts put for-
ward by numerous law enforcement
agencies in connection with this case.
This book is a fascinating case study in
major case administration and the
challenges that are presented by multi-
jurisdictional efforts.

The robbery took place inside
Kennedy Airport, a territory principally
policed by the Port Authority of New
York and New Jersey. Within minutes
of discovering the robbery, the Port
Authority police notified other inter-
ested law enforcement agencies.
Agents and detectives from seven dif-
ferent Federal, State, and local law en-
forcement agencies responded to the
crime scene. The working out of roles
and cooperation between them as
chronicled in this text is as fascinating
as the crime itself. Additionally, the law
enforcement investigators had to con-
tend with the conflicting demands be-
tween the State and Federal
prosecutors.

Ultimately, a task force was
formed. Each agency would share the
fruits of its investigation with the others
to prevent duplication. However, there
were to be two exceptions to the shar-

ing of information. An agency would
keep the names of its informants a se-
cret from the other agencies and would
follow up the initial leads received from
its informants without telling the others.

As the investigation evolved over
a number of years, the two principal or-
ganizations involved—at least accord-
ing to the chronicle of these authors—
were the New York City Police Depart-
ment and the Federal Bureau of Inves-
tigation. The authors do both
organizations justice in characterizing
their respective strengths. In dealing
with the various obstacles that the in-
vestigators found, whether they were
their relations with the prosecutors or
the misunderstandings that arose from
their dealings with the media, the au-
thors seem always to convey these de-
velopments from the point of view of
the investigators.

The authors end on a very positive
note, pointing out the improved work-
ing partnership that has grown up be-
tween the New York City Police
Department and the FBI. They praise a
number of joint task forces that have
been formed, especially units working
on bank robberies and terrorism. The
authors cite reports from both organi-
zations praising the task forces highly.

Ernest Volkman and John Cum-
mings, the authors, have both worked
for “Newsday"—the Long Island, NY,
newspaper. Volkman is a former na-
tional correspondent for “Newsday”
and is now a freelance writer. He has
authored two previous books, “A
Legacy of Hate"and “Warriors of the
Night.” Cummings is a staff reporter of
“Newsday” and has written estensively
on organized crime and related mat-
ters. This is his first book. Since the
robbery in 1978, both of these men
have authored numerous news ac-
counts of the robbery as developments
have unfolded.

-

—SA Thomas J. Baker, M.P.A. .




Minimization Requirements in
Electronic Surveillance

(Conclusion)

“ .. to be lawful, minimization efforts must be reasonable as
measured by the facts and circumstances of each case, as they
exist at the time of interception.”

Part one of this article traced the
constitutional origins of “minimization”
and defined this term as making rea-
sonable efforts to avoid seizing nonper-
tinent conversations which have no evi-
dentiary or investigative value in a
court-authorized electronic sur-
veillance. It then examined the Su-
preme Court’s decision in United States
v. Scott,?' which prescribed the test re-
viewing courts are to apply when as-
sessing minimization efforts by law en-
forcement personnel.

Part two will examine the factors in
the Scott test, the interception of con-
versations involving unrelated criminal
activity, and the consequences of a ju-
dicial finding of inadequate minimiza-
tion. Finally, it will suggest procedures
to best assure compliance with mini-
mization requirements.

MINIMIZATION FACTORS

In Scott, the Supreme Court deter-
mined that to be lawful, minimization
efforts must be reasonable as meas-
ured by the facts and circumstances of
each case, as they exist at the time of
interception. Before considering the
factors used in this determination, it is
important to remember that these cir-
cumstances may change during the
course of the electronic eavesdropping
order. A communication which may
have been pertinent, and therefore, not

subject to minimization efforts at the
time of its interception may no longer be
pertinent at the time a reviewing court
determines if proper minimization pro-
cedures have been followed. Likewise,
what was deemed an innocent conver-
sation at the time of interception and
was nonetheless listened to and re-
corded by monitoring officers may later
become pertinent. In either instance,
sufficient minimization efforts will be ad-
judged in accordance with the facts as
they existed at the moment of intercep-
tion, and not as they may have subse-
quently developed.

The Supreme Court in Scott and
numerous lower Federal and State
courts when applying the Scott ra-
tionale have identified a number of
common factors in determining if mini-
mization efforts were lawful. To assist
the law enforcement officer tasked with
monitoring a bug or wiretap in satisfying
minimization requirements, each of
these factors will be addressed in turn:

1) Nature and scope of the criminal
activity being investigated;

2) Use of ambiguous, guarded,
coded, or foreign language;

3) Location and use of the phone or
facility;
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4) Expectation of contents of the in-
tercepted conversation;

5) Extent of judicial supervision of
the electronic surveillance;

6) Absence of interception of priv-
ileged communications; and

7) Good faith of the monitoring of-
ficers.

Nature and Scope of the Criminal
Activity Being Investigated

As recognized by the Supreme
Court in Scott, the nature or type, as
well as the size, of the criminal activity
being investigated by use of the
electronic surveillance is an integral
factor when assessing proper minimi-
zation. If the crime being investigated is
an offense which is not ongoing or in-
volves a limited number of participants,
stringent minimization efforts are gen-
erally required by the courts.?2

For example, if it is known that only
one person or a small number of per-
sons are involved in a single or small
number of criminal episodes, intercep-
tion should accordingly be limited. In
such situations, once monitoring of-
ficers determine that persons being
overheard are not those specifically
named in the eavesdropping order,
they must normally stop listening to and
recording the conversations unless, of
course, it is apparent that those inter-
cepted are carrying on a conversation
criminal in nature. If in such circum-
stances the named conspirators are
known to rarely devote their conversa-
tions to purely innocent topics, intercep-
tion of all conversations between those
conspirators, except those that are ob-
viously innocent, will generally be toler-
ated.®

If the investigation involves a wide-
spread conspiracy which includes as
yet additional unknown conspirators,*
minimization efforts need not be as
great as when the investigation in-
volves a small conspiracy with a limited
number of conspirators. As the Su-
preme Court stated in Scott:

“[W]hen the investigation is focusing
on what is thought to be a wide-
spread conspiracy more extensive
surveillance may be justified in an
attempt to determine the precise
scope of the enterprise. And it is
possible that many more of the con-
versations will be permissibly inter-
ceptable because they will involve
one or more of the co-conspira-
tors.”ss

Similarly, courts have also adopted a
more lenient attitude toward minimiza-
tion if the investigation involves criminal
activity which is complex in nature,
such as a multiple series of illegal finan-
cial transactions.®® In these instances,
monitoring personnel may justifiably lis-
ten to conversations until they reason-
ably determine that those overheard
are not involved in and not discussing
matters relevant to the investigated
conspiracy.

Officers may normally conduct
more intrusive overhears with less
emphasis on stringent minimization in
investigations involving widespread or
complex conspiracies when the pur-
pose of the eavesdropping order is not
only to obtain incriminating evidence
but also to define the dimensions, or
reach, of the conspiracy by identifying
the conspirators and their whereabouts.
This is frequently the purpose of wire-
taps or bugs in investigations of
conspiracies involving narcotics dis-
tribution,®” as in Scott. In such inves-
tigations, electronic surveillance is used
both to obtain incriminating evidence




“ ..courts have recognized the procedure of spot-monitoring to
assure that the supposedly innocent communication does not

later become pertinent.”

and to identify the chain of dealers, sup-
pliers, sources, and money launderers
in the investigated narcotics distribution
network. Seldom are such criminal op-
erations narrow in breadth or scope.

Electronic eavesdropping in large-
scale gambling investigations is also
frequently instituted as much as to de-
termine the identities and locations of
the financiers of illegal bookmaking op-
erations as to gain incriminating infor-
mation.®® When the purpose of the bug
or wiretap is to at least partially deter-
mine the contours of a criminal conspir-
acy, monitoring officers will be justified
in expanding their listening efforts, par-
ticularly at the beginning of the pre-
scribed interception period. As the
electronic surveillance progresses and
the conspirators are identified,
however, minimization efforts should be
accordingly intensified. Officers should
then be increasingly cautious when
monitoring in order to avoid intercep-
tion of conversations involving those
not previously identified as conspira-
tors, unless they are discussing crimi-
nal activities.

Use of Ambiguous, Guarded,
Coded, or Foreign Language

More extensive interception will
also be justified when those intercepted
use guarded, coded, or ambiguous lan-
guage in their conversations.*® When
conspirators are known to mask their
communications with such terms and
language, monitoring officers may inter-
cept otherwise seemingly innocent con-
versations. Courts have recognized
that criminals frequently intentionally
mask their conversations through the
use of codes, jargon, and colloquial
terms. This is especially true of those
criminals involved in the illicit distribu-
tion of narcotics where drugs, locations,

prices, amounts, and participants are
given predetermined nicknames and
codes in order to thwart detection by
electronic surveillance. For example, a
Maryland court, in assessing the pro-
priety of minimization efforts, recog-
nized that the targeted conspirators fre-
quently used the terms “candy” and
“dresses” to allude to narcotics in their
intercepted communications. That court
stated that “[W]here coded conversa-
tions are utilized to obfuscate the true
meaning of the dialogue, perfection in
minimization is virtually impossible.”4
Similarly, the Supreme Court in Scott
noted that intercepted calls which may
be categorized as nonpertinent none-
theless may “apparently involve[]
guarded or coded language,”#' and
therefore, would be reasonably inter-
cepted.

Monitoring officers are confronted
with a similar problem when those inter-
cepted converse in a foreign language.
If it is expected that the targets of the
electronic surveillance will use a lan-
guage other than English, appropriate
efforts should be made to assign per-
sonnel capable of translating that ex-
pected language to monitoring respon-
sibilities. In this way, minimization may
be conducted at the moment of inter-
ception. There will undoubtedly be in-
stances, however, when translators are
not reasonably available to monitor the
bug or wiretap, or when those inter-
cepted unexpectedly converse in a for-
eign tongue. In such narrowly drawn sit-
uations, total interception of the foreign
language communication is the com-
monly accepted procedure.*? This pre-
supposes, however, immediate and dili-
gent efforts to locate and assign
translator-officers to conduct further
monitoring. When it is necessary and
justifiable to record such foreign lan-
guage conversations in their entirety,
interpreters who subsequently conduct

a first-time review of the recordings
must then effectively minimize their lis-
tening efforts. The interpreters must
make reasonable efforts to avoid listen-
ing to innocent conversations. They can
evidence their efforts by making yet an-
other recording of only those portions of
the conversations they actually over-
hear.

It may also be reasonable to listen
to and record conversations which are
seemingly ambiguous in nature, and
therefore, incapable of being cata-
logued as nonpertinent. This situation is
compounded when the ambiguous
communications are extremely short in
duration and end before any determina-
tion of pertinency can be made. As the
Supreme Court recognized in Scott, in
such “circumstances agents can hardly
be expected to know that the calls are
not pertinent prior to their termina-
tion.”43

Location and Use of the Phone or
Facility

Another significant factor in mea-
suring the propriety of minimization
efforts is the location or use of the
phone which is tapped or the place or
facility which is bugged. As the Court
recognized in Scott, if the phone or fa-
cility which is subject to electronic sur-
veillance is located in the residence of a
criminal co-conspirator and is used
principally to discuss illegal activity or to
further the aims of the criminal conspir-
acy, less extensive minimization will be
expected.*

For example, in United States v.
Suquet,* the telephone which was
tapped was located in the residence of
a person who was thought to be the
head of a major drug ring. The Federal
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“...periodic reports of the progress of the bug or wiretap, to
include minimization efforts and results, should be made to the
authorizing official.”

district court determined that under
such circumstances, ‘“extensive
monitoring may be both permissible
and necessary.”#® The court also stated
that “this is especially true at the outset
of the investigation when the Govern-
ment lacks the information it needs to
identify the relevant cast of charac-
ters”47 in the criminal conspiracy. In
such situations, when the purpose of
the surveillance is to determine the
scope of the investigated conspiracy,
nearly all conversations may be inter-
cepted at the initiation of the sur-
veillance, unless of course they are pat-
ently innocent.

On the other hand, if a public tele-
phone is tapped or a place which is fre-
quented by the general public is
bugged, minimization wili be crucial. In-
nocent individuals will likely use the
phone or facility, thereby necessitating
stringent minimization efforts.*¢ Physi-
cal surveillance of such a public phone
or place should be instituted, where
feasible, and monitoring conducted
only when an investigative target is
seen at least in the area of the phone or
facility.*® When physical surveillance of
such a targeted facility or phone is im-
possible, due to its physical location or
countersurveillance efforts,® extreme
care should be taken to recognize fa-
miliar voices, names, and telephone
numbers when monitoring, in order to
effectively minimize interceptions of in-
nocent conversations.

In this regard, minimization is ob-
viously more complex when monitoring
a bug, where a microphonic device is
placed in a targeted room or area
where criminal conversations are to
take place, than when monitoring a
wiretap. There may conceivably be
many individuals present at the same
time in the bugged location, with sev-
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eral conversations concerning several
different topics occurring at once. Com-
pounding the difficulty of this likely sit-
uation is the recognition that these con-
versations may instantaneously shift
from being seemingly innocuous in
character to criminal in nature. It is to-
tally unlike wiretap interceptions, where
the calls most often can be assessed
individually. In such instances, the pur-
pose of the surveillance order, the ex-
pected use of the bugged area, the
presence of conspirators in the bugged
facilities, and their use of jargon or am-
biguous language are of particular im-
portance in determining what is proper
minimization. When such factors are
present, interception may be more in-
trusive when monitoring bugs than
when monitoring wiretaps,5' as there is
generally greater difficulty in determin-
ing what conservations are nonperti-
nent.

Further minimization difficulties
may arise in microphone surveillance
when a bug with a normal range of in-
terception is placed in a room where
conversations criminal in nature are to
take place, yet this unenhanced micro-
phone is capable of picking up conver-
sations from adjoining rooms. In such
situations, monitoring officers should
take reasonable efforts to limit their in-
terceptions to criminally related conver-
sations which originate from the room
which is specifically mentioned in the
authorizing court order.5?

Frequently, the microphonic de-
vices used transmit the intercepted
conversations over publicly accessible
radio frequencies to the monitoring of-
ficers. Even when the monitors refrain
from listening to and recording nonper-
tinent conversations, the conversations
themselves nonetheless continue to be
broadcast, where they can conceivably
be overheard by members of the gen-
eral public. In such circumstances, the
U.S. Court of Appeals for the Sixth Cir-

cuit has found the possibility of such in-
trusion by the public to be inconsequen-
tial in determining if proper minimization
has been satisfied.5® The court of ap-
peals recognized that the chance of
such unwarranted interceptions would
be slight, as it would require the use of
a compatible receiver in the same
vicinity as the transmitter tuned to the
same frequency. Even if this occurred,
the interceptor would likely have no
idea who was being intercepted.

Expectation of Contents of the
Intercepted Conversation

The monitoring officer’s reason-
able expectation of the character of the
conversation to be intercepted is also
highly relevant in assessing proper min-
imization efforts. If two criminal conspir-
ators are overheard, there obviously is
a much greater likelihood that they will
discuss matters criminal in nature than
if friends or family of the conspirators
are overheard, which would demand
more intensive minimization. Even
friends and family, however, may be
known to be pawns of the conspirators
and act as messengers of or fronts for
the transmission of criminally pertinent
information.

Such expectations are dependent
upon the information available to the
monitoring officer at the time of inter-
ception. This information normally be-
comes more abundant as the electronic
surveillance progresses. As this infor-
mation develops, categories of conver-
sations which will not likely produce
pertinent information also develop over
the course of the bug or the wiretap.
When a conversation is assessed to fit
one of these predetermined categories
of innocence, its interception should be
avoided.




In order to develop these catego-
ries, greater leeway in minimization will
normally be allowed at the beginning of
the electronic surveillance period, es-
pecially when the purpose of the sur-
veillance is not only to gather in-
criminating evidence but also to
determine the breadth and scope of the
investigated conspiracy. As the Su-
preme Court in Scott stated, “During
the early stages of surveillance the
agents may be forced to intercept all
calls to establish categories of nonperti-
nent calls which will not be intercepted
thereafter. Interception of those same
types of calls might be unreasonable |a-
ter on, however, once the nonpertinent
categories have been established and it
is clear that [the] particular conversa-
tion is of that type.”* This does not sug-
gest, however, that the interception of
patently innocent conversations will be
tolerated, no matter when they may oc-
cur.

Once categories of innocence are
developed, as consistent patterns of in-
nocent parties, times, and telephone
numbers are established, interception
of nonrelevant conversations will gen-
erally no longer be justified. Even after
these categories have been developed,
it is still necessary to intercept some
portion of each call to determine if it
falls into one of the nonpertinent cate-
gories and to assure that nontargeted
individuals are not being used by con-
spirators to convey criminal information
or to mask the conspirators’ subse-
quent use of a targeted telephone. In
this regard, courts generally allow
monitoring officers to intercept up to the
first few minutes of a call to determine
the parties to and the subject of the
conversation,5® particularly if the
speakers are known to use guarded
language. If nonpertinency is deter-

mined in less time, of course, intercep-
tion should be immediately terminated.

Presuming there is sufficient time
to develop patterns of innocence,5®
there may be insufficient time to assess
if the intercepted conversation fits any
such category. It may be impossible to
determine the relevancy of a short or
ambiguous conversation. The Supreme
Court in Scott acknowledged that “in
these circumstances it may not be un-
reasonable to intercept almost every
short conversation because the deter-
mination of relevancy cannot be made
before the call is completed.”s”

Once the monitoring officer has de-
termined the conversation to be non-
pertinent and has ceased listening to
and recording it, courts have recog-
nized the procedure of spot-monitoring
to assure that the supposedly innocent
communication does not later become
pertinent.5® Spot-monitoring allows the
monitoring officer, after ceasing to inter-
cept a conversation, to periodically and
routinely reinstitute interception for
short periods of time. This is done to
determine if the subject of the conver-
sation or the identity of the speakers
has changed. These periodic intercep-
tions should, of course, be recorded
and noted on interception logs. If the
communication remains nonpertinent,
interception should cease immediately.
Such practice effectively balances the
privacy interests of those being inter-
cepted with the recognition that they
may preface their criminal conversa-
tions with small talk in order to avoid
electronic detection. The length and fre-
quency of these spot-checks are best
determined by the facts and circum-
stances of the investigation.5®

Extent of Judicial Supervision of the
Electronic Surveillance

In determining if proper minimiza-
tion efforts have been effectuated, re-
viewing courts will pay great deference
to the contemporaneous oversight of
minimization efforts by the judicial of-
ficer who authorizes the electronic sur-
veillance. It is, therefore, advantageous
to submit both planned minimization
procedure and proposed written in-
structions concerning this procedure to
the authorizing judge for review and ap-
proval prior to interception.

Additionally, periodic reports of the
progress of the bug or wiretap, to in-
clude minimization efforts and results,
should be made to the authorizing offi-
cial.®' Title Ill provides that “the court
may require reports to be made to the
judge who issued the order showing
what progress has been made toward
achievement of the authorized objec-
tive and the need for continued inter-
ception.”’82 Such reports not only allow
the court to determine the need for con-
tinued interceptions but also to deter-
mine if proper minimization efforts are
being taken.

To produce reports that accurately
reflect minimization efforts, monitoring
officers should compile detailed logs of
their interception activity, to include
summaries of the intercepted conversa-
tions. These logs also provide a con-
venient record of minimization efforts
for later evaluation by reviewing courts.

Supervising officers and prosecut-
ing attorneys should also periodically
visit the monitoring facilities, as well as
listen to recordings of intercepted con-
versations, in order to assure that
proper minimization is being performed.
Based upon the logs and their observa-
tions, these supervisors can then in-
clude in their progress reports to the au-
thorizing judicial official not only the
contents of incriminating communica-
tions but also the number of irrelevant
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“...the nature or type, as well as the size, of the criminal activity
being investigated by use of the electronic surveillance is an
integral factor when assessing proper minimization.”

conversations overheard, the reason
for their seizure, minimization practices,
and what, if any, steps have been taken
to improve these minimization proce-
dures.

Finally, the authorizing judge might
consider visiting the monitoring facili-
ties, unless security considerations dic-
tate otherwise. There, the issuing au-
thority can view firsthand monitoring
practices to ascertain if proper minimiz-
ation standards are being met.&®

Absence of Interception of
Privileged Communications

Certain confidential communica-
tions are considered at law to be priv-
ileged in nature to foster relationships
considered essential to the functioning
of an ordered society. These include
confidential conversations between
husband and wife, doctor and patient,
priest and penitent, and attorney and
client. Title Ill provides that “No other-
wise privileged wire or oral communica-
tion intercepted in accordance with, or
in violation of, the provisions of this
chapter shall lose its privileged charac-
ter.”&4

Accordingly, authorizing judges will
frequently include in electronic
eavesdropping orders provisions pro-
hibiting the interception of privileged
communications. Even in the absence
of such a provision in the authorized
order, efforts to avoid interception of
privileged communications are fre-
quently considered a factor in assess-
ing if proper minimization efforts have
been made.® Therefore, care should
be taken to neither listen to nor record
conversations determined to fall into
one of the aforementioned categories
of privileged communications.

The identities and phone numbers
of targeted conspirators’ spouses, at-
torneys, and doctors should be ascer-
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tained and disseminated to monitoring
officers, so the monitors may anticipate
privileged communications and mini-
mize accordingly. Additionally, when
the phone or office of a privileged pro-
fessional, such as an attorney, is
tapped or bugged, monitoring officers
should exercise significant care in mini-
mization efforts, honoring privileged
communications and intercepting only
pertinent conversations.

If, however, the conversations be-
tween two parties in a potentially priv-
ileged relationship involve crimes they
have committed in concert, are pres-
ently committing, or are planning to
commit, they are no longer privileged.5¢
Such conversations should therefore
be intercepted. This situation will be
particularly applicable where an at-
torney, doctor, clergyman, or spouse is
a targeted conspirator in the criminal
activity being investigated. For exam-
ple, in United States v. Harrelson,®’
monitoring agents intercepted com-
munications between Jamiel Chagra
and his wife, Elizabeth Chagra, and his
brother, Joseph Chagra, who was an
attorney, concerning the murder of U.S.
District Court Judge John Wood. The
U.S. Court of Appeals for the Fifth Cir-
cuit found that those conversations
were not privileged, as they were made
to further the criminal conspiracy being
investigated, and were therefore prop-
erly intercepted.

In United States v. Hyde,®® the
U.S. Court of Appeals for the Fifth Cir-
cuit also recognized the propriety of ini-
tially monitoring an ostensibly priv-
ileged conversation a short period of
time to ascertain that the participants
were not involved in the investigated
criminal conspiracy. The court of ap-
peals stated, “It would be unreasonable
to expect agents to ignore completely
any call to an attorney or doctor; doc-
tors and lawyers have been known to
commit crimes.”®® Such practice would

only be acceptable, however, in the
early stages of the execution of an
eavesdropping order, before the con-
spirators are identified.

Spot-monitoring can be used to as-
sure privileged communications do not
lose their privileged character and to
safeguard against instances where sur-
veillance-conscious conspirators as-
sume the identities of doctors, lawyers,
or priests to mask criminal conversa-
tions, or use a spouse as an unwitting
answering service.

If the target of electronic sur-
veillance efforts is the subject of pend-
ing criminal charges, extreme care
should be exercised to avoid intercep-
tion of that subject’s conversations with
his attorney concerning the pending
charges. Such communications are
protected not only by their privileged
nature but also by the subject’s right to
counsel as guaranteed by the sixth
amendment to the U.S. Constitution.”®
Interception of legal advice, to include
discussion of defense plans and strat-
egies, concerning pending charges
should be strictly avoided, as it may de-
prive the subject of his constitutional
right to effective assistance of counsel
and result in dismissal of those
charges.”!

Good Faith of the Monitoring
Officers

Interestingly, the Supreme Court in
Scott specifically stated that the failure
of monitoring officers to exercise good
faith, or to be honest and sincere, in
their minimization efforts is inconse-
quential, as long as the minimization re-
quirement has been objectively satis-
fied. The focus of the minimization
inquiry is “‘on the agents’ actions not
their motives” in conducting the
electronic surveillance.’




Regardless, monitoring officers
should perform their tasks with a good
faith belief in their validity. A good faith
effort to minimize properly assures re-
spect for the minimization process and
compliance with minimization criteria. It
also adds credibility to the officers’
claims of what information was known
to them at the time of the interception.

Despite its pronouncement in
Scott, the Supreme Court acknowl-
edged that if minimization is found to be
unsatisfactory, the monitoring officers’
good faith, or subjective intent, may be
relevant in determining the propriety of
the application of the exclusionary
rule.”® Additionally, at least one Federal
district court and several State supreme
courts have determined the subjective
intent of the monitoring officers to play a
small, if not dispositive, role in minimi-
zation inquiries.”

All of the above discussed factors
will be considered by reviewing courts
in assessing if reasonable efforts have
been made to minimize the interception
of communications irrelevant to the in-
vestigation. The more factors present,
the more likely minimization will be de-
termined proper. There may be in-
stances, however, when conversations
which are totally unrelated to the matter
under investigation may be purposely
and lawfully overheard when they con-
cern extraneous criminal activity.

INTERCEPTION OF
COMMUNICATIONS INVOLVING
UNRELATED CRIMINAL ACTIVITY
Monitors who have been instructed
to minimize their interception of conver-
sations which are not pertinent to the
criminal activity being investigated
sometimes unexpectedly overhear in-
formation concerning other unrelated
crimes which are not specifically identi-

fied in the electronic eavesdropping
order. As long as the monitoring officers
were justifiably intercepting the conver-
sations at the time they encountered
the unrelated criminal information, they
are justified in continuing their intercep-
tion. An analogy can be drawn to the
“plain view” seizure of physical evi-
dence, as 1) the monitors were validly
listening at the time they overheard the
unrelated information, 2) they imme-
diately recognized the overheard con-
versation as evidence of criminal ac-
tivity, and 3) their discovery was
inadvertent.” For example, if officers,
while monitoring a wiretap or bug for
the purpose of obtaining information
concerning a narcotics distribution net-
work, happen to overhear information
concerning illegal gambling activity or
stolen property interspersed with drug-
related information, they may justifiably
intercept it.7”®

One U.S. court of appeals has ad-
dressed a similar situation where the
person who was using the phone which
was tapped engaged in criminal con-
versations with others who were nearby
while he dialed the phone or waited on
hold. The Fourth Circuit Court of Ap-
peals found the interception of such
background conversations to be per-
missible, being in “plain view” while the
agents were justifiably monitoring.””

CONSEQUENCES OF IMPROPER
MINIMIZATION

As minimization efforts in Scott
were determined to be reasonable, the
Supreme Court was not presented with
the opportunity to decide the appropri-
ate remedy for improper minimization.’®
The Court only commented that in such
a situation, the good faith of the
monitoring officers may be relevant in
determining the propriety of the applica-
tion of the exclusionary rule.”

Lower Federal and State courts
which have had the need to determine

the consequences for excessive
monitoring are divided as to the appro-
priate remedy. Some courts have re-
quired complete and total suppression
of all intercepted conversations when-
ever minimization standards are vio-
lated.® Most courts, however, have
suppressed only those communications
which have been inappropriately inter-
cepted.®' Those which are properly
overheard and seized are admitted.
This presumes that those conversa-
tions were lawfully listened to and re-
corded at the time of their interception
and should not have otherwise been
minimized. If the conversation was one
which fits a developed pattern of inno-
cence or nonpertinence and was none-
theless monitored, it was unlawfully in-
tercepted and should be suppressed,
even if it proves to be relevant. As one
Federal district court stated:

“If the government continues to in-
tercept, for example, a person not
named in the authorizing order after
his or her identity has been estab-
lished and a pattern of innocent con-
versation takes place, it would be of
no moment that eventually that indi-
vidual was heard discussing in-
criminating matter; the conversation
would still be subject to suppression
because it would have been ‘unlaw-
ful’ for the monitors to be overhear-
ing the conversation in the first
instance.”#?

Many courts have questioned the
sufficiency of these remedies in deter-
ring law enforcement officers from lis-
tening to and recording nonpertinent
conversations, which may lead to nomi-
nal efforts to effectuate proper minimiz-
ation. Therefore, if minimization efforts
are totally disregarded, evidencing bad
faith on the part of the monitoring of-
ficers, total suppression of all inter-
cepted conversations will routinely be

June 1987 / 27




“...monitoring officers should compile detailed logs of their
interception activity, to include summaries of the intercepted

conversations.”

warranted.®® When minimization proce-
dures are blatantly ignored, the
electronic surveillance turns into a gen-
eral search with constitutional implica-
tions.

RECOMMENDATIONS FOR PROPER
MINIMIZATION

As impreper minimization can lead
to adverse consequences, namely, the
exclusion of incriminating conversa-
tions in a subsequent criminal proceed-
ing, proper minimization efforts are cru-
cial. The importance of judicially
acceptable minimization is particularly
emphasized when one considers the
amount of time, money, and man hours
normally expended to successfully use
the extraordinary investigative tech-
nique of electronic surveillance. Sev-
eral suggestions are, therefore, offered
to assure the monitoring officer mini-
mizes his interception of conversations
in a reasonable manner considering the
circumstances that exist at the time of
interception.

Know Court-mandated Limitations
and Purpose and Scope of
Electronic Surveillance

First, all monitors should read both
the application for the electronic sur-
veillance and the order authorizing the
bug or wiretap. In this way, one be-
comes familiar with court-mandated
limitations on eavesdropping, to include
limitations on the hours one may moni-
tor, who one may intercept, and the
types of conversations one may over-
hear.8¢ Similarly, the monitoring officer
is able to ascertain the purpose of the
surveillance, which is particularly im-
portant when the wiretap or bug is used
not only to gain incriminating evidence
but also to define the breadth of and
participants in a criminal conspiracy. If
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monitors are unaware of the scope of
the electronic surveillance and the
court-ordered limitations upon their in-
terception efforts, they would necessar-
ily rely exclusively upon their own dis-
cretion when minimizing. This would
likely lead to a general search which
would violate both statutory and consti-
tutional standards.

Copies of these documents should
be provided to all monitoring officers
prior to the initiation of interceptions.
Additional copies should also be kept at
the listening post, where the monitoring
activity takes place. They will provide
the basis for extrinsic minimization by
identifying mandated hours of monitor-
ing, if any, and also the initial facts and
circumstances which provide the
framework for intrinsic minimization. In
establishing this framework, monitoring
personnel should review the application
and order for pertinent data on the fac-
tors identified in the Scott case—nature
and scope of the criminal activity, any
code or foreign language issues, the lo-
cation and use of the phone or facility,
any known expectations of contents,
and any known privileged communica-
tions. These factors should also be ad-
dressed in the written instructions de-
scribed below.

Provide Written Instructions and
Guidance from the Prosecutor to
Monitoring Personnel

Second, written instructions on
minimization should be prepared®® in
advance of the surveillance and
provided to the authorizing judicial offi-
cial for his review and approval. These
instructions should then be distributed
to all monitoring officers, in conjunction
with a presentation on minimization
concerns by the prosecuting attorney
charged with supervising the wiretap or
bug. Again, copies of these instructions
should be maintained at the listening
site.

These instructions should empha-
size that monitors should only listen
when they are recording properly inter-
cepted conversations, as any other pro-
cedure may evidence improper minimi-
zation efforts.®® Precise instructions on
what to intercept and not intercept are
obviously difficult to formulate, but as
much information as possible should be
included in the instructions to assist the
monitor in anticipating the contents of
conversations. They should identify and
describe anticipated speakers, places,
persons, locations, and phone num-
bers associated with the matter under
investigation. They should also state
the authorized purpose of the wiretap
or bug, as it may not only be to obtain
incriminating statements but also to as-
certain the identities and locations of
the conspirators, the whereabouts and
sources of contraband and evidence,
and the locations of other premises and
telephones used to discuss and con-
duct criminal activities. If the purpose
encompasses these varying concerns,
all or nearly all calls or conversations
made at the beginning of the
eavesdropping period may be inter-
cepted, until innocent persons and pat-
terns are ascertained.

Update Instructions as New
Information is Developed

Third, as additional conspirators
and their locations, as well as any other
information relevant to the investiga-
tion, are determined throughout the
course of the bug or wiretap, instruc-
tions should be updated accordingly.
Similarly, as innocent patterns of com-
munications emerge, nonpertinent
times, people, and telephone numbers
should be disseminated to monitoring
officers so they might better be able to
anticipate and determine what conver-
sations should not be overheard.




Identify and Post Possible
Participants to Privileged
Communications

Fourth, monitors should also be
cautioned to avoid interception of priv-
ileged communications. The identities
of a targeted subject’s spouse, at-
torney, priest, or doctor should be
posted at the listening site as they are
determined, in order to facilitate the an-
ticipation of conversations which may
be privileged in nature. This presumes,
of course, that such parties are not in-
volved in the investigated criminal con-
spiracy, in which case the conversa-
tions will unlikely be privileged.

Spot-monitor Privileged and/or
Nonpertinent Conversations

Fifth, officers should also be cog-
nizant of the accepted practice of spot-
monitoring privileged and/or nonperti-
nent conversations to overcome any
tactics criminals might use to frustrate
electronic surveillance, such as prefac-
ing their calls or conversations with
small talk or assuming the identities of
privileged professionals.

Maintain Detailed Logs of
Interceptions

Sixth, monitors should also main-
tain detailed logs of their interception
endeavors, to include the times calls
and conversations were listened to and
recorded, who if anybody was identi-
fied, and a summary of the content of
the intercepted communication, unless
it was ambiguous in nature. Such logs
are of particular assistance to supervis-
ing officers and attorneys when drafting
periodic progress reports of the
electronic surveillance, as they provide
a convenient record of minimization
efforts. They also may assist the

monitoring officer in explaining why he
intercepted a particular conversation in
any judicial determination of minimiza-
tion compliance at subsequent sup-
pression hearings.

Continuing Supervisory Review and
Control

Finally, supervising officers and
prosecutors should routinely and
periodically assure the electronic sur-
veillance order is being properly ex-
ecuted. They should not only review
logs of interception activity but also
tapes of intercepted communications.
If a problem is noted, they should ad-
vise monitoring officers of unsatisfac-
tory interception, whether it be a matter
of too little or too much minimization.

CONCLUSION

Monitoring officers should realize
that effective minimization requires the
officer to balance the government'’s le-
gitimate interest in detecting, investigat-
ing, and prosecuting criminal activity
with constitutional safeguards. Minimi-
zation does not require the termination
of interception of all portions of all non-
relevant conversations, as that would
be humanly impossible. Minimization
requires a reasonable effort on the part
of the monitoring officer to minimize the
interception of innocent calls and con-
versations as much as is possible un-
der the then existing circumstances. By
understanding this concept and follow-
ing the suggested recommendations for
proper minimization, monitoring officers
should maximize the objective reason-
ableness of their efforts. EB]l
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Law

Enforcement
Officers
Killed

1986

The number of law enforcement
officers killed in the line of duty de-
creased in 1986 from the previous
year's total. Preliminary 1986 national
figures show that 66 officers were slain
feloniously, as compared to the 78 who
lost their lives in 1985.

Thirty-four of the victims were city
police, 23 were county officers, 5 were
employed by State law enforcement
agencies, and 4 were Federal officers.
Of the 66 killings, 59 have been
cleared by law enforcement agencies.

Last year, firearms were the
weapons used in 62 of the slayings—
handguns (51), rifles (8), and shotguns
(8). The remaining 4 victims were in-
tentionally struck by vehicles.

When slain, 26 officers were at-
tempting to apprehend or arrest sus-
pects. Ten of the 26 were attempting to
thwart robberies or were in pursuit of
robbery suspects, 7 were involved in
drug-related situations, 1 was respond-
ing to a burglary, and 8 were attempt-
ing arrests for other crimes.

Ten victims were killed while en-
forcing traffic laws, 10 while investigat-
ing suspicious persons or
circumstances, 6 upon answering dis-
turbance calls, and 6 were ambushed.
Five officers were murdered while
handling or transporting prisoners, and
three while dealing with mentally de-
ranged individuals.

Geographically, 31 officers were
killed in the Southern States, 13 in the
Western States, 11 in the Midwestern
States, 7 in the Northeastern States,
and 4 in Puerto Rico.
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Description

NAME: Unknown

RACE: Caucasian

AGE: Approx. 25-30 years
old

HEIGHT: 510"

WEIGHT: 165 Ibs

HAIR: Reddish-blonde, pos-
sibly sun bleached

FACIAL HAIR: Mustache

CLOTHING: Last seen wearing a
gray sweat shirt with
hood, blue denim
jeans, aviator-type
sunglasses with gray
lenses.

Background

Since 1978, an unknown bomber has
been linked to 12 incidents across the
United States, injuring 21 people and
killing 1. The explosions have taken
place in six States. Several of the de-
vices were contained in packages that
were delivered to university professors,
an airline company executive, an airline
manufacturing company, and two com-
puter sales and service firms.

The most powerful device to date
was placed at an employees’ entrance
of a computer rental store in Sacra-
mento, CA, which resulted in the death
of the owner who had attempted to
move the concealed device. On four oc-
casions, explosive devices were placed
on campuses of major universities.

Modus Operandi
Targets

The targets appear to have com-
mon links—university departments,
professors, and individuals involved
with computers, airlines, and aircraft
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productions. So far, professors and stu-
dents working in the fields of psychol-
ogy, engineering, and computer sci-
ence have been targeted.

Device Construction

The bombs have been disguised
as a novel, a manuscript, a notebook,
an electrical testing device, and parcels
either mailed or addressed as if pre-
pared for mailing. Among the items
used to construct these devices have
been wrapping paper, match heads,
nails, screws, towels, fishing line, glue,
string, switches (some handmade), ba-
rometer, metal, pipes, gun powder, and
batteries.

Planning and construction of these
devices take a considerable amount of
time. Pieces of metal and electrical cir-
cuitry and switches appear to be home-
made. Such work requires special skills
in soldering and metal work. Letters de-
livered in conjunction with two of the
bombs were intelligently written and
neatly typed. Fictitious return ad-
dresses and correct delivery addresses
have also been used.

Bomber’s Travels

During the period of 1978 throuah
1980, the bomber is believed to have
operated from the Chicago, IL, area. In
1981, the bomber appeared in the Salt
Lake City, UT, area. In 1982, the
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bomber next appeared in the Berkeley,
CA, area. Then for 3 years, the bomber
remained inactive. In May 1985, he
mailed a bomb from Oakland, CA, to an
aircraft manufacturing firm in Wash-
ington State and placed a bomb in
Berkeley, CA. Six months later, a pack-
age bomb was mailed from Salt Lake
City, UT, to Ann Arbor, MI, and in De-
cember, a bomb was placed in Sacra-
mento, CA. In early 1987, he placed a
device in Salt Lake City, UT.

Alert to Chiefs and Sheriffs

A task force made up of the U.S.
Postal Service, FBI, and Bureau of Al-
cohol, Tobacco and Firearms, in addi-
tion to various local law enforcement
agencies, is working together to identify
the bomber. Th FBI's National Center
for the Analysis of Violent Crime has
prepared and updated an extensive
criminal personality profile of the indi-
vidual responsible for these motiveless
bombings.

The U.S. Postal Service has of-
fered a reward of $50,000 for informa-
tion leading to the arrest and conviction
of the person(s) responsible for these
bombings.

This information should be brought
to the attention of all homicide officers,
bomb technicians, and arson investiga-
tors. If solved or unsolved cases in your
department resemble the MO'’s or fit the
same time frame or locations (see
map), contact the UNABOM LAW EN-
FORCEMENT TASK FORCE, Salt
Lake City, UT, at (801) 359-1917. Col-
lect calls will be accepted if reference is
made to the “UNABOM"” investigation.

UNABOM CASES

1) University of lllinois, Chicago, IL,
5/25/78 (a package found in the
university parking lot with a return
address of a Northwestern Univer-
sity professor in Evanston,IL, was
sent to a professor at Rensselaer
Polytechnic Institute in Troy, NY)

2) Northwestern University, Evan-
ston, IL, 5/25/78

3) American Airlines Flight #444,
Chicago, IL, 11/15/79 (en route to
Washington, DC)

4) Lake Forest, IL, 6/10/80 (a United
Airlines official received explosive
device in mail)

5) University of Utah, Salt Lake City,
UT, 10/3/81

6) Vanderbilt University, Nashville,
TN, 4/25/82 (package mailed from
Brigham Young University to a
professor at Pennsylvania State
University was forwarded to ad-
dressee’s new location)

7) University of California, Berkeley,
CA, 7/2/82

8) Boeing Company, Auburn, WA,
5/8/85 (package containing an ex-
plosive device mailed from Oak-
land, CA)

9) University of California, Berkeley,
CA, 5/15/85

10) Ann Arbor, M|, 11/12/85 (package
containing an explosive device
mailed from Salt Lake City area to
a professor)

11) Rentech Computer Rentals, Sac-
ramento, CA, 12/11/85

12) CAMM's Inc., Salt Lake City, UT,
2/20/87 (a computer sales and
service firm)




Unusual Pattern

The accidental whorl is the only
pattern which may possess more than
two deltas. Although three deltas ap-
pear in this impression, the pattern is
given the classification of plain whorl,
inner tracing, and is referenced to an
accidental whorl, inner tracing. Due to
the extreme edge positioning of the up-
permost delta, it is probable that this
delta will not appear in the majority of
subsequent printings.
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The Bulletin Notes

Texas Rangers Stanley Keith
Guffey and Johnnie Earl Aycock came
under hostile fire while working a joint
FBI/Texas Department of Public Safety
investigation of the kidnapping of a
2-year-old girl and her nanny in Horse-
shoe Bay, TX.

On January 22, 1987, Rangers
Guffey and Aycock engaged the sus-
pect in a shootout; Ranger Guffey fell
mortally wounded, while Ranger
Aycock fatally wounded the suspect.
The 2-year-old girl was recovered un-
harmed, while the nanny had been
murdered.

The Bulletin joins the Texas
Rangers in saluting the bravery and
heroism of Stanley Keith Guffey and
Johnnie Earl Aycock in effecting the
safe release of the 2-year-old girl. As
Col. James B. Adams, director of the
Texas Department of Public Safety,
said, “He (Guffey) did what was right,
but it cost him his life. It is an example
of raw courage and heroism at its
best.”

Ranger Guffey

Ranger Aycock




