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By KEITH SLOTTER, CPA

Plastic Paymet
Trends In Credit Card Fraud

“T he future, my boy,
is in plastics.” When
Dustin Hoffman’s
neighbor uttered this line in The
Graduate, little did he know how
prescient the statement would be,
at least as it applies to the credit
card industry. Although, the char-
acter was not referring to credit
cards back when the film was re-
leased in 1967, no one can deny
that the credit card market has
been booming during the past 30
years.

Industries that expand at such
a rapid rate often are vulnerable
to fraud schemes devised by
those seeking to capitalize on new-
found criminal opportunities, dated
security measures, and outdated
laws. The credit card sector is no
exception.

Approximately 124 million of
the 193 million adults in the United
States owned at least one credit card
in 1994.' Experts expect this gap to
narrow over the next 6 years at a
rate of about 2.8 million new
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cardholders per year, as credit card
companies inundate prospective
customers nationwide with more
than 2.7 billion mailings and
pitches.’

The New York Times noted
that “...the sheer pace of this
growth raises the question of
whether credit card lending is fol-
lowing in the checkered tradition
of loans to third world countries
and speculative real estate develop-
ers.” Indeed, recent statistical data
indicate that credit card fraud is
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Special Agent Slotter serves with the FBl’s
New Haven, Connecticut, Field Office.

growing in proportion to industry
advancements.

Around the world, bank card
fraud losses to Visa and Master-
Card alone have increased from
$110 million in 1980 to an esti-
mated $1.63 billion in 1995.* The
United States has suffered the bulk
of these losses—approximately
$875 million for 1995 alone. This is
not surprising because 71 percent of
all worldwide revolving credit
cards in circulation were issued in
this country.’

Law enforcement authorities
continually confront new and com-
plex schemes involving credit card
frauds committed against financial
institutions and bank card compa-
nies. Perpetrators run the gamut
from individuals with easy access to
credit card information—such as
credit agency officials, airline bag-
gage handlers, and mail carriers,
both public and private—to orga-
nized groups, usually from similar
ethnic backgrounds, involved in
large-scale card theft, manipula-
tion, and counterfeiting activities.
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Although current bank card fraud
operations are numerous and var-
ied, several schemes account for the
majority of the industry’s losses by
taking advantage of dated technol-
ogy, customer negligence, and laws
peculiar to the industry.

CREDIT CARD
FRAUD SCHEMES

Visa and MasterCard account
for approximately 65 percent of
all outstanding revolving credit,
and most substantive fraud cases
involve schemes centered on one
or both of these bank cards.® Law
enforcement authorities repeatedly
encounter certain ethnic groups
—particularly Asian and Nige-
rian—and organizations involved
in multilevel bank card fraud
operations.

Notably, nearly one-fifth of
all U.S. credit card losses occur in
California, an amount close to the
combined total for the other five
identified problem areas world-
wide: Florida, Texas, New York,
Asia, and Great Britain.” While

losses to Visa, MasterCard, and
the financial institutions issuing
these cards continue to mount, sev-
eral basic schemes have been iden-
tified as most prevalent throughout
the nation.

Mail/Credit Bureau Theft

One of the simplest ways to
obtain account information or ac-
tual bank cards is through postal
theft. Numerous Nigerian fraud
rings operate sophisticated theft
operations throughout the eastern
and southern regions of the United
States. Having illegally obtained le-
gitimate bank cards or account in-
formation, the group then creates
portfolios of fictitious identifica-
tion, including driver’s licenses, so-
cial security cards, and other mate-
rials, to support the purchasing
power behind those cards. At the
direction of group leaders, “run-
ners” purchase merchandise from a
variety of sources until the legiti-
mate owners report the cards as sto-
len or confiscated.

These organizations also take
advantage of contacts within the
various credit bureaus to obtain le-
gitimate bank card account infor-
mation for counterfeiting or tele-
phone order purchasing. The groups
commonly mail stolen cards and
information via overnight courier to
other factions located throughout
the country. For this reason, the
U.S. Postal Inspection Service
has implemented the Express Mail
Label Profiling Program to iden-
tify packages likely to contain
contraband. The profile flags suspi-
cious packages based on mail quan-
tity, delivery frequency, destina-
tion, label and packaging material




characteristics, etc. The profile was
developed initially to identify
packages containing drugs. Postal
inspectors in the drug unit forward
profiles to the credit card fraud unit
if they believe that non-drug crimi-
nal activity is occurring.® Through
this program, postal inspectors can
trace the illicit mail to both its
source and its destination, thus
identifying members of the fraud
rings.

Advance Payment Schemes

Federal consumer credit regu-
lations require credit card issuers to
credit a customer’s account as soon
as payment is received, i.e., before
the payment instrument has cleared
the bank. While this regulation is
intended to protect consumers, it
also creates what a member of the
California Bankers Association
calls a “window of opportunity for
fraud.™

The scheme is simple. Using a
counterfeit or stolen credit card, the
group either makes an advance pay-
ment on the card or overpays an
existing balance using a bogus
check. Because the account is cred-
ited upon receipt of payment, cash
advances immediately can be
drawn against the bank card before
the payment check has cleared.
Through hundreds of like pay-
ments, a criminal organization can
realize profits in excess of $1 mil-
lion within a relatively short period
of time.

Counterfeiting

The fastest growing type of
bank card fraud, in both fre-
quency and severity, involves the
illegal counterfeiting of Visa and

MasterCards. New technology has
aided criminals in producing exact
replicas of existing cards and in cre-
ating fictitious cards from scratch.
Illegal counterfeiting is primarily
responsible for the overall up-
surgence in credit card fraud, par-
ticularly in California, a hotbed for
Asian gang counterfeiting activity.
Credit card fraud in the state
jumped from $60 million in 1991 to
$282 million in 1993, a 370-percent
increase in just 3 years.'”

The fastest growing
type of bank card
fraud, in both
frequency and
severity, involves the
illegal counterfeiting
of Visa and
MasterCards.

THE COUNTERFEITING
PROCESS

To understand the complexity
and nature of this fraud, it is impor-
tant to review the methodology
used by counterfeiters in their op-
erations. Until recently, most coun-
terfeit credit cards were manufac-
tured using a silk screening process
that duplicated the card logo and
background onto a plain white plas-
tic card. With improvements in
technology, however, counterfeit-
ing a credit card has become a
multi-step process, often using

desktop computer systems and
peripherals, including embossers,
laminators, and tipping foil, to
produce a more realistic looking
card, complete with a hologram and
fully encoded magnetic strip. Most
of the supplies used to manufac-
ture counterfeit bank cards, in-
cluding the white plastic cards and
Visa/MasterCard holograms (the
Visa dove and the MasterCard in-
terlocking globes), are smuggled
into the United States from the Far
East.

The magnetic strips and holo-
grams used to counterfeit bank
cards represent a distinct sub-mar-
ket within the criminal community.
Currently, there are 87 firms world-
wide legally approved to manufac-
ture cards with holograms for mem-
bers of Visa and MasterCard, and
only two companies, De La Rue
(Great Britain) and American Bank
Note Holographics (New York) au-
thorized to manufacture actual card
holograms."!

Credit card companies started
using holograms in 1981 as a safe-
guard against fraud; since then,
however, large-scale hologram
counterfeiting operations have de-
veloped in Taiwan, Hong Kong,
and China. A separate market
emerged for holograms, which usu-
ally sell for between $5 and $15,
depending on their quality.

Smugglers bring holograms
into the United States and Canada
regularly. During April, 1994, the
Canadian Combined Forces Special
Enforcement Unit and Combined
Forces Asian Investigation Unit ar-
rested members of a Chinese syndi-
cate that produced approximately
300,000 counterfeit holograms, of
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which 250,000 already had been
distributed. Based on the quantity
delivered and using an estimated
loss of $3,000 per card, Visa and
MasterCard anticipated losses ap-
proaching $750 million caused by
this group alone."

Often, the key to quickly identi-
fying a counterfeit card lies in an
examination of the hologram. On
legitimate cards, the hologram is ac-
tually embedded in the plastic upon
manufacture; counterfeit credit
cards commonly contain a holo-
gram decal purchased from an ille-
gal distributor. These holograms
are affixed to the top of the card,
rather than embedded in the card,
and can be seen or felt to rise
slightly above the card face.

Counterfeiters sell magnetic
strips for credit cards piecemeal.
The strips contain names, account
numbers, credit limits, and other
identifying information for legiti-
mate or contrived Visa/MasterCard
card holders. Using a computer sys-
tem, source materials, and periph-
eral equipment, a counterfeiter can
compile a fraudulent bank card with
relative ease.

TECHNOLOGICAL
DETERRENTS

To combat the problem of
fraud, credit card manufacturers
plan to employ a series of security
features, most of which are de-
signed to enhance customer identi-
fication and authorization require-
ments. Due to the shortcomings of
holograms as a fraud deterrent,
credit card manufacturers currently
are modifying magnetic strip cod-
ing to include a number of addi-
tional personal identifiers, such as
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customer photographs, fingerprints,
and personal histories.
Photographs on the face of
credit cards have been used by fi-
nancial institutions for the past 25
years, but their value as a true fraud
deterrent has been questioned be-
cause such photos can be altered
easily. Eastman Kodak, Xerox,
Gemplus and other companies have

Often, the key to
quickly identifying
a counterfeit card

lies in an
examination of the

hologram.
7)

developed systems to digitally en-
code a customer’s photo within the
magnetic strip, enabling verifica-
tion through specialized processing
terminals at the point of sale."

The next generation of credit
card technology involves the so-
called Smart Cards, which will fea-
ture computer chip technology in
lieu of holograms. Specifically,
each card will contain a micropro-
cessor memory chip, as well as data
encoded on the magnetic strip. In
addition to providing extra security
benefits, the chip will allow cus-
tomers to authorize off-line transac-
tions, store prepaid values, and con-
duct secure transactions from
remote locations. The chip will
store more personal information
about the cardholder than that
currently available through the

magnetic strip and will require the
customer to verify the personal
identification number (PIN) en-
coded on the microchip.

Although advancements in se-
curity technology are encouraging,
Smart Cards are unlikely to become
commonplace until after the year
2000. Neither Visa nor MasterCard
have yet been able to justify the
estimated $7.4 billion required over
the next 5 years alone to establish
the necessary infrastructure to issue
and accept such cards worldwide."
As a result, bank card fraud will
remain an omnipresent concern for
white-collar fraud investigators
well into the next century.

LAW ENFORCEMENT
EFFORTS

Undercover operations and co-
operative efforts among various
federal, state, and local investiga-
tive agencies have generated posi-
tive results in the fight against
credit card fraud. Investigators have
succeeded in dismantling several
high-profile rings involving airline
baggage handlers, postal service
employees, and other organized
criminal groups.

In one case, Joseph Nuzzo, a
former crew chief at Logan Airport
in Boston, Massachusetts, led a
credit card mail theft ring consisting
of 10 airline baggage handlers and
25 other subjects who routinely in-
vaded passenger luggage in search
of bank cards and identification that
could be easily counterfeited. This
group made more than $1 million in
fraudulent credit card charges, cash
advances, and casino advances
prior to their arrests by U.S. Postal
Service Inspectors. '
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In Seattle, Washington, Julius
Camarillo Campo, several associ-
ates, and at least three postal em-
ployees stole credit cards from the
U.S. mail and conducted fraudulent
transactions in excess of $2.5 mil-
lion. This successful investigation
led to a 3-year prison sentence for
Campo and the termination and
prosecution of the postal employees
involved.'®

With the rise in west coast
Asian counterfeiting activities over
the past several years, authorities in
California increasingly have con-
centrated their efforts on gathering
intelligence and investigating gang
credit card fraud activities. On
March 16, 1994, law enforcement
officers from the Bureau of Investi-
gation of the California Department
of Justice; the Antioch, Oakland,
and San Francisco Police Depart-
ments; the U.S. Customs Service;
the U.S. Secret Service; and the
Drug Enforcement Administration
raided several residences in
Antioch and Oakland and uncov-
ered a counterfeit credit card ring
operated by members of the Chi-
nese gang Wo Hop To. Officers ar-
rested numerous gang members and
confiscated counterfeiting equip-
ment and fraudulently obtained
merchandise.

As important as these arrests
were, the intelligence information
gathered from the raids has proven
even more valuable, providing in-
sight into the general structure of
Asian organizational counterfeiting
operations. This framework has
been supported by other investiga-
tions throughout the state and is out-
lined as follows:

¢ One member imported all
credit card counterfeiting

[T
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materials—including plastic,
holograms, and magnetic
strips—from sources in Hong
Kong;

Another member transported
cash to Hong Kong in ex-
change for counterfeiting
paraphernalia;

« Two members handled the

actual counterfeiting opera-
tion, using computers, lamina-
tors, and tipping foil to create
and encode credit cards with
account information obtained
from local trash bins. They
also re-embossed and re-coded
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valid information onto older
stolen cards;

» Two members created counter-
feit parallel forms of identifi-
cation to use in conjunction
with the bogus credit cards;

* One member tested each card
by making small purchases at
local grocery stores, gas
stations, and restaurants;

A host of low-level members,
or runners, were recruited to
make purchases and withdraw
cash against the cards, as
directed by the gang’s leaders.
The runners traveled with the
cards throughout the western
United States, purchasing fine
jewelry, leather goods, and
electronics equipment before
returning to their home base in
California."”

In one of the largest joint credit
card fraud investigations, authori-
ties from the FBI, U.S. Secret
Service, and local police depart-
ments in Orange County, Califor-
nia, combined resources for “Op-
eration Repayment.” This case
targeted ringleader Minh C. To,
also known as “Big Ming,” and 41
others involved in massive credit
card fraud operations.

In his scheme, To recruited le-
gitimate cardholders to overpay
their credit card accounts using
counterfeit checks. Upon receipt by
the bank, the customer’s account
was immediately credited and To
and the recruit would make pur-
chases throughout southern Califor-
nia. In turn, To would fence the ill-
gotten merchandise and split the
profits with the recruit. The scheme
ended with To instructing the
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cardholder to file for credit protec-
tion under federal bankruptcy law
to avoid future bank liability. One
participant in the scam personally
made $615,000 in fraudulent pur-
chases over a l-year period. In all,
parties to this organization caused
in excess of $100 million in Visa
and MasterCard fraud losses
through more than 100 financial
institutions.'®

1

Undercover
operations...have
generated
positive results
in the fight
against credit
card fraud.

THE FUTURE
OF BANK CARDS

Within the next several years,
the term “credit card,” as we know
it, will become antiquated, likely to
be superseded by such terms as
“banking card,” “electronic pay-
ment card,” or “check card.” The
industry foresees a time when bank
customers will be able to use a
single card to accommodate a vari-
ety of transactions, including auto-
matic teller machine (ATM) with-
drawals, credit purchases, direct
bill payments, and purchases
against predetermined stored value
levels.

Several companies are cur-
rently working with Visa and

MasterCard on these services, and
prototypes of stored value and
debit/credit combination cards are
being test marketed and issued
throughout the country. The goal is
to create a single card through
which customers can administer all
their financial needs, from paying
bills via electronic transfer of funds
to buying and trading securities
over the New York Stock Ex-
change. During 1995, Visa added
9.3 million debit/credit Check
Cards to its portfolio, while
MasterCard added 2.5 million of its
counterpart MasterMoney Cards."

In addition to these services, fi-
nancial institutions have begun to
establish automatic loan machines
(ALMs), which can be accessed by
customers or potential customers
using their bank cards. These ma-
chines offer individuals the oppor-
tunity to obtain various types of fi-
nancial loans without having to
meet personally with a bank repre-
sentative. Although the system is
still in its infancy, bank officials
envision ALMs becoming as com-
monplace as current ATMs in this
country.

CONCLUSION

If the past is any indication,
these fast-paced advances in tech-
nology likely will create previously
unseen fraudulent opportunities for
criminals and criminal organiza-
tions, as well as new challenges for
law enforcement. Despite some an-
ticipated advances in security
through the use of Smart Cards and
improved encoding, it remains un-
likely that security concerns will
keep pace with marketing and cus-
tomer convenience technologies




across the broad market. By the
year 2000, gross bank card volume
is expected to total $9.9 trillion.
Based on current fraud ratios, cu-
mulative credit card fraud losses
between 1993 and 2000 will exceed
$14 billion, almost three times the
accumulated loss of the previous 7
years.?

As bank card companies con-
tinue to develop their own internal
anti-fraud strategies, law enforce-
ment agencies must prepare for the
challenges of investigating complex
fraud schemes. Spiraling industry
growth need not lead to spiraling
crime rates. 4
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Police Practice

Cross-Training
A Step Toward the Future

By George R. Bandics

‘ ‘ ‘ hief, I need more help with this
investigation.”

“Sergeant, we have no other experienced investi-
gators to help you. Do the best you can.”

How many times have similar conversations taken
place in police agencies throughout the country?
Many departments need additional experienced
investigators to assist in major criminal cases. When
administrators analyze departmental resources,
however, they often find a host of specialized investi-
gative units and few officers who have been trained or
who want to handle other types of cases. While it is
beneficial to have well-schooled investigators in
specialized units, such specialization limits the
department’s ability to address changing needs.

Law enforcement agencies, like other governmen-
tal entities, are beset with budget cuts and personnel
reductions, which reach far into the ranks. In the past,
administrators could assign uniformed officers to
investigations when needed. Now, however, limited
resources and public pressure for an increased police
presence on the street make this practice difficult.
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Police administrators face the task of making their
departments flexible while maintaining economic
efficiency. They must be able to assign experienced
investigators to a variety of cases confidently and
without hesitation. They must ensure that all investi-
gators show a basic knowledge of investigative
strategy and technique and then channel this expertise
into as many fields as possible. Administrators must
give investigators the opportunity to study a variety of
disciplines while maintaining their own identities and
expertise.

By cross training investigators, agency adminis-
trators can obtain the desired flexibility and effi-
ciency. In addition, because cross-trained employees
likely will vie for future supervisory and administra-
tive positions within the department, the agency will |
benefit from having thoroughly trained candidates
with a wide range of experience.

The Middlesex County Prosecutor’s Office
Detective Bureau in New Brunswick, New Jersey, has
developed such a cross-training program. The bureau
contains three types of units: those that are primarily
investigative but also help the legal staff prepare
cases and take them to trial; those that primarily
support the legal staff but also conduct a limited
amount of investigative work; and those that primarily
provide administrative support to the entire
prosecutor’s office. Overall, there are approximately
90 sworn employees, mostly investigators and their
supervisors, complemented by a small number of
prosecutor’s agents who perform a quasi-investigative
function but have no police powers. Approximately
50 of the sworn employees, none of whom are
prosecutor’s agents, work in the six investigative units
selected for cross-training. The units include the
narcotics task force, and the sex crimes/child abuse, 1
fugitive, special investigations, homicide, and arson/ 1
environmental crime units. 1

THE PROCESS

Selection

First, the bureau established criteria for participa-
tion. Investigators must have 3 to 15 years of service
with the agency. This minimum time on the job
ensures that program participants possess a base level
of experience and investigative skills on which to
build.




To select appropriate personnel to participate in
the program, each unit supervisor submits the names
of two candidates to the chief and deputy chief, who
choose one candidate per unit for cross-training. The
exchange of personnel must be equitable, i.e., an
investigator for an investigator and a supervisor for a
SUpervisor.

The program lasts for 9 months, whereupon
participants return to their regular assignments.
Investigators selected for training receive ample time
to complete any pending case

their performance upon completion of the program.
The evaluations address the participants’ cooperation,
initiative, perseverance, and thoroughness, in addition
to any other skills the training supervisor deems
pertinent. Copies of the evaluations are provided to
the chief, the deputy chief, the participants’ regular
supervisors, and the participants, as well.

Likewise, all of the investigators evaluate the
training they receive. They assess the training pro-
vided in-house, any courses taken outside the agency,

and the organizational and

work before and after the cross-
training period.

When making their recom-
mendations, unit supervisors
must consider the needs of the
unit and the agency. Sometimes
supervisors resist giving up an
investigator for cross-training,
claiming that the person is too
valuable or has too great a
caseload. The chief then must
balance these legitimate concerns
against the agency’s need to
develop the flexibility to respond

While it is beneficial to
have well-schooled
investigators in

specialized units, such

specialization limits the

department’s ability to
address changing needs.

personal value of the cross-
training assignment.

RESULTS

The initial concept called
for six officers to receive 6
months of training in a different
discipline and to be able to
participate actively in that type
of investigation. Four phases of
the program would train a total
of 24 officers in areas that were
new to them.

Upon completion of the first

to ever-changing investigative
demands.

Instruction

The unit supervisor personally provides partici-
pants at least 3 hours of instruction per week. (Super-
visors who participate receive instruction from the
next higher ranking officer.) For the remainder of the
time, they work cases with an experienced counterpart
who shows them the intricacies of the unit’s special-
ized investigations. The investigators also take in-
service courses at the county’s police academy and,
when offerings and scheduling permit, outside
training courses to master the substantive elements of
the unit’s work. The chief’s office receives monthly
reports on the type and content of training provided to
the investigators.

Evaluation

Evaluation provides a key element of the cross-
training program. Unit supervisors periodically
evaluate the investigators’ progress and document

two phases, an unanticipated
benefit of the cross-training
program developed. An observable change in the
working atmosphere of the department occurred. It
became more cohesive, with less competition among
units. Individuals who had been trained, as well as
personnel assigned to the units in which they trained,
expressed a greater regard for one another and their
respective areas of expertise. Barriers between units
fell, and investigators began to share information and
investigative techniques.

Another benefit of this increased cooperation has
been a new approach to the most difficult unsolved
cases. The original investigator presents the facts of
the case to a group of 8 to 10 investigators from
various units. The group then brainstorms possible
leads and new ways to approach the investigation and
suggests techniques for solving the case.

The evaluations submitted by the investigators
and supervisors who participated in the first two
phases supported the cross-training program. Ninety-
five percent of the supervisors responded that they
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would feel confident in calling upon the investigators
who were trained in their units if the need arose.
Likewise, most of the participants (84 percent) rated
their knowledge of the field in which they had trained
as “very good to excellent,” and the remaining 16
percent rated their knowledge as “fair to good.”

The bureau made some adjustments to the last
two phases of the program because both supervisors
and participants recommended lengthening each
phase of training. The main reason for this was the
adverse effect of training during the summer months.
In the summertime, fewer formal training classes were
available, thus limiting the participants’ opportunities
to learn their new disciplines. Supervisors generally
discouraged participants from requesting vacations
even though they did not similarly discourage em-
ployees working with the trainees. In addition,
supervisors were being left short-handed because unit
staffing was depleted further by vacations of other
people in the unit. To minimize the effects of many of
these problems, the bureau extended the training
period to 9 months and scheduled it for September
through May.

CONCLUSION

Cross-training addresses many of the problems
that arise as agencies become increasingly fragmented
into specialized investigative units. Individual investi-
gators can retain and continue to develop their
specialties, while acquiring additional skills valuable
to the agency. In the short term, the agency gains the
flexibility it needs to address changing investigative
priorities. In the long term, a cadre of well-rounded
investigators will be ready to assume leadership of the
agency in the future. From now on, when one of the
unit supervisors in the Middlesex County
Prosecutor’s Office Detective Bureau says, “Chief, I
need more experienced people to help with this
investigation,” the positive response will be, “Let’s
see who has been cross-trained in your area.” +

Deputy Chief Bandics serves with the Middlesex County
Prosecutor’s Office in New Brunswick, New Jersey, and is a
graduate of the 111th FBI National Academy.
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Attention-Deficit/
Hyperactivity Disorder

Implications for the Criminal Justice System

By SAM GOLDSTEIN, PH.D.

nteraction between the mental
I health and criminal justice

professions traditionally oc-
curs over issues such as a de-
fendant’s claim of temporary in-
sanity or overt mental disorders
exhibited by criminal offenders.
Recently, however, professionals in
these two fields have begun to ex-
plore a broader range of behavioral
disorders that could bring individu-
als into contact with the criminal
justice system.

This article focuses on one set
of temperamental qualities that
occur in a small but significant
group of people. The mental health
community refers to these qualities

under the diagnostic description
Attention-Deficit/Hyperactivity
Disorder (ADHD).! Because indi-
viduals with ADHD come into con-
tact with the criminal justice system
at a statistically higher rate than
others in the general population,
criminal justice officials, including
police administrators, should be
aware of the implications ADHD
has for the profession.

UNDERSTANDING ADHD

Problems characterized as at-
tention disorders and hyperactivity
have long constituted the most
chronic childhood behavioral dis-
orders and the largest sources of

referral to child mental health cen-
ters.> Moreover, the diagnosis of
ADHD among children and adoles-
cents is increasing consistently. In
1993, nearly 2 million children and
adolescents were diagnosed or be-
ing treated for ADHD.* It appears
that this number will continue to
rise in the years to come.

Behavior

Symptoms of ADHD largely
stem from impulsive, non-thinking
behavior. ADHD reflects an ex-
aggeration of normal behavior—
either too much or too little of
what should be expected in a given
environment.

June 1997 / 11




Dr. Goldstein is a clinical instructor at the University
of Utah School of Medicine in Salt Lake City.

Often, individuals with ADHD
know what to do, but in the heat of
the moment their sense of immedi-
ate need overwhelms their limited
capacity for self-control. They act.
Thus, their behavior might be in-
consistent and unpredictable. If
prone to violent behavior, their ac-
tions may be difficult to anticipate
from moment to moment.

Three additional behavioral
qualities of individuals with ADHD
merit consideration. First, these in-
dividuals do not respond well to re-
petitive, effortful, uninteresting ac-
tivities that others choose for them.
It is not so much that they cannot
pay attention but that they do not
pay attention as well as others under
demanding circumstances.

Second, in addition to a low
threshold for emotional arousal,
many individuals diagnosed with
ADHD exhibit very strong emo-
tional reactions. Thus, little things
often provoke a disproportionately
dramatic response. As adults, these
individuals may be labeled as
stress-intolerant.> Many are de-
scribed simply as short-tempered.
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antisocial personality

...the rate of
borderline and

disorders appears
much higher in
individuals with

histories of ADHD.

JJ

Third, individuals with ADHD
appear to require more immediate,
frequent, predictable, and meaning-
ful rewards than others. Thus, the
payoffs sufficient for others to func-
tion in normal society often do not
provide enough reinforcement for
these individuals. They may seek
excitement and stimulation, even at
the expense of injuring themselves
or violating the rights of others.

Ratios

The male to female ratio for
ADHD is approximately 6 to 1.
Nearly 80 percent of children and
adolescents with ADHD experience
problems related to the areas of im-
pulsivity, hyperactivity, inattention,
and rewards. Members of this hy-
peractive-impulsive group face the
greatest risk for coming into contact
with the criminal justice system as
they approach adulthood.®

ADHD INTO ADOLESCENCE
AND ADULTHOOD

The severity of ADHD symp-
toms in adolescence and adult-
hood apparently coincides with an

increase of problems related to ag-
gression and conduct. Thus, the
worse an individual’s ADHD symp-
toms get, the more likely that the
individual might progress to crimi-
nal behavior. Further, the rate of
borderline and antisocial personal-
ity disorders appears much higher
in individuals with histories of
ADHD.’

Well-controlled prospective
studies of children with ADHD find
that at least 70 percent continue to
meet the full diagnostic criteria for
the disorder into adolescence. By
young adulthood, this population
has more academic problems and is
more oppositional and delinquent
than peer groups. Compared to
other young adults, they engage in
activities that result in more school
suspension (14 percent vs. 2 per-
cent), have more adversarial con-
tacts with law enforcement agen-
cies (19:3), and are more likely to
be admitted into juvenile justice fa-
cilities (5:1).8

Researchers increasingly iden-
tify the development of aggressive
behavior during childhood and ado-
lescence as the connecting bond be-
tween ADHD, substance abuse, and
criminal behavior.” While aggres-
sion does not represent one of the
diagnostic criteria for ADHD, ap-
proximately 50 percent of those
with ADHD evaluated in clinics
progress to a level of aggressive be-
havior defined by most law enforce-
ment agencies as delinquency.'’
ADHD appears to be a catalyst with
primarily family variables increas-
ing the risk that ADHD behavior
will lead to delinquency and sub-
stance abuse problems."’

A number of studies show that
individuals with ADHD are as




—

much as seven times more likely
than others to develop an antisocial
personality or drug abuse problem
in adulthood.? Studies also suggest
that this group is likely to cause and
experience more automobile acci-
dents, and sustain more bodily
injuries associated with accidents,
than others. Members of this group
also are more likely to receive
traffic citations, particularly for
speeding."

One study revealed that even
before receiving their operator’s
permits, a group of adolescents
with ADHD was three times more
likely to have driven a vehicle with-
out a valid driver’s license and had
done so nine times more often than
others of the same age. Not surpris-
ing, a significantly higher propor-
tion of adolescents with ADHD
had had their licenses suspended or
revoked."

Researchers consistently report
an overlap of ADHD and addictive
disorders beginning in adolescence
and continuing into early adulthood
affecting at least 10 to 20 percent of
the adult population with ADHD.
Males appear to predominate. Prob-
lems with antisocial behavior in this
subpopulation are the norm rather
than the exception.' In addition, re-
search suggests that one-third of
adults with ADHD abuse alcohol,
with one-fifth having a history of
drug abuse.

Studies have found that nearly
40 percent of all cocaine and
opiate abusers meet the diagnostic
criteria for ADHD.'® In comparison
to other opiate and cocaine abusers,
those with a history of ADHD
generally began their abuse at an
earlier age, exhibited more severe
abusing habits, and showed higher

rates of criminal and antisocial
behavior.

Some studies have explored the
relationship between childhood
ADHD and later adult substance
abuse and criminal behavior. One
study, published in 1989, followed
103 males in New York State who
had been diagnosed with ADHD at
ages ranging from 6 to 12. When
this group reached 16 to 23 years,
the team conducted followup inter-
views with the subjects and their

No data exists to
suggest that
symptoms of ADHD in
and of themselves
require any specific
types of interview or
interrogation
techniques.

parents. The researchers then com-
pared the subjects’ arrest records
with a control group of 100 indi-
viduals in the same age range. The
researchers found that significantly
higher percentages of individuals
with ADHD had been arrested (39
percent vs. 20 percent), convicted
of a crime (28:11), and incarcerated
(634 Y

However, the research showed
that ADHD in adulthood by itself
was not a significant factor con-
tributing to delinquent behavior.
These findings and others indicate
that childhood ADHD represents
a risk factor for later criminality
but that this relationship is almost

exclusively mediated by the onset
of serious aggression during adoles-
cence leading to development of an
anti-social personality disorder in
early adulthood."®

INTERACTION WITH THE
CRIMINAL JUSTICE SYSTEM

Although studies indicate that
adolescents and adults with ADHD
interact with the criminal justice
system more frequently than do
members of the general population,
research has yet to produce a com-
prehensive assessment that could be
used by law enforcement personnel
as a guideline for dealing with these
subjects. The majority of data now
available concerning adolescents
and adults with ADHD may be
more applicable to corrections and
court officials than to law enforce-
ment personnel.

However, a number of issues
have emerged related to ADHD of
which law enforcement personnel
should be aware. As research in this
area continues, law enforcement
and the criminal justice community
may benefit considerably from an
expanded understanding of this
disorder.

Identification and Interrogation

Criminal offenders often act ir-
rationally. How can law enforce-
ment officers distinguish between
individuals who merely act in a rash
manner and individuals who suffer
from ADHD? Further, is it impor-
tant that they do so?

It never hurts for officers to un-
derstand as much as possible about
the people with whom they come
into contact. No data exists to sug-
gest that symptoms of ADHD in and
of themselves require any specific
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types of interview or interrogation
techniques. However, impulsive
qualities often compel affected in-
dividuals to lie, speak their minds,
or say anything necessary to get
themselves off the hook.

Although there is no simple
way to determine if an individual
suffers from ADHD, investigators
interested in exploring whether the
disorder may have contributed in
part to an individual’s criminal be-
havior may wish to consider the
following questions as part of their
interrogation:

* Do you have difficulty paying
attention during conversations,
classes, at work, etc., and find
that your mind drifts off
easily?

» Do you feel excessively
stressed or overwhelmed?

* Do you become sidetracked
easily, leave tasks unfinished,
or disrupt tasks in progress to
switch to other matters?

* Do you become frustrated
easily?

* Do you procrastinate?

* Do you forget to complete
things that you intended to do?

* Is your work inconsistent and
your performance erratic?

* Do you have sudden outbursts
of intense anger?

* Do you easily misunderstand
directions?

Affirmative responses to these
questions strongly suggest that an
individual manifests underlying
symptoms consistent with ADHD.
Law enforcement personnel or
prosecutors should gather evidence
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and refer it to a qualified mental
health professional for a diagnosis.

However, criminal justice offi-
cials should understand that prob-
lems with impulsivity generally
play a more significant role in con-
nection to minor status offenses.
ADHD symptoms offer much less

insight into understanding the be-
havior of criminals manifesting
more serious violent and anti-social
behavior. Investigators who believe
that an individual suffers from
ADHD should suggest a pre-trial
psychiatric or psychological assess-
ment for the subject.

ADHD as a Defense

In recent years, a growing num-
ber of defense attorneys have con-
sulted mental health professionals
to determine whether a history of
ADHD might offer a justifiable de-
fense for offenses ranging from
minor status or parole violations to
more serious, even violent, crimes.
Thus far, the courts have not
been particularly receptive to this
defense.

ADHD does not excuse crimi-
nal conduct or render a person in-
competent to stand trial. The courts
have found that individuals with
more serious psychiatric disorders,
such as psychoses, may still be held
responsible for their conduct and
found guilty of alleged crimes.

However, defense attorneys in-
creasingly may rely on claims of
ADHD to reduce the severity of an
offense and subsequent court pen-
alty. A crime requiring proof of in-
tent, for instance, might be reduced
to one involving merely reckless
behavior if ADHD can be demon-
strated as the mitigating factor. In
such situations, defense attorneys
may attempt to document how the
disorder impacted the accused in
the particular circumstances sur-
rounding the offense.

To date, research has yielded
very limited hard data on the rela-
tionship between ADHD and crimi-
nality. For this reason, and because
of a lack of legal precedents in this
area, prosecutors should keep
courts focused on factors related to
guilt and intent rather than explana-
tions of cause.

Courtroom
Accommodations

Because the Federal Govern-
ment considers ADHD a disability
if the disorder limits a major life
activity," individuals appropriately
diagnosed with ADHD are entitled
to reasonable accommodations in
the courtroom just as they are in the
classroom or workplace. Court-
room accommodations might in-
clude careful repetition of impor-
tant information, additional time to
think in response to questions, and




nonconfrontational communica-
tion. When ADHD is coupled with
a learning disorder, which occurs in
approximately 30 percent of cases,
the court also must accommodate
the particular learning disability.
For example, if an individual suf-
fers from a reading disorder, the
courts might need to present infor-
mation orally.

ADHD as a Factor in Sentencing

ADHD could be a factor in less-
ening an imposed sentence. During
a recent attorney disciplinary pro-
ceeding involving misuse of client
funds, the attorney involved re-
ceived a diagnosis of ADHD. The
court considered the ADHD diag-
nosis as a mitigating factor when it
sentenced the attorney.?

In general, the underlying or
explanative causes for an individ-
ual’s behavior play a greater role in
the sentencing process than during
the trial phase of a criminal case.
Prosecutors should recognize that
ADHD, combined with other life
variables, represents an increased
risk factor for repeated criminal be-
havior. To advance the best inter-
ests of the individual and the public,
courts should focus on combining
appropriate treatment with punitive
sanctions.

Incarceration and Rehabilitation

Although discovering a cure for
ADHD remains a remote possibil-
ity, data strongly suggest that ap-
propriate diagnosis, counseling,
and treatment significantly can im-
prove the life course of most
adults manifesting this disorder.
No research indicates that indi-
viduals with ADHD require special

facilities for incarceration. In fact,
individuals with ADHD function
best in a consistent, well-structured,
predictable environment. These
qualities form the basis for most
penal institutions.

However, correctional facilities
should ensure that inmates diag-
nosed with ADHD have access to
appropriate medication and trained
counselors. Such measures will en-
hance rehabilitation and daily func-
tioning. Facility administrators also
should take steps to educate correc-
tional personnel on the topic of
ADHD.

1

...correctional
facilities should
ensure that inmates
diagnosed with
ADHD have access
to appropriate
medication and
trained counselors.

ADDITIONAL
CONSIDERATIONS

Individuals with ADHD are not
criminals waiting to happen. Most
will have no greater contact with the
criminal justice system than indi-
viduals without the disorder. The
best causal connection between
ADHD and criminal behavior ap-
pears to be the development of anti-
social problems in adolescence.
Those with a tendency toward im-
pulsive behavior run a greater risk

of coming into contact with the jus-
tice system than others.

Most adults with ADHD still go
undiagnosed, untreated, and un-
aware that help is available. Their
symptoms occur in varying types
and severity. These symptoms may
cause significant impairments in in-
terpersonal relations, marriage,
emotional well-being, employment,
and daily adaptive functioning. It is
likely that law enforcement person-
nel will encounter a significant
group of individuals with childhood
histories denoting ADHD who ex-
hibit these same symptoms—com-
bined with serious antisocial behav-
ior—as adults. At the present time,
however, insufficient information
exists to guide criminal justice pro-
fessionals precisely concerning any
adjustments they should make in
the investigation, prosecution, or
incarceration of these individuals.

CONCLUSION

From a mental health perspec-
tive, the understanding of Atten-
tion-Deficit/Hyperactivity Disorder
is still in its infancy. However, con-
tinued research promises to yield
considerable information relevant
to the criminal justice community.

Several facts already have
emerged from the research. By it-
self, ADHD does not appear to be a
significant factor contributing to
criminality. But, individuals who
manifest symptoms of ADHD in
childhood and develop antisocial
tendencies in adolescence have
a significantly higher rate of con-
frontational contacts with the crimi-
nal justice system than do mem-
bers of the general population.
Early diagnosis and intervention
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before individuals develop anti-
social tendencies might be the
best comprehensive, long-term ap-
proach to reducing these contacts.
In the shorter term, prosecutors and
the courts should consider referring
offenders who exhibit ADHD
symptoms to mental health profes-
sionals for diagnosis and treatment.
Such positive intervention might
not only ease crowded prison condi-
tions but also might help individu-
als reclaim their lives and end
cycles of criminality.

Law enforcement personnel
should remember that crime is not a
way of life for the vast majority of
persons with ADHD. However,
those who engage in activities that
bring them into conflict with the
police generally have considerable
difficulty controlling their im-
pulses. Thus, officers who believe
that a subject suffers from Atten-
tion-Deficit/Hyperactivity Disorder
should be prepared for highly im-
pulsive and unpredictable re-
sponses to commands and requests
for information.

In recent years, the mental
health and criminal justice commu-
nities have begun to work more
closely to address issues relevant to
both groups. Research into ADHD
and other disorders represents an
area that could assist law enforce-
ment, prosecutors, the courts, and
corrections officials to better under-
stand the dysfunctions that bring a
significant number of offenders into
conflict with the criminal justice
system.

By better understanding these
individuals’ problems, criminal jus-
tice personnel can refer them to
treatment programs designed to
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help them control their impulses
and exercise more control over their
own lives. With this as a goal, con-
tinued interaction and cooperation
between the mental health and
criminal justice communities can
benefit everyone involved. 4

1

...crime is not a
way of life for
the vast majority
of persons with
ADHD.

! American Psychiatric Association,
Diagnostic and Statistical Manual of Mental
Disorders, 4th ed. (Washington, DC: American
Psychiatric Association, 1994).

% S. Mannuzza, R. Klein, P.H. Konig, and
T.L. Giampino, “Hyperactive Boys Almost
Grown Up: IV. Criminality and Its Relationship
to Psychiatric Status,” Archives of General
Psychiatry, 46, 1989, 1073-1079.

* P.H. Wender, “The Minimal Brain
Dysfunction Syndrome,” Annual Review of
Medicine, 26, 1975, 45-62; R.A. Barkley,
Hyperactive Children: A Handbook for
Diagnosis and Treatment (New York: Guilford
Press, 1981).

* L. Williams, M. Lerner, and J.M.
Swanson, “Prevalence of Office Visits for
ADD: Gender Differences Over the Past Five
Years (1990-1994),” unpublished manuscript,
1994.

3 P.H. Wender, F.W. Reimherr, and D.R.
Wood, “Attention-Deficit Disorders in Adults,”
Archives of General Psychiatry, 38, 1981, 449-
456.

8. Goldstein and M. Goldstein, “Attention-
Deficit Disorder in Adults,” Directions in
Clinical Psychiatry, 15, 1995, Lesson 18.

7 S. Goldstein, ADHD/LD in Adults (New
York: John Wiley and Sons, Inc., 1996).

* Supra note 2.

?S.0. Lilenfield, I.D. Waldman, “The
Relation Between Childhood Attention-Deficit/

Endnotes

Hyperactivity Disorder and Adult Anti-social
Behavior Re-examined: The Problem of
Heterogeneity,” Clinical Psychology Review,
10, 1990, 699-725.

10°J. Biederman, J. Newcorn, and S. Sprich,
“Comorbidity of Attention-Deficit/Hyperactiv-
ity Disorder With Conduct, Depressive,
Anxiety, and Other Disorders,” American
Journal of Psychiatry, 148, 1991, 564-570.

"' P.J. Frick, “Family Dysfunction and the
Disruptive Behavior Disorders: A Review of
Recent Empirical Findings,” Advances in
Clinical Child Psychology, 16, 1994, 203-226.

'2S. Mannuzza, R. Klein, N. Bonagura, P.
Malloy, T.L. Giampino, and K.A. Addalli,
“Hyperactive Boys Almost Grown Up: IV.
Replication of Psychiatric Status,” Archives of
General Psychiatry, 48, 77-83.

" R.A. Barkley, D.C. Guevremont, A.D.
Anastopoulos, G.J. DuPaul, and T.L. Shelton,
“Driving-related Risks and Outcomes of
Attention-Deficit/Hyperactivity Disorder in
Adolescents and Young Adults: A 3- to 5-year
Follow-up Survey.,” Pediatrics, 92, 212-218.

'*J. Biederman, K. Munir, and D. Knee,
“Conduct and Oppositional Disorder in
Clinically Referred Children with Attention-
Deficit Disorder: A Controlled Study,” Journal
of the American Academy of Child and
Adolescent Psychiatry, 26, 1987, 724-727.

'3 J.A. Halikas, J. Meller, C. Morse, and
M.D. Lyttle, “Predicting Substance Abuse in
Juvenile Offenders: Attention-Deficit Disorders
Versus Aggressivity,” Child Psychiatry and
Human Development, 21, 1990, 49-55.

' J.A. Cocores, R.K. Davies, P.S. Mueller,
and M.S. Gold, “Cocaine Abuse and Adult
Attention-Deficit Disorder,” Journal of Clinical
Psychiatry, 48, 376-377.

17 Supra note 2.

' Supra note 7.

1 Because Titles 1 and X VI of the Social
Security Act (42 USC) provide for the payment
of supplemental security income to disabled
persons, including those diagnosed with
Attention-Deficit/Hyperactivity Disorder,
defense attorneys can be expected to explore
every possibility of an ADHD defense. See
Aviles v. Bowen (715.F.Supp.509 S.D.N.Y.,
1989).

% P.S. Latham and P.H. Latham, “Legal
Rights of Individuals With LD and ADHD,” in
S. Goldstein (ed.) Learning Disabilities and
Attention-Deficit Disorder in Late Adolescence
and Adulthood (New York: Wiley Interscience
Press, 1996).




Focus on Negotiations

SUBJECTO

Situation Boards
By James E. Duffy

AN AR

nothing more than large sheets of
paper, such as white flip-chart paper
or sheets of tan butcher-block paper,
often found in police department
mail rooms, that are affixed to walls
in close proximity to, or in sight of,
the primary negotiator and the
coach. These boards give both
individuals immediate access to
crucial information regarding the
incident at hand. They also provide
other crisis management team
members a commanding view of
information as it is processed.

While important, situation
boards in no way eliminate the need
for a negotiation log; rather, they
serve solely as an immediate
retrieval device for information.
Additionally, situation boards allow
team members arriving on the scene
to be updated on developments

N egotiators perform a number of duties during
a crisis or a hostage situation. Primarily, they
must communicate with criminals and disturbed or
irrational individuals, while implementing the on-
scene commander’s directives by relaying them to the
crisis site. They also record on paper information
obtained during their discussions with the subject(s).
The outcome of the crisis often depends on how
successfully negotiators handle and disseminate this
information.

Experienced negotiators acknowledge that
collecting, recording, and collating information
become, at times, monumental undertakings. They
routinely describe the appearance of their work areas
during a crisis as piles of notes, 3 x 5 index cards,
yellow Post-it notes, and paper scraps strewn across
any flat surface. Without a systematic retrieval
process, they must sort through mounds of written
material to locate information when they need it.

Situation boards, or incident boards, offer one
solution to this ongoing problem. Situation boards are

without disturbing the others
present.

Categorizing and Recording Information

Each situation board is dedicated to only one
category of information. As negotiations proceed, a
team member legibly prints the information obtained
on the appropriate situation board. Printing large
block letters with a black marker ensures readability
from a distance.

As a result of their experience in past crisis
situations, FBI negotiators have identified several
topic headings that could be used for situation boards
and have categorized the information as follows—
subject(s), hostage(s), weapon(s), medical histories,
demands, deadlines, positive police actions, delivery
plan, site, third-party intermediaries, surrender plan,
escape plan, things to know, things to avoid, and
important telephone numbers. Yet, inasmuch as all
crisis situations are different, the type and amount of
information obtained dictate the number and topics of
board headings.

Under subjects, a team member would print the
subject(s)’ name(s), description(s), clothing, motives,
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association to hostage(s), health, criminal history,
possible psychological status, and weapons. Weapons
in the subjects’ possession represent a vital concern
for members of the crisis team. Accordingly, the type
of weapon, who controls it, that person’s location in
the crisis site, and whether any

simply tell what the police have done for the hostage
taker(s). Therefore, a situation board with this head-
ing records the date and time of every food or med-
ical delivery made by the crisis management team, as
well as all telephone calls made to the subject by a
team member or third-party

member of the tactical team
actually saw the weapon would
be cross-listed on the weapons
situation board.

The information for
hostage(s) includes their names,
descriptions, clothing, associa-
tion to the hostage taker(s),
medical histories, and any other
information investigators can
gather that might help resolve
the crisis. Essentially, negotia-
tors should know as much about
the hostages as they know about
the subjects, and situation

The outcome of
the crisis often
depends on how

successfully
negotiators handle
and disseminate...

information.

intermediary.

Other comments also could
be noted on the positive police
actions situation board, such as
“no gun fire directed toward
hostage taker(s)”” or “no assault
by tactical team.” While law
enforcement personnel may not
interpret such lack of activity as
positive, subjects do because
they constantly fear a tactical
response and remain focused on
this police option.

The number of situation
boards used to record informa-

boards give them these facts at
a glance.

Creating a situation board for medical histories
and medications prescribed gives the negotiation
team immediate access to known medical problems,
which could be used to request the release of a
hostage or to attempt a medical delivery. Addition-
ally, negotiators can use medical probler:s to stress
the importance of releasing infirmed hosiages before
their conditions deteriorate to the point where they
become life-threatening.

The demands situation board notes all of the
demands made by the subject(s), the times the
subject(s) made these demands, and the time and
response of the on-scene commander to each demand.
Along with demands come the deadlines for each,
which a team member prints on a separate board. This
board records the time and date of -ach deadline, the
name of the subject(s) setting the '~ adline, and the
response of the crisis managemer it (cam to the dead-
line. Ideally, negotiators talk sub through each
deadline, and as each one passes. i i-am member
promptly notes it on the appropri:ic situation board.

Critical to resolving any crisi- successfully are
the positive police actions taken. | hese actions
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tion regarding the delivery of
items to the crisis site reflects
their importance to the crisis team. First, deliveries of
food and medical supplies are considered positive
police actions. They also are cross-listed on a situa-
tion board that records the delivery of such items as
clothing or the “throw phone” the negotiator uses to
communicate with the subject. Titled delivery plan,
this situation board also outlines the plan for making
deliveries. Detailing the delivery plan not only
ensures coordination between negotiators and mem-
bers of the tactical team but also may reveal weak-
nesses in the subject(s)’ position.

The delivery plan situation board also lists the
time and date of the delivery, the items delivered, and
who accepted the items. Finally, while making
deliveries, members of the tactical team gather
intelligence on the subject, the situation, and the site.
They might note, for example, that their shoes
squeaked on the floor. They would record this infor-
mation on a separate situation board.

Another situation board describes the crisis site in
tactical terms. That is, members of the tactical team
assign each side of the building a color, each level a
letter, and every opening, a number. They would




designate the front of a building white; the back,
black; the left, green; and the right, red. The floors
would be labeled from the ground up, starting with
alpha (A). Moving from left to right, each window
and door would receive a number, beginning with 1.
As an example, the third opening from the left on the
second floor, front side of a building would be
designated white-bravo-3.

If a negotiation team contemplates using third-
party intermediaries, a situation board should be
dedicated to a list of names and contact numbers for
these individuals. The negotiation team then can
interview the potential intermediaries and assess their
value in resolving the crisis.

As soon as possible after

avoid. On the need to know board, a negotiator notes
the questions the team needs to answer to resolve the
crisis, which can range from how the subject feels
about family members who want to assist to whether
the subject has barricaded the crisis site.

The things to avoid board lists topics the negotia-
tors should not discuss under any circumstances, for
example, the subject’s painful divorce or dismissal
from a job. Law enforcement personnel develop these
points as they conduct background investigations
during the crisis. This situation board also would
include actions to avoid. The subject may have
demanded that negotiators remove tactical team

members from the building
across the street. If the on-scene

negotiations begin, the tactical
team forwards an approved
surrender plan to the negotia-
tion team in the event the
subject wants to surrender. A
team member then lists the
mechanics on the surrender
plan situation board. It could
prove embarrassing for law
enforcement and potentially
disastrous for the entire opera-
tion if a subject wants to give
up, and no one knows how the
surrender should take place. By
the time the crisis management

Easy to create and
maintain, situation
boards allow crisis
team members to
locate vital
information almost
instantaneously.

commander agrees and does so,
the team would note this action
on the things to avoid board and
cross-list it on the positive
police actions board.

Finally, a situation board for
important telephone numbers
gives negotiators immediate
access to personnel and equip-
ment suppliers. Listings include
home and business, pager, and
fax numbers.

Conclusion
No negotiator wants to work

team develops such a plan, the
subject may lose the desire to surrender.

As a general rule, negotiators try to caution
hostages against escaping. But if they learned that the
hostages were planning to escape, the negotiators
would work with the tactical team to devise an escape
plan. Their primary concern rests with the safety of
the hostages, who might get hurt if mistaken for
fleeing subjects. The escape plan situation board
allows the team to track the method and avenue of
escape, the number of hostage(s) escaping, and a
description of their clothing. As a precaution, the
tactical team would treat escaped hostages as subjects
until their true identities were established.

Negotiators also can use situation boards to
record facts they need to know and specific things to

a crisis with only piecemeal
information. Time wasted in locating a particular fact
could result in serious consequences for an entire
operation. Indeed, the successful resolution of any
crisis situation hinges on the ability of both negotia-
tors and tactical team members to quickly obtain and
disseminate information.

Easy to create and maintain, situation boards
allow crisis team members to locate vital information
almost instantaneously. They can make all the differ-
ence when lives are at stake and every second
counts. +

Special Agent Duffy serves in the FBI's Crisis Negotiation
Unit at the FBI Academy.
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Public
Access

Reaching the Community Through Cable TV

By THERESA YOUNG, M.A.

ommunity policing, as its
name implies, involves es-
tablishing and maintaining

meaningful relationships between
the police and the community. And
as police administrators around the
country have discovered, communi-
cation is the key to any enduring
and substantial relationship of this
type. Progressive departments use
diverse methods, from neighbor-
hood workshops to telephone sur-
veys to community newsletters, to
communicate with citizens. These
types of measures have met with
varying degrees of success.
However, in their search for in-
novative communicative outlets,
many departments have ignored an
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existing, and in most cases, readily
available resource that could reach
out to the community with minimal
effort from line officers. This re-
source is available free-of-charge to
potential users and generally even
comes with an in-house technical
support staff that will help clients
get the most out of their investment
of time and effort. It also has the
potential to reach nearly every man,
woman, and child in a municipality
and offers a very flexible array of
formats to suit the needs of its client
users.

What could possibly offer so
much to law enforcement? This po-
tentially powerful, but often un-
tapped, resource is the public access

programming component of the
cable television industry.

A POWERFUL TOOL

Since its first practical applica-
tion some 25 years ago, cable televi-
sion has revolutionized America’s
television viewing patterns. Today,
it offers the ultimate in mass com-
munication to a busy, information
hungry society. Through its public
access programming, cable televi-
sion also offers law enforcement
agencies a viable and highly effec-
tive means to further their commu-
nity policing efforts on a truly com-
munity-wide basis.

The Philadelphia, Pennsylva-
nia, Police Department has enjoyed




a 6-year relationship with the city’s
cable companies. During this time,
the police department worked with
these cable operators to develop and
produce a variety of programs that
promote the department’s commu-
nity policing efforts while provid-
ing useful police- and crime-related
information to viewers. The police
department has worked with the
cable companies to produce pro-
grams in three different formats—a
live call-in show, a talk show, and a
fugitive-style show. Its experiences
serve as a model for departments
large and small that are consider-
ing adding public access program-
ming to their community policing
initiatives.

THE CABLE CONNECTION

Cable television is area-specific
in most regions of the country. That
is, the cable market is divided into
geographical sections. Cable fran-
chises bid to provide service to a
particular area and then enter into a
contract with the municipality to
deliver that service. Depending on a
variety of factors, including the size
of the local television market, a city
or county may have one or more
franchises operating within its
boundaries.

Federal Communication Com-
mission (FCC) guidelines mandate
cable franchises to dedicate a pre-
scribed number of hours to free, lo-
cal public affairs programming.'
Local cable operators, therefore,
need information-based telecasts to
fill their programming slots on pub-
lic access channels.

Police departments can supply
exactly the kind of public affairs
programming that cable companies
need. In turn, cable companies can

help police departments dissemi-
nate their messages to a broad and
diverse segment of the community.

To take advantage of the op-
portunities cable offers, police de-
partments generally must initiate
negotiations with the local cable
operator. Before doing so, how-
ever, police administrators and
executive-level officers should de-
velop a firm proposal to take to the
cable company. Preplanning will
strengthen the police department’s
position when it presents the idea
to the cable company. It also en-
ables the department to take an ad-
vanced role in defining any future
programming.

CONTRACT NEGOTIATIONS

Despite the obvious potential
benefits of crime prevention- and
police-related programming to a
community, police departments still
might find that they have to sell
their programming ideas to cable
companies. This is especially true

in mature markets where cable fran-
chises have been operating for 15 or
more years. In such areas, cable op-
erators may have to displace estab-
lished public access programs to
make room for new programming.
Such scenarios underscore the im-
portance of developing a firm and
comprehensive proposal to take to
the cable company.

When negotiating with local
cable companies, police administra-
tors should remember what moti-
vates cable executives. A cable
company obviously is interested in
any programming that could in-
crease its subscriber base. How-
ever, through its public access ef-
forts, the company’s primary
motivation is to provide program-
ming that will enhance its relation-
ship with the community it serves.
Therefore, police negotiators
should stress that as the most
visible arm of municipal govern-
ment, the police department can
work with the cable company to

arm of municipal

with the cable
wealth of public

...as the most visible

government, the police
department can work

company to provide a

service programming.

JJ

Sergeant Young serves with the Philadelphia,

Pennsylvania, Police Department.
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provide a wealth of public service
programming.>

Police executives should come
to the negotiation table prepared
with general programming ideas.
Examples could include providing
viewers with crime prevention sug-
gestions, child safety tips, and up-
dates on new community crime pat-
terns. The police department also
could use cable access to publicize
other information of interest to the
community, such as budgetary
news, hiring information, and the
introduction of new police services.

Given the vast potential for
public service programming from a
public safety perspective, most
cable companies will welcome a
well-thought-out programming
proposal from the police depart-
ment. Once an agreement in prin-
ciple is struck, the police depart-
ment and the cable company can
then discuss format options for the
programming.

TYPES OF PROGRAMS

As stated, the Philadelphia Po-
lice Department has produced pro-
grams in three different formats.?
Each type of program places dif-
ferent demands on the police de-
partment, as well as the cable
company’s production staff, and de-
livers information to viewers in a
decidedly different way.

The Live Call-in Show

From a production standpoint,
the live call-in show is the easiest
type of show to put on the air. Be-
cause these shows are broadcast
live, they require no post-produc-
tion work. The immediacy of live
broadcast also adds a sense of
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excitement and spontaneity that in-
variably comes through to viewers.

However, “live” does not mean
unrehearsed or unprepared. Live
call-in shows require considerable
planning to ensure that they run
smoothly and set a professional
tone. Police administrators should
work with the production staff to
determine an appropriate running
time for the program before the

1

Cable access
programming offers
an unparalleled outlet
for many law
enforcement agencies
to inform the public
and enhance their
presence in the
community.

broadcast begins. Generally, shows
of this type should run 1 hour,
depending on factors such as the
size of the cable market. Adminis-
trators also must address other im-
portant issues, such as identifying
a proper host for the program, en-
suring that sufficient telephone
lines are in place, and arranging for
the screening of phone calls to the
program.

Host

In large part, the success of a
live call-in show will depend on
identifying a camera-savvy host
to moderate the program. The host

ensures that the program runs
smoothly by serving as an interme-
diary between callers who ask the
questions and the department repre-
sentative, preferably the chief, who
answers them. In larger depart-
ments, administrators should look
for a host among the agency’s com-
munity relations staff or the public
information office because officers
from these units possess media ex-
perience and some relative comfort
in front of the camera. Administra-
tors in smaller departments might
ask for volunteers within the ranks
to audition for the role.

Once a host is chosen, that indi-
vidual must prepare for performing
this demanding role prior to going
before the camera. To do so, the
host should watch other live pro-
gramming, such as home shopping
channels or nationally syndicated
call-in shows, to learn how other
professionals handle call-ins and
on-camera guests.

Telephones

To allow for maximum viewer
participation, sufficient telephone
lines should be available to meet the
demand. In most cases, the cable
company has enough telephone
lines to handle the calls. If not, po-
lice administrators can approach the
local telephone company about the
possibility of having lines donated
on a temporary basis for the tele-
casts.

Screening the Calls

During a telecast, police per-
sonnel should screen incoming calls
before they are forwarded to the on-
air host. In small- to medium-sized
police departments, patrol officers,




perhaps on a volunteer or rotational
basis, can perform this function. In
larger departments, community re-
lations officers assigned to the areas
where the program will air are best
suited for this role.

The officers’ primary objective
in screening the calls is to filter out
troublesome callers. This is not to
say that officers should screen out
callers who question or even oppose
specific departmental practices, but
a live call-in show should not be-
come a forum for malcontented
citizens to bash the police depart-
ment. Officers also can positively
influence the types of questions and
caliber of callers by notifying com-
munity leaders in advance of the
show time, format, and telephone
number.

Specialized Programming

For large jurisdictions served
by multiple cable providers, live
programming raises additional is-
sues. Three cable franchises serve
the greater Philadelphia area. Under
current contract arrangements, one
company provides studio time and
technical support for police depart-
ment programming, and all three air
the programs after taping is com-
pleted. This provides city-wide pen-
etration for the department’s taped
telecasts.

With live, call-in programming,
however, only the area of the city
served by the originating cable
company can receive the broadcast.
In Philadelphia, the police depart-
ment uses the area-specific quality
of cable television to its advantage.
The department is able to match its
live telecasts to the needs of the
viewing community. For example,

the department may use live call-in
programming to address crime pat-
terns in certain neighborhoods or to
show how residents in particular ar-
eas of the city can access new police
services.

Live call-in programs enable
police departments to tailor pro-
gramming for consumers of police
services. The programming is im-
mediate and results-oriented and
provides a viable way for the police
and citizens to engage in instant
problem solving.

Studio Audience

Live call-in shows benefit from
having an audience in the studio
during the broadcast. The size of the
audience will depend on the capac-
ity of the studio. However, a strong
contingent of ranking officers
dressed in the uniform of the day
will add to the credibility of the
show.

The uniformed officers offer
more than just an aesthetic compo-
nent to the program. They assist
the chief in responding to callers’
questions. Responses coming from
the chief and the ranking officers
will send viewers the strong mes-
sage that they have the full attention
of their police department.

Floor Director

Normally, the cable company
will appoint a member of its techni-
cal support staff to act as floor di-
rector for the live call-in show. If
the cable company cannot provide a
floor director, then the police de-
partment should select an officer to
perform the role, preferably one
who has worked in public affairs.

The floor director follows or-
ders transmitted from the director
through an ear piece and gives in-
struction to the show’s host. The
floor director also cues the host re-
garding the identity and location of
callers and which telephone line a
particular caller is on. For example,
a typical cue would be, “Mary from
Smithtown on line one.”

In addition, the floor director
cues the host for any breaks and
informs the host when live broad-
casting resumes. The floor director
also may pass the microphone to
officers in the audience when they
respond to callers’ questions.

The Talk Show

Although viewers find a lot to
criticize about the current state of
television talk shows, the Philadel-
phia Police Department found that
the talk show format can lend
itself to more than just outlandish
revelations and sensationalized soul
baring. The department’s talk show
featured police officials discussing
timely topics that ranged from
community policing to new pro-
grams designed to combat dom-
estic violence to seasonal issues,
such as holiday crime prevention
techniques.

The talk show format is almost
infinitely adaptable, which no
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doubt accounts for its widespread
growth. The Philadelphia Police
Department’s half-hour talk show
included a 6- to 8-minute pre-pro-
duced segment.

Title

The title of a police-oriented
talk show should be simple and set a
professional tone, as well. Accord-
ingly, it should instantly identify
the program as a forum for the seri-
ous discussion of public safety-re-
lated matters. Titles such as “Police
Perspective” or “Cop Talk™ work
well.

Host

Like the host of a live call-
in show, the moderator of a talk
show must have the ability to
project a polished, engaging, and
professional image on camera. Un-
like the host of a call-in show,
however, the talk show host can-
not rely on a stream of callers with
new questions to move the show
forward.

The primary role of the talk
show host is to ask guests questions
and lead the conversation in the di-
rections that interest viewers.
Therefore, the host must be fully
familiar with the subject and pre-
pare extensive notes before each
taping to keep the discussion mean-
ingful and lively.

Guests

The talk show format provides
a police department the opportunity
to introduce a wide variety of de-
partment personnel to the commu-
nity. On any given broadcast, the
guest might be an officer who walks
a neighborhood beat, the supervisor
of a new elder abuse unit, or a
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reserve officer who volunteers at a
district ministation.

Departments also should con-
sider inviting community leaders
from outside the agency to be guests
on the talk show. The department
can schedule certain guests depend-
ing on the time of year (e.g., the
head of the bicycle patrol unit at the
beginning of spring, a theft preven-
tion officer or the security chief of a
local retail mall during the holiday
shopping season) or schedule
guests who correspond to highlights
in the department’s magazine or
community newsletter.

1

Public access
television offers a
practical and effective
means for law
enforcement agencies
to increase interaction
with the community.

Pre-produced Segment

Although pre-produced seg-
ments are not essential to a suc-
cessful talk show, they can help
expand on the topic or highlight the
good work of patrol officers. For
example, a pre-produced segment
may include the profile of an officer
who saved a life using CPR or a
community activist who provides
safe houses for children along their
route to school.

A pre-produced segment
should be between 5 and 10 minutes

in length. The cable company might
assign available staff members to
produce the segment in conjunction
with police personnel. Larger de-
partments might choose to have
their own audiovisual units prepare
the pre-produced segments so that
the department has more control
over the content.

The Fugitive Show

The goal of a fugitive show is to
communicate information regard-
ing criminal fugitives to as large an
audience as possible and thereby in-
crease the chances of apprehending
the subjects. The broadcasts serve
two purposes. First, they alert view-
ers of the fugitives™ possible pres-
ence in the community; second,
they solicit information from view-
ers on the fugitives’ whereabouts.

Given the potential dangers of
eliciting such assistance from com-
munity members, any type of fugi-
tive program should include warn-
ings to the audience not to attempt
to make contact with the subjects
featured. During each telecast of the
Philadelphia Police Department’s
fugitive show, viewers were cau-
tioned at least twice with the fol-
lowing statement:

The fugitives you are about to
see are armed and dangerous.
Do not approach them. Do not
take the law into your own
hands. Instead, call the police
using the numbers listed on
your screen.

Title

The title of a fugitive show
should be catchy and easily iden-
tifiable as a police program. Titles
that evoke familiar phrases, such




as Springfield’s Most Wanted,
work well. Alliteration, as in
Philadelphia’s Fugitive File, also
makes for an effective title.

Preparation

To avoid information overload,
departments should limit the num-
ber of subjects featured on each epi-
sode of a fugitive show. A half-hour
telecast should feature no more than
12 fugitives.

In general, each episode should
highlight fugitives charged with a
variety of offenses, such as theft,
aggravated assault, and fraud. How-
ever, large police departments may
choose to feature periodic special
programs focusing on fugitives
sought by a specific investigative
unit, such as vice, narcotics, or
homicide.

Department personnel should
secure a clear, recent photograph of
each subject. They should use cop-
ies of the investigative report(s) and
the warrant to create interesting nar-
ratives about the fugitives.

The narratives and the script
for the telecast, which includes the
words of the host and camera
directions, should be loaded onto
a computer disk. The disk and
photographs should be delivered to
the cable company studio at least
1 week prior to the scheduled
taping date. This provides the pro-
duction staff the lead time neces-
sary to place the photographs on
video and load the script onto the
TelePrompTer.

The night before taping, offi-
cers should conduct a final Na-
tional Crime Information Center
check and local records check to
ensure that the warrants remain

outstanding. Any subjects who have
been apprehended should be de-
leted from the final taping.

Host

The role of host for a fugitive
show should rotate among different
“camera-friendly” personnel in the
department. Because the individual
will read the narratives while the
subjects’ photographs appear on the
screen, the host should possess a
clear and pleasant speaking voice.

Sgt. Theresa

Phila. PolicelDEp gl

RATING THE IMPACT

Police administrators should
understand that cable operators
probably will not be able to pro-
vide the department with quanti-
fied ratings for its programming.
Therefore, departments that wish
to measure the impact of their
cable programming must devise
their own methods, perhaps by
adapting existing satisfaction sur-
veys or questionnaires, to gauge
viewership.

The Philadelphia Police De-
partment has realized considerable
direct benefit from its cable pro-
gramming. Numerous arrests have
been made as a result of the

fugitive show broadcasts, and the
department’s other programming
has generated positive responses
from the community and cable
providers alike. The cable compa-
nies receive numerous letters and
calls from viewers concerning the
programming.

LEGAL CONSIDERATIONS

Some cable companies might
be reluctant to enter into agree-
ments with law enforcement agen-
cies because public safety-oriented
programming could touch upon
various legal issues. To protect the
cable companies, the Philadelphia
Police Department signs contracts
with each company assuming full
responsibility for the content of the
department’s programming. A po-
lice department’s legal advisor
should work with the cable
company’s legal counsel to write a
contract that protects all parties
involved.

RESOURCES

Public access television offers a
practical and effective means for
law enforcement agencies to in-
crease interaction with the commu-
nity. Despite the widespread im-
pact of such programming, how-
ever, production agreements with
cable companies do not necessarily
require an exorbitant commitment
of resources on the part of police
departments.

When the Philadelphia Police
Department produced three month-
ly shows, six public affairs officers
contributed to the effort on an alter-
nating basis, with the assistance of
personnel from the audiovisual and
other units. The officers performed
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these functions in addition to their
routine duty assignments.

Administrators should not un-
derestimate the level of commit-
ment necessary to produce success-
ful programming. Although cable
companies provide the technical
support, research, writing, and
other pre-production skills are nec-
essary from the police side. For this
reason, departments should con-
sider cultivating and training com-
petent personnel before venturing
into this arena.

CONCLUSION

No one disputes the integral
role that television plays in modern
American culture. Business enter-
prises and advertisers have long
recognized its unparalleled ability
to communicate a message to poten-
tial customers.

In an ever-more visually ori-
ented society, law enforcement
agencies should not overlook tele-
vision as a way to communicate
with their customer base. Cable ac-
cess programming offers an unpar-
alleled outlet for many law enforce-
ment agencies to inform the public
and enhance their presence in the
community. ¢

Endnotes

"In Turner Communications System, Inc., et
al. v. Federal Communication Commission, et
al., decided on March 31, 1997, the U.S.
Supreme Court upheld existing FCC regulations
requiring cable companies to provide free
public-access programming. See 117 S.Ct.
1174.

2 Dave Schwartz, Program Manager for
Greater Media Cable of Philadelphia provided
technical guidance and advice for this article.

* Administrators interested in additional
information about cable programming can
contact the author at the Philadelphia Police
Academy, 8501 State Road, Philadelphia,
Pennsylvania 19136.
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Extending the Mimms Rule
to Include Passengers

By LISA A. REGINI, J.D.

n February 15, 1997, tele-

vision viewers across the

country witnessed a real-
life drama involving two law en-
forcement officers in Wilmington,
Ohio. The camera mounted on the
dashboard of the officers’ patrol car
recorded a shooting incident that
took place during what is perhaps
the most misnamed activity in law
enforcement—the “routine traffic
stop.”

The confrontation began when
the two police officers in a marked
patrol car stopped a vehicle after
noticing that it was being operated
with expired Washington State li-
cense plates. After pulling the ve-
hicle over, one of the officers or-
dered the driver out; the passenger
remained inside the vehicle. Shortly
after the stop was initiated, the
passenger suddenly opened the
passenger’s side door, quickly
lunged from the seat, and began fir-
ing at the officers with a semiauto-
matic weapon. The gunman, by
continuing to fire at the officers,
managed to flee the scene on foot.
During the exchange of gunfire, the
driver was able to get back in the
vehicle and drive away.

What began as a routine traffic
stop involving an expired license
plate quickly evolved into a life-
and-death encounter, all due to the
decision by the passenger to fight.
Fortunately, neither officer was in-
jured during the encounter.

The timing of this shooting in-
cident, while certainly not planned,
proved somewhat ironic. Just 4
days later, the U.S. Supreme Court
issued its written decision in

Maryland v. Wilson." In this case,
the Court again recognized the
danger inherent in routine traffic
stops and ruled that, in order to pro-
tect their safety, law enforcement
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officers who lawfully stop a vehicle
may order all its occupants to exit.

So-called routine traffic stops,
like the one that occurred in
Wilmington, Ohio, take place thou-
sands of times each day in the
United States. Fortunately, not all
traffic stops lead to attempts to in-
flict serious bodily injury or death
on the law enforcement officers
making the stop.

When officers stop a vehicle
they initiate an encounter that is not
only potentially risk-filled in the
sense that the individuals stopped
may turn to violence; the risk also
exists that uninformed officers may
overstep their investigative author-
ity under the Constitution. In as-
sessing the above risks, the Su-
preme Court concluded that it is
appropriate for officers automati-
cally to take certain minimally in-
trusive steps for safety reasons.

In Wilson, the Supreme Court
concluded that a blanket rule al-
lowing police to order occupants
from a lawfully stopped vehicle is

constitutionally permissible. How-
ever, subjecting such occupants to
investigative techniques such as a
frisk for weapons would require
specific factual justification in or-
der to comply with constitutional
requirements.

This article will first revisit the
Supreme Court’s decision in
Mimms v. Pennsylvania,> which
allows officers to order the driver
from a lawfully stopped vehicle. It
will then examine the Supreme
Court’s extension of this authority
to passengers within the vehicle,
decided in Wilson. Finally, the ar-
ticle will briefly address several ad-
ditional constitutional restraints im-
posed if officers desire to intrude
further into the passenger’s per-
sonal liberty during the stop.

MIMMS V. PENNSYLVANIA

In the 1977 case of Mimms, the
U.S. Supreme Court held that the
Fourth Amendment of the U.S.
Constitution allows a law enforce-
ment officer who has made a lawful

Special Agent Regini is a legal
instructor at the FBI Academy.
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...the Supreme Court
concluded that
it is appropriate
for officers
automatically to take
certain minimally
intrusive steps for
safety reasons.

JJ

routine stop of a vehicle for a traffic
offense to order the driver to exit
the vehicle without requiring any
additional factual justification. In
Mimms, the defendant was stopped
for driving with an expired license
plate. The officer then ordered the
defendant to exit the vehicle. The
officer later testified that while he
had no reason to suspect the defen-
dant of foul play other than the mi-
nor traffic violation, he routinely
ordered drivers to exit vehicles fol-
lowing routine traffic stops out of a
concern for his safety.” When
Mimms stepped out of the vehicle,
the officer noticed a bulge in his
jacket, prompting the officer to con-
duct a limited search for weapons
and leading to the discovery of a
handgun. Mimms was subsequently
arrested for carrying a concealed
weapon.

The Supreme Court in Mimms
was asked to rule on the reasonable-
ness of the order to exit the vehicle
since the discovery of the weapon
was the direct result of the officer’s
ordering the passenger out of the
car. Based primarily upon concerns
for officer safety, the Court held
the order reasonable. The Court
reasoned that the “legitimate and
weighty” interest in officer safety
outweighs the “de minimis™ intru-
sion resulting from the request to
get out of the car, and thus, the
officer need not articulate any
particular suspicion to justify this
request.”

LOWER COURTS DIVIDED
REGARDING PASSENGERS
While the Supreme Court’s
decision in Mimms resolved the is-
sue with respect to the driver, lower




courts subsequently disagreed re-
garding officers’ authority to order
passengers to exit vehicles. For ex-
ample, in State v. Landry,’ the
Louisiana Supreme Court overruled
an earlier decision by that same
court and held that an officer who
lawfully stopped a vehicle may or-
der all its occupants to exit the ve-
hicle. In an earlier decision the
court had ruled that the Mimms rule
did not extend to passengers.®

Reaching a different conclusion
than reached in Landry, an Iowa
state court ruled that ordering a pas-
senger to exit a lawfully stopped
vehicle requires officers, at a mini-
mum, to articulate some suspicion
of criminal activity on the part of
the passenger.” In the lowa case, an
officer, upon pulling over a car for
speeding, ordered both the driver
and the passenger from the vehicle.
As the passenger got out of the car,
the officer observed a gun protrud-
ing from his jacket. The officer ar-
rested the passenger. A subsequent
search incident to the arrest led to
the discovery of a controlled sub-
stance. The officer testified that he
often requests all occupants of a ve-
hicle to exit once the vehicle is
stopped in order to protect his
safety. The Iowa Supreme Court
concluded that this order was rea-
sonable with respect to the driver
but, absent some articulable suspi-
cion with respect to the passenger,
it violated the passenger’s Fourth
Amendment right to be free from
unreasonable seizures.®

After declining to resolve this
issue on several prior occasions,’
the U.S. Supreme Court agreed to
consider whether the Mimms rule
extends to passengers. While

Mimms was decided by the Su-
preme Court without considering
any written or oral arguments,'
Wilson was argued not only by the
attorneys representing the defen-
dant and the state of Maryland but
also by the U.S. Attorney General.

1

...the Constitution
does not require that
seizures be based
on probable cause or
reasonable
suspicion, rather, its
only requirement is
reasonableness.

MARYLAND V. WILSON

Facts

In Wilson, a Maryland state
trooper pulled over a vehicle for
speeding. The trooper, out of con-
cern for his safety, directed the de-
fendant, a passenger in the vehicle,
to step outside the car. As the man
exited the car, the trooper observed
a bag of cocaine fall to the ground.
The passenger was arrested for pos-
session of cocaine with intent to dis-
tribute. The defendant’s motion to
suppress the cocaine was granted by
a state circuit court judge based
upon his conclusion that the
trooper’s order to get out of the car
constituted an unreasonable seizure
under the Fourth Amendment. The
Maryland Court of Special Appeals
affirmed the decision to suppress

the evidence, ruling that a law en-
forcement officer’s authority to or-
der a driver to exit a vehicle does
not extend to passengers."

The Supreme Court’s
Holding and Rationale

In reversing the judgment of the
Maryland courts, the Supreme
Court emphasized once again that
“...the touchstone of our analysis
under the Fourth Amendment is al-
ways ‘the reasonableness in all the
circumstances of the particular gov-
ernment invasion of a citizen’s per-
sonal security.” ”'? In other words,
the Constitution does not require
that seizures be based on probable
cause or reasonable suspicion,
rather, its only requirement is rea-
sonableness."” In determining the
reasonableness of the government’s
conduct, the Court balances the
public interest promoted by the
government action against the
“...individual’s right to personal se-
curity free from arbitrary interfer-
ence by law officers.”"*

Applying this balancing test to
the trooper’s order in Wilson, the
Supreme Court concluded that the
public interest at stake—the con-
cern for officer safety—outweighs
the interests on the personal liberty
side of the balance.'” As could be
expected, in reaching this conclu-
sion, the Court relied heavily on
Mimms. The Court again recog-
nized the inherently dangerous na-
ture of the traffic stop, citing statis-
tics showing that in 1994, the year
in which this incident occurred,
5,762 officers were assaulted and
11 killed during traffic pursuits and
stops.'® On the personal liberty side,
the Court in Wilson acknowledged
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that there is somewhat of a stronger
argument with respect to the pas-
senger who, at the time the stop is
made, has not engaged in any
wrongdoing. At least in Mimms, the
driver committed a vehicular of-
fense, albeit minor."” Nonetheless,
the Court concluded that this did
not cause the balance to shift in fa-
vor of the passenger since, as a
practical matter, the passenger is al-
ready detained by virtue of the traf-
fic stop and an order to get out of a
vehicle is only minimally intrusive.

The addition of another occu-
pant in the vehicle may also in-
crease the danger to the officer. A
decision by a driver and/or passen-
ger to fight versus submit to author-
ity may be influenced by whether
the officer is outnumbered. This in-
ference is supported by statistics re-
lating to the number of officers
killed during traffic stops and pur-
suits. Between 1985 and 1994, 9
officers were killed in “two-officer”
vehicles while 65 officers riding
in “one-officer” vehicles were
killed."® As stated by the Court,
“...danger to an officer from a traf-
fic stop is likely to be even greater
when there are passengers in addi-
tion to the driver in the stopped
car.”"

DETENTION OF THE
PASSENGER AT THE SCENE

The Court in Wilson expressly
refused to answer the question of
whether an officer could direct the
passenger—once ordered out of the
vehicle—to remain at the scene for
the duration of the routine traffic
stop. The state court expressed dis-
approval of such an order, stating,
*“...the passenger is subjected to no
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mandatory detention whatsoever...
[and] is presumptively free to aban-
don the driver to the clutches of the
law and to hail a cab.”

Arguably, the same rationale
justifying the order to get out of the
vehicle would also support a re-
quest by the officer for the passen-
ger to remain at the scene for the
limited amount of time it takes to

...the Fourth
Amendment
requirement that the
officer act reasonably
during the duration of
the seizure will
continue to provide
safeguards against
unreasonable police
conduct.

complete a stop. The Federal Gov-
ernment expressed this point of
view in its written brief in the
Wilson case:

The same concerns that justify
allowing an officer to order a
passenger to get out of a
stopped vehicle...should also
afford the officer the discre-
tion to direct the passenger to
remain within the car or on the
scene during the stop without a
showing of particularized
suspicion.”!
Allowing a passenger to simply
walk away from the scene may in-
crease the risk to the officer as the

passenger would be out of sight and
the officer would have relinquished
control over the individual. This
added risk when balanced against
the minimally intrusive nature of
the request would arguably render a
request to remain at the scene rea-
sonable under the Fourth Amend-
ment without requiring the officer
to articulate any particularized sus-
picion. Requiring the officer to ar-
ticulate such facts might divert the
officer’s attention from the driver to
the passenger, thereby increasing
the danger to the officer. As ex-
plained by lawyers representing the
state of Maryland:

During the brief time it takes
to complete a traffic stop, the
officer should be permitted to
take limited measures to
control the movement of all
occupants for the sole purpose
of ensuring the officer’s
safety.?

Furthermore, such stops often
occur in areas where the passenger
would not be permitted to simply
walk away, such as along interstate
highways with absolute restrictions
on pedestrian traffic.

FRISKS OR
PROLONGED DETENTIONS

Require Additional
Justification

Further intrusion into the per-
sonal liberty of the passenger, such
as a prolonged detention or a lim-
ited search for the purpose of de-
tecting the presence of weapons,
would require more justification
than the mere occurrence of a law-
ful traffic stop. To conduct such ad-
ditional investigation, officers must




be prepared to articulate additional
factual justification for their actions
in order for the actions to comport
with the reasonableness require-
ment of the Fourth Amendment.** A
prolonged detention of the passen-
ger would require the officer to ar-
ticulate facts supporting a reason-
able suspicion of criminal activity
on the part of the passenger and
must be reasonable in scope.* Fur-
thermore, a frisk by the officer for
the purpose of detecting weapons
must be based on a reason-

safeguards against unreasonable
police conduct.

CONCLUSION

In Maryland v. Wilson, the
U.S. Supreme Court gave law en-
forcement officers the automatic
authority to order all occupants
from a lawfully stopped vehicle. In
doing so, it concluded that such a
slight restraint on an individual’s
freedom of movement is permis-
sible under the Constitution when

vehicle that has been lawfully
stopped. +
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Law enforcement officers of other than
federal jurisdiction who are interested
in this article should consult their legal
aavisors. Some police procedures
ruled permissible under federal
constitutional law are of questionable
legality under state law or are not
permitted at all.
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Law enforcement officers are challenged daily in the performance of their duties; they face each
challenge freely and unselfishly while answering the call to duty. In certain instances, their actions
warrant special attention from their respective departments. The Bulletin also wants to recognize
their exemplary service to the law enforcement profession.
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Waiting at a traffic
light while en route to
work in the early
morning hours, Ser-
geant Robert Shearer
of the Harrisburg,
Pennsylvania, Bureau
of Police observed two
naked men running
through the snow-
covered street, with
one man attempting to assault the other.
Sergeant Shearer pulled his personal vehicle
onto an adjoining street and, opening his
civilian overcoat to reveal his uniform and
badge, identified himself as a police officer.
The assailant, who had caught the other man
and began stabbing him frantically with a
large kitchen knife, ignored Sergeant
Shearer’s repeated commands to drop the
knife. Hoping to avoid the use of deadly
force, Sergeant Shearer rushed the assailant
and knocked him off the critically injured
victim. Instead of discontinuing his attack,
however, the assailant raised the knife and
began advancing toward the victim again.
Sergeant Shearer fired one shot, which struck
the 6’8", 260-pound assailant but failed to
slow his advance. He fired two more shots,
which finally stopped the man, who subse-
quently died in the emergency room of a
local hospital. Though critically wounded,
the victim, who had come to the aid of his
wife and child when the assailant attacked
the woman as she prepared to leave for work,
made a full recovery.

Sergeant Shearer

While on patrol,
Officer William
Wallace of the
Oceanside, California,
Police Department
attempted to stop a
suspected stolen vehicle.
The driver failed to
yield and lost control of
the vehicle, which
careened over an
embankment, plunged into a drainage ditch 80
feet below, and burst into flames. Two occu-
pants were ejected from the vehicle, but the
driver was able to exit on his own. As Officer
Wallace attempted to traverse the steep em-
bankment to determine if anyone needed
assistance, he fell and seriously injured his left
shoulder. Still, he continued down the hill and
found a semiconscious female inside the
burning vehicle. Despite the pain of his injury,
Officer Wallace pulled the young woman out of
the car through a broken window, just moments
before flames fully engulfed the vehicle. He
dragged the woman to the safety of a clearing
using his right arm and then called for the
assistance of a responding officer to help carry
the victim up the embankment.

Officer Wallace
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Patch Call

The Borough of Riverdale, New Jersey,
Police Department patch features a water mill.
At one time, the Borough of Riverdale had three
working water mills. One of those water mills,
built in 1724, remains today.

The patch of the Vermont State Police,
adopted in 1947, depicts pine trees and the g
mountain peaks, Camel’s Hump and Mount
Mansfield. Sheaves of grain and a grazing cow
represent Vermont’s agricultural and dairy
industries. The deer’s head at the top of the
patch represents the state’s abundant wildlife.




