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Virtual Learning 
Distance Education for Law Enforcement 
By KIM WAGGONER and TOM CHRISTENBERRY, M.S. 

I 
magine a police department's 
roll-call room at noon, where 
30 homicide detectives have 

gathered for in-service training on 
crime scene evidence. As the detec­
tives watch, a leading forensic sci­
entist at a university 200 miles away 
discusses the details of a recently 
co clud d der invesugation. 

A detective in the back of the 
room with a puzzled expression 
raises her hand. The detective ' s im­
age fills the screen of a monitor at 
the front of the room as she asks 
about a blood stain found at the 
crime cene. A photograph of the 

stain now appears on the screen as 
the scientist answers the detective ' s 
question. Thanks to a videoconfer­
encing system, the police detectives 
and the forensic expert are having a 
live, two-way training session de­
spite the many miles that separate 
them. 

Also called video teleconfer­
encing, this technology is merely 
one aspect of an educational con­
cept being implemented all over the 
world. Known as distance educa­
tion, or distance learning, 1 it is the 
delivery of education or training, 
through a variety of means, to 

students separated from instructors 
and possibly from one another. For 
law enforcement agencies working 
with limited budgets , distance 
learning repre ents a cost-effective 
way to provide the training that 
their employee might not r . 
otherwise. Moreover, the technol­
ogy that some programs use enables 
organizations to conduct long-dis­
tance meetings and seminars and 
tap a vast pool of expert resources. 

This article explains the con­
cept of distance education and fea­
tures a number ofagencies that have 
implemented successful distance 
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education initiatives. It also pre-
sents guidelines that can help other 
law enforcement agencies start their 
own programs. 

WHAT IS  
DISTANCE EDUCATION?  

Technology  has  changed  the 
way people accomplish tasks  in  ev-
ery area oftheir lives, and education 
is no exception. At one time, corre-
spondence  courses  provided  the 
primary means for students to  learn 
at  a distance.  Today,  distance  edu-
cation can be as  simple as a  lecture 
prerecorded on an audio­ or video-
tape  or  as  complex  as  two­way, 
real­time audio­ and  video  interac-
tion  using  videoconferencing 
equipment. These techniques repre-
sent the  limits  of a  broad  spectrum 
that  encompasses  the  two  general 
categories  of  distance  education: 
asynchronous and synchronous.2 

Asynchronous 
Distance Education 

Students  who  view  lectures 
from prerecorded videotapes can do 
so from  the comfort of their homes, 

Special Agent Christenberry 

serves as an instructor at the FBI 

Academy and a program manager 

for the FBI Training Network. 

with  no  interaction  with  the  in-
structor or one another. This type of 
learning,  which  is  known  as  asyn-
chronous, does not require simulta-
neous participation. 

Audio­ and  videotapes  repre-
sent  simple  and  affordable  options 
for  asynchronous  education.  More 
technologically advanced means in-
clude  electronic  mail  and  the 
Internet­based World Wide Web. 

Because  asynchronous  meth-
ods  involve  no  real­time  interac-
tion, they provide a flexible, conve-
nient way of learning. Students who 
need  the  structure  and personal  in-
teraction  found  in  the  traditional 
classroom,  however,  might  prefer 
the  interactivity  provided  by  syn-
chronous  instruction. 

Synchronous 
Distance Education 

As  its  name  implies,  synchro-
nous  distance  education  requires 
the  simultaneous  participation  of 
students and  instructors. As such, it 
occurs  in  real  time  and,  depending 
on  the  technology  used,  can  pro-
vide  two­way  audio  and  video. 

Satellite  tralOlOg,  for  example, 
involves  two­way  audio  but  only 
one­way  video.  Specifically,  stu-
dents  can  see and  hear  the  instruc-
tors but must ask questions or make 
comments  using  methods  that,  at 
the most, transmit their voices only. 
At  the  other  end  of the  spectrum, 
certain  types  of videoconferencing 
allow  participants  both  to  see  and 
hear one another. 

WHO IS USING 
DISTANCE EDUCATION? 

Whichever  delivery  method 
they choose, law enforcement agen-
cies  around  the  country  are  using 
distance  education.  Administrators 
can  use  these  examples  to  design 
similar programs or take advantage 
of  the  distance  education  courses 
the following organizations provide 
to  members  of the  criminal  justice 
community. 

The Law Enforcement 
Training Network 

Like  a  cable  network  for  law 
enforcement officers,  the  Law  En-
forcement  Training  Network 
(LETN) provides subscribers with a 
variety of training  and educational 
programs for a monthly fee.  View-
ers can tune in to both live and pre-
recorded  programs  on  a  variety  of 
law enforcement topics. 

LETN's  satellite  feed  makes 
live  programming  possible,  and 
shows  come  from  such  sources 
as  the  International  Association  of 
Chiefs  of  Police,  the  National 
Sheriffs '  Association, and  the FBI. 
Once  recorded ,  these  programs 
are  broadcast  numerous  times 
during  the  course  of  a  month. 
LETN's  regular  programs  include 
Roll  Call,  10  minutes  of  daily 
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training; Command Center, 15 min­
utes of news, new-product informa­
tion, and videos from law enforce­
ment agencies in action; and LETN 
News, featuring law enforcement 
headline news. 

LETN's Training On Demand 
(TOD) series provides training and 
testing in a video format. Law en­
forcement agencies can watch TOD 
Monday through Thursday, or they 
can order the videotapes and use 
them at their own convenience. 
Many TOD programs evaluate stu­
dents' knowledge with pre- and 
posttests and can earn students 
continuing education units with the 
Southern Police Institute at the Uni­
versity of Louisville or Pennsylva­
nia State University. 

Combining curriculum-based 
training with technology, LETN de­
veloped the Specialized Training 
Testing and Recordkeeping System 
(STTAR). STTAR comes with a 
desktop computer system that al­
lows students to view live LETN 
satellite broadcasts. A VCR hookup 
makes it possible to record live pro­
grams or watch prerecorded tapes. 
Students can take pre- and post­
tests on the computer and send them 
electronically to LETN for grading. 
The system's touch screen and 
voice instructions make computer 
literacy unnecessary. The STT AR 
program also serves as a paperless 
database, giving departments an 
easy and efficient way to track their 
in-service training. 

Christopher Newport University 

Recognizing the need to reach 
students who may fmd it difficult 
to attend on-campus classes, institu­
tions of higher learning have been 
at the forefront of the distance 

education movement. Christopher 
ewport University (CNU) in 
ewport News, Virginia, offers 

an online bachelor of science de­
gree in governmental administra­
tion with a choice of four concentra­
tions, including criminal justice 
administration. 

Dubbed CNU ONLINE, this 
asynchronous program allows stu­
dents to access their classes via the 

The cornerstone of" any law enforcement 
organization is its 

ability to educate and 
train its personnel. 

" Internet, download assignments to 
be completed offline, then reenter 
the system to turn in their work. To 
do this, students post completed 
assignments to an electronic mail­
ing list, where the entire class can 
read them and make comments. 
The class uses the list to discuss 
other issues, as well. A chat-room 
function allows students to com­
municate with one another in real 
time. Professors usually use this 
capability to hold online office 
hours for student questions and 
concerns. 

The Mid-Atlantic 
Police Supervisory Institute 

Oftentimes, police officers who 
gain promotions into management 
find they are not quite sure how to 
supervise their former peers. Un­
fortunately , few resources exist to 

provide this type of training, and 
worse, the combined toll of work 
and personal obligations make out­
side education nearly impossible. 

Recognizing this dilemma, fac­
ulty members from Christopher 
Newport University, the chiefs of 
several southeastern Virginia police 
departments, and other law enforce­
ment executives founded the Mid­
Atlantic Police Supervisory Insti­
tute (MAPSI). Conducted almost 
completely online, MAPSI courses 
give first-line supervisors a conve­
nient way to learn supervisory, ad­
ministrative, and ethical skills and 
earn college credit without missing 
valuable time from work. 

Local students visit the campus 
to attend four Saturday workshops. 
At these seminars, guest speakers 
cover such topics as emergency pre­
paredness, community-based poli­
cing, and employee discipline, as 
well as other personnel issues. Stu­
dents who cannot travel to campus 
can view the program on videotape 
and e-mail the speaker later with 
questions or comments. In the fu­
ture, the university plans to install 
videoconferencing equipment, 
which will allow officers from re­
mote locations to view the work­
shops live. 

The Online Police Academy 

In today's complex policing en­
vironment, administrators may fmd 
it difficult to meet the training 
need of th . officers 'ith only 

limited number of qualified instruc­
tors. The Online Police Academy 
(OPA) of the Millersville Univer­
sity ofPennsylvania was born of the 
frustration some police trainers felt 
over this dilemma. With its World 
Wide Web-based delivery system, 
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OP A links students and instructors 
from all over the world. 

Both police officers and other 
interested students with a personal 
computer, a modem, and Internet 
access can attend OP A and earn 
continuing education units for 
course offerings, which include In­
troduction to Law Enforcement and 
Media Relations for Law Enforce­
ment. After registering and obtain­
ing a password, students access 
OPA's Web page, download course 
assignments, complete them, and 
send them to the instructor by mo­
dem. Discussions can take place in 
groups via an online conference or 
one-on-one using e-mail. 

The FBI 
Training Network 

Formerly the Law Enforcement 
Satellite Training Network, the FBI 
Training Network (FBITN) incor­
porates distance education into 
three of its programs. First, 
FBITN's "Viewpoints from the FBI 
Academy" series highlights the ex­
pertise ofFBI Academy instructors. 
The show airs regularly on LETN, 
and tapes of prior broadcasts are 
available. 

Second, FBITN uses satellite 
technology to present teleconfer­
ences on a variety of criminal jus­
tice topics. Programs feature a 
panel of experts from different law 
enforcement agencies and weave 
graphics and video clips into the 
discussion fonnat. During each live 
broadcast, viewers can call or fax 
with questions or comments. 

Viewers can tape the broad­
casts themselves or purchase tapes 
through FBITN. Previously aired 
programs have included "Child 
Abuse and Exploitation," "Training 

and Technology," and "Cargo 
Theft." 

The third component of 
FBITN's distance learning initia­
tive is a pilot project that will en­
hance the FBI's ability to train its 
own personnel and members of the 
law enforcement community as 
well. To date, several FBI field of­
fices, FBI Headquarters, and the 
FBI Academy have installed video 
teleconferencing equipment that al­
lows them to transmit two-way au­
dio and video in real time. 

Equipped with a multipoint 
control unit (MCU), the FBI's sys­
tem permits conferences among 
several sites at once. At the host 

... the success of"distance learning 
initiatives often 

hinges on the people 
involved in their 
implementation. 

site, four preset controls vary what " 
participants view. One focuses the 
host-site camera, another directs the 
remote-site cameras, a third broad­
casts any visual aids incorporated 
into the program, and a fourth al­
lows the use of a VCR or computer. 
The system's "picture within a pic­
ture" feature broadcasts multiple 
views simultaneously, with the 27­
inch monitor providing ample view­
ing space. A device known as a 
coder/decoder or, more commonly, 
CODEC converts the audio and 
video signals into data that can be 

transferred over specially designed 
phone lines. 

Earlier this year, an instructor 
from the FBI Academy formally 
christened the new equipment dur­
ing a long-distance training session 
with supervisors from New York, 
Washington, Louisville, and Tampa 
field offices. The interactive multi­
media presentation served as a 
primer for conducting efficient and 
effective meetings. 

In the future, the FBI's video­
conferencing system will enable 
FBI personnel not only to receive 
the education and training they need 
but also to conduct meetings, dis­
cuss ongoing cases, handle crisis 
situations, and the like. Encryption 
software can overcome security 
concerns, allowing participants to 
discuss even sensitive matters . 

Law Enforcement OnLine 

The FBI's commitment to pro­
viding law enforcement with state­
of-the-art training and education 
continues with the establishment of 
Law Enforcement OnLine (LEO). 
This new computer network, spon­
sored jointly by the FBI and Louisi­
ana State University, provides a 
cost-free means for law enforce­
ment officers to conduct research, 
communicate with peers, and, ulti­
mately, take courses online. 

Users need nothing more than a 
personal computer and a modem to 
access LEO's many features , which 
include 

• Custom Web-type pages that 
present general law enforce­
ment information using text, 
graphics, audio, and video 

• Areas reserved for members of 
special law enforcement 
groups, such as the National 
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Where To Go for Help 

United States Distance Learning Association American Society of Law Enforcement 

800-275-5162 or 510-606-5160 Trainers 

On the Internet: http://www.usdla.org 302-645-4080, 
102414.2150@compuserve.com 

Federal Government Distance Learning 
Association International Association of Directors 

On the Internet: http://www.fgdla.com of Law Enforcement Standards and 
Training 

The Distance Learning Resource Network On the Internet: http://www.iadlest.org 
800-662-4160 

On the Internet: http ://fwl.org/edtech/dlrn.html 

Association of Technical 
Investigators and the ational 
Executive Institute 

• Bulletin boards, maintained by 
both general and specialized 
law enforcement groups, 

which allow users to download 
information for themselves and 
post messages for others 

• E-mail for secure, one-on-one 

communication between LEO 
members 

• A library of law enforcement­

related articles written by 
leading experts. 

Although the exchange of in­
formation afforded by communica­

tion systems such as LEO techni­
cally qualifies as distance learning, 
the true distance learning compo­
nent of LEO will allow members to 
take classes online. FBI ational 
Academ student most lik ly will 

represent LEO' s first class. 

Southern Illinois 
Forensics Science Centre 

When the state of Illinois hired 
85 forensic scientists for its 8 
regional laboratories, someone had 

to train them. Nonnally, new hires 
travel to the Forensics Science Cen­

tre for training. Unfortunately, the 
size of the training facility and its 

staffcompared to the number ofstu­
dents made the centre a less-than­
ideal site. For state administrators, 
the time seemed perfect to institute 

a distance education program, and 
they selected videoconferencing as 
the way to do it. 

Ata cost ofabout 25,000 each, 
the state ' s eight regional laborato­
ries feature complete systems with 
conferencing software and CODEC 
equipment. Each site also has two 

27-inch monitors, a camera that fo­
cuses on the audience, and a docu­
ment camera. The centre's up­

graded system has two 31-inch 
monitors, as well a a tracker cam­
era that follows instructors as they 
move about the classroom. 

Th cent ' in estm ot h s 
yielded substantial dividends. With 

its videoconferencing network in 
place, the centre took recent college 
graduates with little or no work 
experience who were separated in 
some cases by hundreds of miles 
and turned them into forensic 

scientists. In addition to providing 
training to new recruits, the centre 

uses its videoconferencing equip­
ment to conduct meetings and in­
services and even has held a remote 

deposition . 

HOW CAN AGENCIES 
SELECT THE RIGHT 
SYSTEM? 

Some readers already may have 
decided the distance learning pro­

gram they want to implement. Oth­
ers may have thrown up their hands 
in frustration and confusion. Given 
the vast array of options available 

now, in addition to the rate at which 
new technology develops, how can 

administrators choose the best op­
tion for their agencies? 

By Getting Help 

Administrators should seek as­
istanc b for th ~ bli~h di ­

tance learning programs. Organiza­
tions that have implemented similar 

programs can offer guidance. In 
many areas , schools, libraries, 
cable companies, and correctional 
facilities offer distance education. 

Professional associations, such as 
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Program Contacts 

F or more information on the programs  
featured in this article contact the refer- 

ences  listed below.  

LETN  

Glenn Dreyfuss, program manager,  
972­417­4343  

-
Christopher Newport University and MAPSI 

Professor Tom Dempsey, 804­594­7097, 
- tdempsey@cnu.edu 

Online Police Academy  

Jacob Haber, 302­654­9091 ,  
jacob.haber@dol.net or  
104706.3627@compuserve.com  

1 

FBITN 

SSA Tom Christenberry, program man-
ager, 800­862­7577, tc6v@virginia.edu 
or biograph@ix.netcom.com 

Law Enforcement OnLine 

Contact the police training coordinator 
at the  local FBI field office for more 
information 

Southern Illinois 
Forensics Science Centre 

Robert Gonsowski, laboratory director, 
618­457­6714 

1 1 L 
I 

the  United  States  Distance  Learn-
ing  Association  and  the  Federal 
Government  Distance  Learning 
Association, can  provide  assistance. 
Commercial  vendors  can  help,  but 
in  their  zeal  to  promote  their  own 
equipment,  they  might  not  be  the 
best source for objective advice. 

The  best source of information 
may  be  an  instructional  designer. 
This  person  does  not  have  to  be  a 
professional  who  earns  a  living 
designing  courses.  A  graduate  stu-
dent  from  the  local  university 
might  have  just  as  much  know-
ledge  and  might  work  for  the 
experience  alone.  By  getting  this 
much­needed  help,  administrators 
take  the  first  step  toward  imple-
menting successful programs. 

By Conducting  a 
Needs Assessment 

First  and  foremost ,  instruc-
tional  designers  conduct  needs 

assessments.  Simply  put,  they  de-
termine  what  kind  of system  will 
best meet their client's needs. To do 
this,  they  ask  such  questions  as: 
What purpose will  the training/edu-
cation serve? What kind of courses 
will the agency present? What audi-
ence  will  it  target?  Is  real­time  in-

struction  important,  or  should  user 
convenience prevail? What level of 
interactivity  should  exist  between 
instructors  and  students?  How 
much  money does  the agency have 
to  spend on the program? 

With  the  answers  to  these  and 
other  questions,  instructional  de-
signers  can  find  a  technology  that 
most closely  matches  the  agency 's 
criteria.  Satellite  training,  for  ex-
ample,  can  provide  training  for 
large groups of people at one time. 
However,  the  technology 'S  one-
way  video  limits  interaction  be-
tween  instructors  and  students.  In 
addition,  to  receive  live  satellite 

programs, agencies must buy a dish; 
a KU­band dish (the most common) 
costs  around  $10,000.  Additional 
costs apply for agencies that initiate 
the training from their own sites. 

Computer­based  videocon-
ferencing  represents  another  op-
tion.  Each  training/learning  site 
must have a high­end computer and 
special  conferencing  software,  in 
addition  to  lines  to  transmit  data. 
The quality of the  transmission de-
pends on  these  lines  and  is  propor-
tional  to  installation  and  monthly 
fees. 

Yet,  even  the  most  expensive 
lines  cannot keep pace with  fast  or 
extensive  action.  As  a  result,  a  de-
partment planning to use its system 
to  train  officers  on  defensive  tac-
tics,  for  example,  probably  should 
choose  another  method.  And,  al-
though  it  is  difficult  to  train  large 
groups  using  this  technology,  for 
long­distance  meetings  and  other 
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events involving smaller numbers 

of people, video teleconferencing 
works well. 

HOW CAN AGENCIES 
AFFORD TIDS NEW 
TECHNOLOGY? 

Satellite training and videocon­

ferencing represent two delivery 
methods that can prove expensive 
for law enforcement agencies. For­
tunately, other means that cost less 

may meet the agency's needs in­
stead. For example, using a per­

sonal computer with a modem and 
Internet connection, the right soft­

ware (available free from Cornell 
University3), and a camera that 

costs around $100, small groups can 

meet for training or discussion. Au­
dio conferencing connects partici­
pants via the telephone. And, a 
number of training programs come 

on videocassette. 
Whatever the cost, agencies can 

find ways to pay for distance 
learning programs. The Kansas 

Law Enforcement Training Center" 
defrayed 75 percent of the cost of 
its videoconferencing training pro­
gram through a grant from the 

U.S. Department of Justice's Bu­
reau of Justice Assistance. The rest 
of the money comes from law en­

forcement agencies that receive the 
training. 

Community policing has shown 
police departments that they can­
not fight crime alone; training 

should be a collaborative effort, as 
w 11. P rtnerships itt wmmun­
ity residents and business leaders 
can secure needed equipment and 
funding. 

When the Los Angeles Police 

Department needed computers, 
Los Angeles businesses made sure 

they got them. 5 And, when the 
Farmington Hills, Michigan, police 
and fire departments needed new 

equipment, city residents voted to 

increase property taxes to pay for 
it. 6 In addition, by banding to­
gether, agencies not only can pool 

resources, but they also can in­
crease their bargaining power with 

vendors. 
In short, the money to pay for 

distance learning exists; agencies 
merely need to use creative ap­

proaches to obtain it. As one expert 
said, '''It's not in the budget' is the 
anthem of the unimaginative."7 

... the money to pay " for distance learning 
exists; agencies 

merely need to use 
creative approaches 

to obtain it. 

NOW THAT THE " 
EQUIPMENT IS IN PLACE 

A few decades ago, many 

people feared they would lose their 
jobs to computers. Instead, the job 
market has exploded; even the most 
sophisticated technology needs 

people to make it work. Likewise, 
the success of distance learning ini­

tiatives often hinges on the people 
involved in their implementation. 
First, proper planning and fore­
thought are needed to create 
classes and events that will involve 

participants and hold their interest 
even after the "wow factor" wears 
off. This means moving from the 

traditional lecture format and in­

corporating dynamic, multimedia 

presentations. 
ext, students need to learn 

how to learn in this manner. They 

may find being on camera discon­
certing or the time-delay inherent in 
some systems a hindrance.s To help 

overcome these obstacles and to 
help lead the discussion and involve 
participants, trained facilitators 

must be present at each site. 
Instructors at the Southern Illi­

nois Forensics Science Centre dis­
covered that site facilitators played 
a critical role in their students' suc­

cess. Facilitators who made sure 
students understood the material 

had more students pass. 
Finally, all instructors must be 

trained in the theory and practice of 
using technology as a teaching aid. 
In short, "technology without sound 
instructional integrity will fail."9 

CONCLUSION 

The cornerstone of any law en­

forcement organization is its ability 
to educate and train its personnel. 
Yet, this decade's belt-tightening 
has left most agencies unable to 
bridge the gaps that exist in their 

employees ' knowledge, as well as 
the physical distance between em­

ployees and the training sites avail­

able to them. 
Moreover, some criminals con­

tinue to take technological leaps 
ahead of the officers tasked with 
pur li g th m. n b r of iaw 
enforcement administrators still de­

bate the merits of installing comput­
ers in their departments or estab­
lishing a presence on the Internet. 
Many will continue to vacillate 
even as defendants walk away un­
punished or their departments lose 
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costly lawsuits because they failed 
to train their officers. Rather than 
wonder whether they can afford to 
implement distance training in their 
departments, law enforcement ad­
ministrators should ask themselves 
if they can afford not to... 

Endnotes 

I Although this article uses the tenns 
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Caller ID 
Maintaining Investigative Security 
By DAVID P. WILLIAMS 

T 
he telephone has become 
such a staple of modem life 
that few people give it a 

second thought. When callers pick 
up the receiver, it is doubtful they 

consider the millions of signals be­
ing routed throu h 'i c . • g s a­

tions that their call is about to join. 
They just know that when they want 
to check in with a family member 

across town or a business associate 
across an ocean, they only need to 
pick up the telephone. Even when 

power goes out in a community, the 
telephones generally continue to 

work. So, it might be easy to take 
this workhorse of the information 
age for granted. 

However, advances in tele­
11 ~ervice options--most nota­

bly caller identification services-­

require that law enforcement 
agencies take a close look at how 
they use the telephone. The growing 
prevalence of caller identification 
services (generally referred to as 

caller ID) dictates that investigators 
take special precautions, especially 
during undercover operations. 

Caller ID: Help or Hindrance 

As its name impli s th c 1\e 
10 device displays the originating 

telephone number of an incoming 
call, allowing the recipient to know, 
before answering the call, the num­
ber of the party calling. 

For law enforcement, caller 
ID has proven to be a valuable 
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intelligence tool. When investiga­
tors install a court-authorized wire­
tap or dialed number recorder on a 
telephone line, for instance, they 
also generally request caller ID. 
With caller ID on the line, investi­
gators not only know whom the tar­
geted subject calls but also who 
calls the subject. 

Investigators also can include a 
suspect's caller ID device on a 
search warrant request. A properly 
worded search warrant allows in­
vestigators to seize the caller ID box 
and thus obtain an accurate record 
of the last 25 to 100 calls received 
by the subject. 

Nevertheless, despite its ben­
efits, caller ID poses some poten­
tially serious problems for the po­
lice. Critics claim that it invades 
citizens' privacy. There are also 
concerns that caller ID may reduce 
the number of calls to police crime 
tip lines, crisis centers, and suicide 
and abuse hotlines. 

For law enforcement agencies, 
concerns primarily revolve around 

the effects caller ID and related ser­
vices have on undercover opera­
tions. By understanding the nmc­
tions of these services, however, 
investigators can develop strategies 
to maintain telephone security dur­
ing investigations. 

THE MECHANICS 
OFCALLERID 

Caller ID comes in two fonns. 
Basic caller ID (sometimes referred 
to as single message) represents the 
first generation of caller identifica­
tion services, widely available since 
the early 1980s. During the last sev­
eral years, telephone companies 
have been converting to enhanced 
caller ID (also known as deluxe or 
multimessage). 

The primary difference be­
tween the two systems is the 
amount of information provided 
about the originating telephone call. 
While basic service provides only 
the caller's telephone number and 
the date and time of the call, 
enhanced service supplies this 

...investigators " should assume 
every subject can 

identify them 
when they call. 

" 
Mr. Williams serves with the Electronic Surveillance Unit, 

Office of Investigations, at the U.S. Customs Service 

headquarters in Woodbridge, Virginia. 

infonnation, as well as the name 
and in some cases, the address of 
the caller. 

Regardless of which fonn of 
caller ID serves a particular local­
ity, the mechanics of its operation 
remain the same. The local tele­
phone company attaches caller ID 
at its central office after the origi­
nating call has been placed. This 
makes it nearly impossible for the 
caller to trick or defeat the system. 

Once the caller ID codes have 
been attached, the caller's identify­
ing infonnation is routed on the line 
with the call itself to the destination 
telephone. Caller ID information 
reaches the receiving telephone be­
tween the first and second rings. If a 
call is answered before or during 
caller ID delivery, the answering 
party will not receive the data. 

CALL BLOCKING 

If a caller has installed call 
blocking-an optional service to 
prevent transmission of the origi­
nating telephone number and other 
identifying information-this re­
quest is attached at the central tele­
phone office after the commands 
for caller ID have been attached. 
When the call reaches the central 
office for the area serving the desti­
nation telephone, the office handles 
caller ID according to local pro­
gramming. If the party at the desti­
nation telephone has paid for caller 
ID services, identifying infonnation 
from the originating call will be 
sent. 

If a call blocking command has 
been attached by the party making 
the call, the call will go through 
but the identifying infonnation will 
not be relayed. Instead, a message 



indicating that all identifying 

information has been blocked will 

accompany the call. Generally, the 

word "private" or some variation 

appears on the caller ID screen, no­

tifying the recipient that the caller 

has concealed the originating tele­

phone number. 

A V AILABILITY 

Newly relaxed regulations and 

advances in technology soon will 

make caller ID and related services 

available on a much larger scale. 

Until recently, regional telephone 

companies dictated local service 

availability . Often , parties with 

caller ID would receive an "out of 

area" message, indicating that an 

incoming call was being placed 

from a locality that did not relay 

caller identification information. 

In December 1995, the Federal 

Communications Commission al­

lowed caller ID services to be re­

layed nationwide. As telephone 

companies gradually expand ser­

vice availability, caller ID will be­

come a truly national system. Al­

ready, there are indications that 

caller ID will be offered on a world­

wide basis in the not-too-distant 

future. 

Rapidly advancing technology 

also has enabled carriers to offer 

caller ID services on calls originat­

ing from sources that were once im­

mune, including cellular and pay 

telephones. As with calls from lo­

calities that do not pass caller ID, 

calls from these types of telephones 

pTe iou ly would relay an "out of 

area" message. Now, calls placed 

from cellular or pay telephones, as 

well as long-distance calls paid for 

via credit or phone cards, may 

provide identifying information to 

the party being called. 

In fact, some firms that spe­

cialize in emerging technologies 

heavily promote their caller identi­

fication capabilities . The newest 

competition to cellular service, per­

sonal communications systems 

(PCS), pass identifying information 

in both directions. A screen on the 

Evolving caller ID " 
services 

represent a 
potentially 

serious threat to 
undercover 

operations .... 

"  handset lets users know the origi­

nating telephone number of the 

party calling them. Likewise, call­

ers using PCS will pass on their 

identifying infonnation to anyone 

with a PCS unit or caller ID. PCS 

users do not need to activate caller 

ID service separately; the caller 

identification features are included 

in the basic service contract. 

With expanding caller identifi­

cation services, law enforcement 

agencies should study the various 

methods available to respond to the 

threats posed tD 1 ere er inv ti­

gations. Because no single antidote 

exists for every situation, investiga­

tors should be aware of the broad 

range of possible countermeasures 

to caller ID. 

COUNTERMEASURES 
TOCALLERID 

Given the dramatic growth of 

caller ID and the impracticality of 

determining whether an individual 

has this service option before a call 

is placed, investigators should as­

sume every subject can identify 

them when they call. Although 

caller ID cannot be defeated after a 

call is placed, investigators can 

minimize its effects. 

Call Blocking 

While placing call blocking on 

the originating telephone line may 

be the most obvious countennea­

sure, certain features of this service 

make it less than practical for un­

dercover operations. As discussed, 

a message will alert the party on the 

receiving end that the caller has 

placed a block on the outgoing line. 

Such a signal could further inflame 

the suspicions of an already wary 

subject. 

Then, because call block com­

mands are attached to a call after 
the caller ID commands, investi­

gators must gamble that the 

commands- sometimes routed by 

two different telephone compa­

nies- are attached properly. If 
not, a call from the police station 

could be routed unblocked to a 

subject. While such mishaps are 

extremely rare , just one could 

prove disastrous. 

In response to widespread 
concerns about privac issues sur­

rounding caller ID, telephone com­

panies have developed more spe­

cialized call blocking features. 

Per-call blocking defeats delivery 

of caller ill on a call-by-call basis; 

per-line blocking defeats caller ID 
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on a specific outgoing telephone 
line. 

In most areas where these fea­
tures have been introduced, how­
ever, the local telephone carrier also 
offers service options to counter 
call blocking. The anonymous call 
rejection feature automatically 
routes calls with call blocking to a 
recording that advises callers to dial 
again without blocking caller ID. 

Some state and local govem­
ments have arranged with telephone 
companies to provide call blocking 
features only for government lines. 
Still, whether in a general fonn or 
on a per-call or per-line basis, call 
blocking might not provide the 
stealth necessary for undercover 
operations. 

If, however, a law enforcement 
agency decides to use call blocking 
in any of its fonns, investigators 
must be careful to ensure that it is 
attached properly. In some areas, 
telephone companies use the same 
code to block caller ID as they do to 
cancel the block. This can become 
an especially confusing issue with 
per-line blocking. When investiga­
tors enter the blocking code on a 
particular line, the end result actu­
ally may be to reactivate caller ID 
on a line where it previously had 
been blocked. To avoid such sce­
narios, investigators should not rely 
on call blocking. 

Credit or Phone Cards 

While placing calls using a 
credit or phone card has, in the past, 
been a fairly safe way to defeat 
caller ID, investigators cannot as­
sume that these tactics will continue 
to work every time. An increasing 
number of telephone companies 

have begun to relay some type of 
identifying information via calls 
placed with credit and phone cards. 
Telephone companies also may pe­
riodically test new features, inter­
mittently relaying identifying infor­
mation on a limited number of calls 
before fully engaging a system. 

It is increasingly dangerous for 
investigators to assume that a credit 

Newly relaxed " regulations and 
advances in 

technology soon will 
make caller ID and 

related services 
available on a much 

larger scale. 

" 
or phone card call will not betray 
their identities to parties with caller 
ID. Recent reports indicate that 
some calls routed by a particular 
carrier would display "U.S. Gov­
emment" when placed with a gov­
emment credit card. Revelations of 
this type pose obvious dangers both 
to investigations and investigators. 

Pay Telephones 

Investigators should remember 
the limitations of using pay tele­
phones to defeat caller ID. Today, 
most pay phones relay caller ID in­
fom1ation. Industrious subjects can 
use databases (available to the pub­
lic) that show the location of each 
pay phone in a given city to pinpoint 

a caller's location. One investigator 
described a case where he called a 
subject from a pay telephone. While 
they were still talking, the subject 

~ tracked the investigator's position 
and went to the phone booth shortly 
after the call. 

Investigators should be aware 
that although a call placed from a 
pay telephone will not show the 
caller's name and address, it may 
show the caller's location. A call 
placed from a phone booth outside 
the police station or federal build­
ing may be just as disruptive to a 
case as a call placed from the office 
telephone. 

Undercover Lines 

Agencies can use telephone 
lines dedicated solely to undercover 
operations. However, regardless of 
what name is on file, the telephone 
company will maintain a record of 
the physical location of the tele­
phone. To enhance security, agency 
administrators should work with 
telephone company officials to en­
sure that the billing address does 
not reflect a law enforcement con­
nection. The computer containing 
the wiring information still will 
connect to the actual location of the 
telephone, no matter where the bill 

is sent. 

Call Diverters 

A device called a call diverter 
represents one of the more effective 
countenneasures to caller ID. These 
devices forward outgoing calls 
from one telephone line to another, 
effectively masking the identity of 
the original caller. By enabling 

agencies to forward calls at the 
source, these devices offer more 



security than call forwarding and 
other services available from the 
telephone company. 

Units cost between $400 and 

5,000, depending on the features 
included, but may prove well worth 

the investment for agencie that en­
gage regularly in undercover opera­
tions. Investigators should be able 

to obtain detailed infonnation about 
call diverters from their agency 's 
electronic surveillance support unit. 

Testing Caller ID Availability 

Regardless of what technical 

countermeasure investigators 
employ to defeat caller ID, they gators cannot rely on 
should periodically make test to ensure security for every 
calls from the telephone they situation. 
normally use for undercover 
operations to monitor how CONCLUSION 

caller ID is being handled in a While it might be easy to 
particular area. By call ing a take the telephone for granted, 
telephone equipped with caller law enforcement agencies 
ID, investigators can detennine cannot afford to become com­
what type of identifying infor­ placent about telephone secu­
mation is being relayed via the rity. Evolving caller ID ser­

telephone lines. Calling the lo­ vices represent a potentially 
cal telephone company is not a serious threat to undercover 
good indicator; customer ser­
vice representatives do not always 
know what specific infonnation is 

relayed at any given time because, 
among other reasons, technicians 
frequently activate new features for 

testing purposes. However, even 
conducting regular tests does not 
ensure security because a subject 
may have different caller ID capa­
bilities than the investigator' s te t 
line. 

AUTOMATIC 

NUMBER IDENTIFICATION 

Like much of the general popu­
lation, many investigators might be 

unfamiliar with automatic number 
identification (A I). Intended for 

use primarily by businesses, ANI 
provides subscribers with a wealth 

of identifying information concern­

ing callers. As is the case with 
caller ID , this service option 

poses potential security problems 
for investigators. 

Despite its obscurity, ANI actu­
ally predates caller ID. The systems 
serve similar purposes, but unlike 

caller ID, ANI coding is sent on a 
separate wire, rather than with the 

call itself. ANI is available only on 

numbers beginning with either 800, 
888, 900, or 911 or a 976 exchange. 
Businesses routinely use ANI to 

gather infonnation on their callers 
for billing purposes. There is no 
way to block ANI delivery. 

In the wrong hands, ANI can 
provide criminals with personal in­
fonnation about anyone placing a 
call to them. During a recent case, 
a law nfo c nt offi r l> 

an 800 number to access a sub­

ject's personal pager. The officer 
punched in a telephone number dif­
ferent from the one he was calling 
from for the subject to call. But, 

because the subject 's pager service 
tracked A I data and forwarded it 

to ubscribers, the subject was able 

to tell the officer the number of the 
telephone from which he originally 

called . 
Because telephone companies 

do not offer services to counteract 
A I, law enforcement agencies 

must rely on alternate methods to 
safeguard ecurity. While call 
diverters represent the most effec­

tive countermeasure against A I, 
given their cost and impracticality 

for u e during many fast-paced 
investigative scenarios, investi­

them 

operations for law enforce­
ment agencies in an increasing 

number of communities around the 
country. 

By developing a flexible array 

of countermeasures, agencies can 
minimize the dangers posed by 
caller ID. Investigators must re­
member that no countermeasure can 
be guaranteed effective for every 
situation. Instead, they should take 
pI cautions and be prepared for any 

problem that might arise from 
breaches of security due to caller 
ID. After all, the security of law 
enforcement operations is on the 
line . • 
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Notable Speech  

Legitimizing Criminal Justice 
Policies and Practices 
By Mark H. Moore, Ph.D. 

J 'd like to speak about the legitimation of the 
criminal justice system in the United States. It is 

a subject that I take very seriously because we could 
easily take for granted that the system will be legiti­
mate and, therefore, fail to do the work that will 

legitimate it in the eyes of citizens. . . 
As citizens, we ask a great deal from the cnmmal 

justice system. We ask it to protect us from criminal 
attack- not just from the reality but also from the fear 
of being victimized. When criminal attacks occur, we 
want the system to soothe our indignation by catching 
the crooks and giving them their just desserts (while 
protecting their constitutional rights). We expect it to 
achieve these ambitious goals without reaching too 
deeply into our privacy and freedom. We also want 
reassurances that the money and authority entrusted to 
criminal justice agencies will be used fairly, allocated 
toward need rather than an ability to pay, and used to 
enforce the law without fear or favor. Increasingly, 
we ask them to take a step further; and in the words of 
Attorney General Janet Reno, "Help to reweave the 
fabric of community." 

My purpose is to discuss how criminal justice 
agencies-police, prosecutors, public defenders, 
courts, and correctional agencies- can meet these 
ambitious goals. In discussing this topic, I'll adopt the 
point of view of those who manage these agencies and 
look for some concrete ways to use the resources 
entrusted to them to accomplish their broad and 
diverse goals. But my focus will not be on the com­
mon concerns of management: downward and inward 
management of personnel policies and procedures. I 
will focus instead on the efforts criminal justice 
agencies can and must make to legitimate themselves 
in the eyes of the citizens they serve. That includes a 
focused effort on the encounters that criminal justice 
agencies have with citizens, in palticular: 

1) Ensuring quality in encounters with citizens, 
not only when they are providing service to 
citizens who appeal to them for help but also 

141 FBI Law E:nforcemen 

when they engage in what I would describe as an 
"obligation encounter"- when they ask citizens 
to stand still for the orderly processes of justice. 

2) Rendering their organizations transparent and 
accountable to citizen overseers and their repre­
sentatives, who demand assurances that the 
agencies are achieving their complex purposes in 
an appropriate way. 

3) Engaging citizens as coproducers of crime 
control and justice in operations designed to help 
criminal justice agencies achieve goals that they 
cannot achieve alone and must have citizen input 
to accomplish. 

Finally, and most important, is to extend the 
effect of all three of these kinds of citizen contacts 
with a kind of moral leadership that teaches people 
what it is that justice requires in a democracy and, 
through that device, to help reweave the fabric of the 
community that is gradually becoming tattered. 

In short, I am most interested in how managers of 
criminal justice agencies engage external actors 
through political and legal processes. In the past, the 
goal of enhancing the legitimacy of criminal justice 
agencies and the specific efforts required to accom­
plish this goal have been badly neglected and, to 
some degree, misdirected. This failure has not only 
weakened the standing but also the real performance 
of the criminal justice system. Finally, I will argue 
that much of the increased focus on community 
justice should be understood as increased efforts to 
legitimate criminal justice agencies and capture the 

Dr. Moore, a professor at 

the John F. Kennedy 

School of Government, 

Harvard University, 

delivered this address as 

part of the Perspectives 

on Crime and Justice 

Series sponsored by the 

National Institute of 

Justice. 



substantive operational benefits that come from such 
efforts. 

Let me start, however, by recalling the important 
work that the President's Crime Commission did in 
the late 1960s to frame society's understanding of the 
operations of criminal justice agencies and in setting 
an agenda for reform. One of the most enduring 
products of the Crime 
Commission's work was the image 
of the criminal justice system as a 
large funnel that channeled criminal " 

protecting their constitutional rights. It ' s important to 
understand that the second idea- the criminal justice 

system is there to produce justice, not just crime 
control-could constitute a stand-alone justification 
for criminal justice system processing. From this 
point of view, the system did not have to show that it 
was producing any practical effect such as reducing 

crime; it was enough that it 
produce justice. There were 
widely varying views about what 
constituted justice, of course, both 

justice cases to their ultimate The popular in general and individual cases; 

disposition. This linage scythed legitimacy of the but the point is that the idea of 
through a tangle of institutional [criminal justice] creating justice is quite different 

complexity and local variability to system faded even than the idea of producing crime 

create an enduring schematic image control. Further, the production ofas the system was 
of how criminal justice agencies justice could constitute a separate becoming fairer and 
were supposed to operate. and complete justification for the 

more effective. 
Everyone understood, of course, 

that this was not a system in the 
sense that the agencies were being 
explicitly directed toward a particu­
lar objective by some coherent centralized authority. 
It was only a system in the far more limited sense that 
the different agencies were linked together through a 
process in which one agency's outputs became the 
next agency ' s inputs .. .. 

Now, this so-called criminal justice system was 
judged to be valuable to society in two broadly 
different ways. First, it was an instrument of practical 
purposes. As an instrument of practical purposes, this 
system was thought to be accountable for the efficient 
and effective reduction of crime. The criminal justice 
system was thought to accomplish this result largely 
through four distinct mechanisms: deterrence, both 
general and specific; incapacitation; and rehabilita­
tion. That practical goal and those practical means 
were what the system as a whole seemed to be 
designed to do, and that was what the citizens who 
paid to support the system wanted as a result. That 
makes up frame one, the practical frame. 

But th I illlinai justIce system was also consid­
ered important in an entirely different way-not as a 
practical instrument for achieving specific results but 
also as an instrument of justice, a way of holding 
offenders accountable for their crimes while also 

operations of the system. 
These two different evaluative " frames laid out the different ways 

in which individual agencies in 
the criminal justice system and the system as a whole 
could legitimate and justify themselves in the eyes of 
the citizenry. The system could legitimate itself as an 
effective and efficient means of reducing crime, or it 
could establish itself as an important instrument of 
justice, a means for ensuring that citizens live up to 
their responsibilities to one another and society. Since 
both were impOltant, the goals of refOllTI advanced on 
both fronts simultaneously: To make the criminal 
justice system more efficient and effective and to 
make it more fair and just.. .. 

One important feature of the funnel diagram was 
that the central drama it evoked was whether a 
particular case and an associated offender would 
make it all the way through the process, that is, to 
prison. This seemed to suggest that the whole point of 
the exercise was to ensure that offenders were ulti­
mately incarcerated. This orientation ignored. of 
course, tw imponant tacts. f< Irst, most cases did not, 
in fact, make it all the way through the system. What 
was to be done with cases that couldn' t be solved or 
with offenders that couldn't be convicted? Second, 
the funnel diagram seemed to ignore that most of the 
actual work of and expense to the criminal justice 
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system occurred both before and after the moment of 
adjudication. In short, a majority of the work in which 
the system engaged involved assisting the community 
to cope with the facts that some cases could not be 
resolved and that most offenders would be returned to 
the community sooner or later. Obscured was the 
impOltant reality that we live with 
crime and live with offenders. 

Second, because the diagram 
made the processing of cases to 

" 

It also is true that the commission insisted that the 
root causes of crime included poverty, economic 
inequality, and racism; and that crime could only be 
reduced significantly by alleviating these broad social 
conditions- the ultimate preventive argument. Still, 
in retrospect, it seems that there were some important 

opportunities for preventing crime 
that could have been noted more 
prominently, specifically those 
that lay between the limited 

imprisomnent so important, it Citizens ... remember reactions of the criminal justice 
naturally tended to focus attention 
on serious criminal cases, primarily 
adult felonies. Lesser cases, such as 
misdemeanors or juvenile offenses, 
would not be worth the trouble of 

when they have been 
treated well and 
badly, and they 

respond with more or 

system on one end and broad 
social actions directed at the root 
causes of crime on the other .... 

Perhaps the most important 
omission of the Crime COlmnis­

such elaborate attention nor the 
expense of a prison sentence. 

less loyalty and 
interest. 

sion, however, was that in focus­
ing attention on the publicly 

Besides, a sharp focus on 
serious offenses and offenders 
seemed closely allied to the goals 
of producing an efficient and fair criminal justice 
system. It seemed obvious as a matter of efficiency 
and effectiveness that scarce resources should be 
reserved for the most serious offenses and offenders. 
It also seemed important that the aggressive use of 
state authority should be limited to crimes that were 
bad in themselves, not simply bad because they were 
prohibited. Such policy ensured consistency and 
integrity, as well as economy, in the enforcement of 
laws. 

Third, the funnel diagram presented a fundamen­
tally reactive view of crime control and thereby 
underemphasized some potentially important preven­
tive opportunities. Of course, the Crime Commission 
did not ignore prevention. Deterrence, after all, is a 
preventive concept. It seeks to dissuade people from 
committing crimes by threatening them with bad 
consequences if they do. Incapacitation and rehabili­
tation can also be seen as preventive ideas. They may 
not prevent a potential offender's first crime, but they 
might well have an effect on future offending. And 
given the importance of criminal recidivism and 
overall patterns of crime, preventing future crimes by 
those who have already committed one would be an 
important preventive contribution. 

" 
supported agencies of the crimi­
nal justice system, it necessarily 
deemphasized the role that private 

individuals and institutions of civil society-families, 
cOlmnunity groups, churches, merchant associa­
tions- play in controlling crime, both by themselves 
and as adjuncts to the criminal justice system. The 
funnel diagram did not emphasize the central role that 
victims and witnesses play in activating and focusing 
the attention of criminal justice agencies on particular 
crimes. Nor did it point to the important role played 
by citizens who make individual and collective efforts 
to guard their own property and intervene with fellow 
citizens who behave badly. Nor did it draw attention 
to the role local merchants might play in seeking to 
enforce orderly conditions on the streets that fronted 
their stores or in providing jobs to neighborhood kids. 
Nor did it emphasize the role of church groups in 
giving support to single parents struggling to super­
vise and raise their children. Such private efforts were 
viewed as beyond the boundaries of the criminal 
justice system-they might have an effect on levels of 
crime and disorder but are largely independent and 
beyond the reach of agencies of the criminal justice 
system. This omission was, in my view, particularly 
important given the fact that many offenders would 
never be taken from the community or would be 
quickly returned into the community for handling. 
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The neglect of actors outside the criminal justice 
system related to the last omission of the Crime 
Commission and most closely relates to the subject of 
this talk. amely, there were important sources of 
legitimacy for the criminal justice system beyond the 
pursuit of efficiency and lawfulness that were not 
only neglected but implicitly rejected by the Crime 
Conunission as important sources of legitimacy. That 
is the kind of legitimacy that is rooted, on one hand, 
in moral passion and, on the other, in the political and 
individual responsiveness of the criminal justice 
system. To the Crime Commission, moral passion and 
politics were viewed with great caution. Behind moral 
passion, they saw the lynch mob. Behind political 
responsiveness, they saw the threat of political control 
of the system by the powerful 

justice system agencies found that their overall 
effectiveness and standing weakened over this period. 
The popular legitimacy of the system faded even as 
the system was becoming fairer and more effective. 
Legislatures took discretion back from the hands of 
the sentencing judges. Community groups demanded 
the establishment of civilian review boards, and they 
removed the civil service protections of police chiefs. 
Increasingly, citizens turned to private security 
arrangements to meet their desires for protection. 

The criminal justice system, even as it was 
becoming fairer and more professionally competent, 
seemed to be becoming increasingly irrelevant to 
citizens' efforts to guarantee their own security and 
satisfy their appetites for justice. The system's role in 

producing social justice seemed 
less and less important. against the weak. Thus, establish­

So the question that faces us ing important links between 
now, 30 years after the Crime criminal justice processing on one 
Commission's report, is how we side and moral passion and politics 
can restore the standing and on the other was viewed not as a 
effectiveness of the criminal way to anchor and legitimate the 
justice system as a social institu­system but, instead, as a way of 
tion that can not only guarantee exposing the operations of the 
our safety but also help us under­criminal justice system to powerful 
stand what our obligations are totides of ignorance and bias. Rather 
one another in a conception ofthan being sought out, these were 

to be avoided. To do their work, it justice. 
The loss of popular legitimacy was better that the agencies of the 

criminal justice system be insulated 
from both moral passion and politics. Their legiti­
macy could be established in law and professional 
competence rather than in responding to the moral 
passions of individuals and politicians. 

The paradigm constructed by the Crime Commis­
sion proved to be a powerful one. Over the next two 
decades, agencies of the criminal justice system 
pursued the agenda laid out for them with great 
enthusiasm. They made significant progress in 
increasing their professionalism and technical 
knowledge and in reducing the amount of racial and 
class hi~<;: ill the operatiOl :, uf he crimmal Justice 
system. 

By rights, this should have increased the standing 
and overall effectiveness of the system. It seems to 
me, though, that what happened was that the criminal 

for the criminal justice system 
produces disastrous consequences for the system's 
perfonnance. If citizens do not trust the system, they 
will not use it. If citizens do not want to use the 
system, the expensive apparatus we constructed will 
be useless where it depends fundamentally on citizen 
mobilizations. Moreover, to the extent that confidence 
in the system is illdistributed, with poor, racial 
minorities more suspicious of the system than 
wealthier majorities, the capacity of the system to 
act fairly is undermined, along with its future legiti­
macv and ffee ti , 1 ess and its api:H.:ity to teach what 
we owe to one another. The system's ability to 
mobilize citizens to comply with laws voluntarily also 
will be undermined if citizens view it as inefficient or 
unjust. Without proper legitimacy supporting criminal 
justice operations, instead of having a collectively 
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established criminal justice system helping to enforce 
a widely shared conception of a just moral order, we 
will live in a world of gated communities, each with 
its own conception of right conduct and each enthusi­
astically excluding citizens from other communities 
from moving into their own. To avoid this result, we 
must find a way to restore the popular legitimacy of 
the nation's criminal justice system. 

Legitimacy could be viewed as 
an abstract value, an ideal to be 
achieved. Viewed from this vantage 
point, what particular individuals 

" 

most important ideals are embraced by the populace. 
The populace, too, likes procedural fairness. Citizens 
like a sense of proportionality. They like efficiency 
and economy. And, even if they did not like those 
things (which give us an enormous advantage), the 
problem that we as leaders and managers of the 
criminal justice agencies would face would be to help 
them come to love those things rather than not. The 

reason is that in the end, the 
system cannot operate without the 
support of the citizenry for its 
fundamental tenets. 

efficiency. Its successes in doing so 
would be registered through techni­
cal professional evaluations, not in 
popular sentiment. 

Alternatively, one could think 
of legitimacy as something that exists in the minds of 
citizens. This perspective looks for what citizens 
really think about the system-whether they think it is 
fair or efficient or responsive to their conceptions of 
justice. From this vantage point, we could learn about 
the system's legitimacy not by looking at its perfor­
mance and comparing it with some ideal but by 
finding out what people really think about it and on 
what basis they have formed their views. 

From an operational and managerial perspective, 
this second category is the more important type of 
legitimacy-the kind that exists in the minds of 
citizens the system is supposed to serve. That may be 
very different and require different kinds of perfor­
mance than the first kind of legitimacy. Indeed, some 
worry that the ideals that many think should define 
the legitimacy of the system are not, in fact, embraced 
by ordinary citizens. In this view, we face a stark 
choice between legitimating the system through 
political responsiveness on one hand, which threatens 
the ideals of justice, or trying to make the system 
meet the standards of efficiency and fairness on the 
other. Yet, the facts are that many of the system's 

and groups actually think about the ... in the end, the This, then, defines the problem 
system and its operations would be system cannot to be addressed. How can we 
viewed as irrelevant. What is enhance the popular and moral operate without the 
important is the extent to which the legitimacy of the system while at support of the 
system could realize a particular set the same time enhancing the citizenry for its 
of values, such as fairness or legitimacy that comes from being 

fundamental tenets. 
technically proficient and aligned 
with important legal virtues, such 
as fairness and restraint? " My answer to this is a simple 
one. As managers of criminal 

justice agencies, we must pay attention to the quality 
of the interactions we have with citizens in three 
distinct roles: as clients, as overseers, and as co­

producers ofjustice. In managing these interactions, 
we must stand for the important democratic values of 
fairness and restraint. This seems to be consistent 
with the challenge of establishing community justice 
and using the nation's criminal justice institutions to 
reweave the fabric of the community. 

Let me explain why. Abrecht, writing to 
America's corporate executives about how to improve 
the performance of their organizations, develops the 
idea that success lies in paying attention to the quality 
of what he calls "moments of truth," the particular 
moments when customers encounter an organization's 
operation and begin fonning impressions about the 
company and its product. From my point of view, 
labeling such mundane events as being put on hold 
when one calls to order a product as a moment of 
truth seems a little grandiose. But even in the 
commercial world, this grandiosity helps to focus 
attention on the details of these all-important cus­

tomer contacts. 



The concept, to me, seems far less out of place 
when we are talking about the ways the nation's 
criminal justice agencies might legitimate themselves 
in the eyes of citizens they serve. These contacts 
really do qualify as important moments of truth. 
These are moments when citizens encounter a crimi­
nal justice agency as clients asking for help or being 
obliged to stand still; moments when, as citizens, they 
contemplate the work of the criminal justice system 
and decide whether it is perfonning well or badly; and 
moments when they are asking to participate in the 
production of justice either as part of a community­
based patrol or as part of a jury. These three moments 
of truth are what we have to pay attention to. 

The most obvious points of contact between 
citizens and criminal justice agencies consist of those 
moments when citizens call the system for help. We 
imagine victims and witnesses calling the police for 
emergency aid or demanding justice 
from prosecutors. This is, of course, 
an important client group that 
criminal justice agencies must serve. 
If anyone qualifies as a "retail 
customer" of a criminal justice 
agency, it must be these individuals. 
And it doesn't take much experience 
in a radio patrol car or even in a 
prosecutor's office to learn that 
many citizens want things from 
criminal justice agencies other than 
the prosecution of criminal cases. 

close attention to the less serious crimes adjudicated 
in misdemeanor as well as felony courts. 

Agencies of the criminal justice system have 
important "retail" contacts, if you will, with another 
groups of clients, as well. These contacts consist of 
not just those who call for help but also those who 
become the focus of enforcement efforts. In addition 
to alleged criminal offenders, it also includes those 
who have been stopped for traffic offenses or asked to 
cooperate in some kind of crowd control. It has long 
been accepted that there is little chance of pleasing 
these clients of the system and little prospect that they 
could become supporters. The reason is that unlike 
the clients identified above who need help from the 
criminal justice agencies, this group of clients is 
obligated to do something they did not choose to do 
or are punished for something they should not have 
done. As recipients of obligations and penalties rather 

than service it seems unlikely that 
these clients could be satisfied. In 
any case, it seems improbable that 
satisfying these clients should be 
the goal of the enterprise. Conse­
quently, with respect to these 
encounters, the primary goal is to 
satisfy others that the encounters 
proceed properly-that a subject is, 
in fact, reasonably suspected; that a 
traffic stop is made in accord with 
the law; that the person is sentenced 
without fear or favor. 

We all know that citizens call the 
police for many things other than the response to 
serious crime. One of the most important ideas 
associated with community-oriented policing is to 
view these noncrime calls for service as worth a 
response, rather than as a distracting nuisance. The 
idea is that these calls may represent opportunities to 
intervene earlier in situations that might escalate to 
crimes. Or, even if they are not, they may be an 
opportunity to establish a relationship with a citizen 
that can become a ha!1_1<:able asset in tht: future. 

Similarly, prosecutors have figured out that not 
only do they have to attend carefully to victims and 
witnesses to maintain their cases through the long 
process of adjudication but also that it pays to give 

More recently, however, this 
pessimistic view of how we should interact even with 
our "obligatees" has changed. Some who manage 
criminal justice agencies believe that arrestees, 
defendants, and prisoners can tell the difference 
between being treated well and badly, or fairly and 
unfairly, and that this difference should matter to their 
colleagues throughout the system .... 

It is also worth noting that citizens want things 
from criminal iustice agencies s groups, as dl a~ 
discrete individuals. Particularly important are those 
groups that form around residential communities. 
Sometimes there are particular interest groups that 
become important, as well, such as small-business 
associations, women who fear domestic violence, or 
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parents who fear their children will become involved 
with drugs or gangs. One can easily imagine that it 
might be important to think of such groups as having 
an account with criminal justice agencies, and that it 
would be important for those who manage criminal 
justice agencies to attend to the character and quality 
of the relationships they are maintaining through 
those accounts. 

From the perspective of this speech, what is 
important about these encounters with clients, both 
those receiving aid and those receiving obligations 
(individuals as well as groups), is that all such en­
counters leave a residue of experience and feelings­
that these in turn become the bases for diminished 
legitimacy of the system. Citizens, like customers in 
commercial transactions, remember when they have 
been treated well and badly, and they respond with 
more or less loyalty and interest. 
They may even come to identify 
and value the aims of those who 
treated them well and learn to 

suspect and despise the aims of 
those who treated them badly. 
Thus, these interactions forn1 the 
basis for communicating values, 
as well as for building support 
and legitimacy for criminal 
justice agencies. 

While the most intense 
moments of truth between 
citizens and criminal justice 
agencies may occur when 
citizens have discrete transac­

"  .. .it is the task of  
criminal justice agencies  
to take on the burden of  
producing quality justice  
in society's response to  

crime and criminal  
offending.  

"  
tions with the system that involve their particular 
interest, the most conunon moments of truth may be 
those when citizens hear something about the perfor­
mance of the system and decide whether it is perfonn­
ing well or poorly. These are the moments when they 
interact with the system as overseers, not as either 
clients or coproducers. The views of citizen overseers 
may be important not only because they affect their 
willingness to support the criminal justice system 
with taxes and grants of authority, but also because 
their views about whether the system is just may 
affect their willingness to obey the law. Citizens want 
to know that the system has written rules that are fair, 

that the laws are enforced equitably, that the system 
can respond to some important differences among 
individuals, and that the whole system is designed to 
operate to good effect. 

The views of citizen overseers, however, may be 
profoundly influenced by the concrete experiences 
they had as clients of the system. They may also form 
their views based on the experience of their friends 
and families. For this reason, client contacts are very 
important.. .. 

The point I want to make about citizen overseers, 
however, is that if we wish to engage citizens as 
effective overseers of criminal justice systems, it is 
important that we find ways to make our operations 
transparent to citizens and to present our operations 
in a comprehensive, consistent, and reliable way. 
Many in the criminal justice world have been reluc­

tant to take on that responsibility 
for fear that their operations 
would become too exposed and 
too vulnerable to political 
interference. But I think that 
many officials have now had the 
experience that, when they make 
the effort to expose and render 
transparent their operations, they 
win a grant of support and 
enthusiasm from the citizens that 
would stand them in good stead 
in those moments when, occa­
sionally, the system fails. How­
ever, it takes a certain amount of 
courage to decide to make your 

organization transparent and accountable to citizens. 
That turns out to be crucial for getting the most out of 
that particular moment of truth, when a criminal 
justice agency relates to a citizen as an overseer. 

Citizens also make contact with criminal justice 
agencies through their important role as coproducers 
of justice. Victims and witnesses are important co­
producers, as well as clients and customers of the 
system. Their efforts are essential to making the 
system work. One can even imagine some offenders 
are coproducers, in the sense that they have to do a 
great deal of work on their own to allow rehabilitation 
to succeed. Beyond this, we can imagine many other 
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ways in which citizens can become coproducers. They 
are asked to serve on juries. They often organize 
themselves in block groups. They are sometimes 
asked to serve on sentencing councils, to provide 
mentoring to kids, or to help monitor offenders 
released in communities. Indeed, families of offenders 
might tum out to be important allies in efforts to 
reduce future offending, and not only in juvenile 
cases. That idea, that there are people in the commu­
nities who are coproducers, is advanced most promi­
nently by the ideas of community justice. People are 
inventing new ways to engage 

Within this broad notion of justice, right reactions to 
criminal offending are only one small topic. But in 
many ways, this is the most exacting test of justice, 
the hottest crucible, the place where our commitments 
to and understanding of one another are tested very 
sharply. Thus, it may be that an important base for all 
these other interactions with one another is estab­
lished by the quality we can produce in these particu­
larly demanding relationships. 

I believe it is the task of criminal justice agencies 
to take on the burden of producing quality justice in 

society's response to crime and 
citizens in the concrete opera­ criminal offending. In doing so, 
tions of the system, and in it falls to the nation's criminal 
doing so, they not only in­ justice agencies to teach two of 
crease the power and impact of the hardest lessons that citizens 
the system, but they also in democracies have to learn. 
increase its standing with The first is the most obvious: that 
communities. it is wrong to give offense to 

If managed well, these other citizens and you must 
contacts with citizens as practice restraint-you have to 
coproducers provide an respect other people's lives and 
opportunity to increase the properties. The second lesson is 
legitimacy of the system. Each far less obvious but potentially as 
contact fonns an impression; 
each contact provides an opportunity to express and 
advocate a particular set of values through the opera­
tions of the system. When the police arrest suspects 
and read them their rights in front of victims and 
witnesses, when prosecutors explain how a particular 
case will be handled and why, when defense attorneys 
explain the case against their client, when citizen­
jurors are given their instructions by a judge, citizens 
are being taught about the basic values of the criminal 
justice system. These include: measured indignation 
about criminal offending tempered by respect for the 
rights of citizens, the need to share responsibility in 
the exercise of social control, and the ambition to be 
fair. It is from this material that we can construct a 
constituency for justice and the criminal justice 
system. 

Aristotle observed that the first virtue of a state 
was the quality of justice it could produce among its 
citizens. There is an important meaning of justice in 
that idea, of right relationships among individuals, as 
well as between individuals and the society and state. 

important: namely, that it is 
wrong to take offense too easily or to respond to 
offense disproportionately. It is the second lesson that 
carries the burden of forcing us to be tolerant, and in 
many ways, it is a much more "inhuman" act to be 
tolerant than to be offended when one is attacked. 

By building a constituency for these values, we 
not only increase the legitimacy of the criminal 
justice institutions and enhance their efficiency, we 
also accomplish the broader goal ofreweaving the 
fabric of a liberal community-"liberal" in the old­
fashioned sense. We can teach what we most funda­
mentally owe to one another. After all, it is in the 
interstices created by the restraint we impose on 
ourselves and the wide latitude we give to others that 
the maximum of liberty and security is founn ADrl it 
is that maXimum we seek through the various initia­
tives that comprise the movement for community 
justice. If we are to produce justice, we must learn to 
love it, and that is what the movement to create 
community justice is all about. .. 
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I 

Advocacy and 
Law Enforcement 
Partners Against 
Domestic Violence 
By MARIE P. DEFINA and LEONARD WETHERBEE 

D 
omestic disturbances gen­
erate some of the most 
frustrating calls for police 

officers. Such calls often are repeti­
tious as officers respond to the same 
homes over and over, take up valu­
able time that could be spent on 
other investigative matters, and 

frequently produce no legal action 
against offenders. 

In the late 1980s, increased 
public awareness that violence in 
the home is a criminal matter, not a 
private one, fueled changes in Mas­
sachusetts state law. I Under the re­
vised law, officers no longer are 

restricted to mediating a volatile 
situation or merely walking the per­
petrator around to cool off. Now, 
officers may arrest a battering 
spouse on probable cause. 

With the burden of pressing 
charges lifted from the victim, who 
is often reluctant to proceed against 
an abusive mate, the number of ar­
rests for domestic violence has in­
creased statewide.2 Other legisla­
tive mandates have enhanced law 
enforcement's efforts to thwart do­
mestic violence. These include: 

• Changes in firearms regula­
tions, which allow for "imme­
diate suspension and surrender 
(when the order is served) of 
[the offender' s] license to 
carry firearms and/or [firearms 
identification] cards as well as 
any firearms, rifles, shotguns, 
machine guns, and 
ammunition .. .if the plaintiff 
can demonstrate a substantial 
likel ihood of immediate 
danger of abuse"3 

• Bail reform allowing pretrial 
release of domestic violence 
offenders to be based on 
hearings about the defendant's 
alleged dangerousness4 

• Special training of officers 
assigned to domestic violence 
cases in every police 
department in the state.5 

Nevertheless, 5 years after the 
state legislature enacted these 
changes, police officers still met 
victim resistance to arresting their 
abusive partners. And, even though 
the number of arrests for domestic 
violence increased, the number of 
repeat offenses did not decrease as 
hoped. 

1 



While the revised state laws 

dramatically increased the tools 

available to police, law enforce­

ment officials in the cities of Con­

cord and Newton, Massachusetts, 

felt that something else needed to 

be done. Officers still left the scene 

of domestic disturbances frustrated 

that they could not do more, won­

dering how to convince a victim to 

leave. 

In the upper middle-class com­

munities of Newton and Concord, 

police encountered additional ob­

stacles unique to their wealthy sub­

urbs. They found some victims of 

domestic violence reluctant to call 

the police because they wanted to 

preserve appearances (not wanting 

a patrol car in the driveway); others 

did not seek help because they 

doubted that action would be 

taken against abusers who were in­

fluential in the community. The 

willingness of victims to call po­

lice proved contingent on several 

factors , including whether: 

• The incident would be 
reported in the local 

newspaper 

• Family pressure against 
disclosure was brought to bear 

on the victim 

• The victim had peer support 

• The victim was willing or 
able to sustain the possible 

emotional and financial loss 

associated with disclosure 

• T ictim p r i 
negative impact on the 

perpetrator's job or commu­

nity standing. 

Further, police in Concord and 

Newton were surprised to find that 

many well-educated citizens did 

not believe domestic v iolence 

posed a serious problem in their 

communities. Despite the relative 

affluence of the citizens in the com­

munity, there were fewer resources 

for battered individuals in suburbia 

than in the inner city, and individu­

als at risk seemed reluctant to seek 

out the available resources for fear 

of being traced by the abuser. 

When v ictims did choose to 

contact such crisis intervention ser­

vices as shelters, counselors, and 

legal aid, these agencies could be 

reached only during business hours. 

This often meant a time lag of as 

much as 72 hours existed between 

the violent act and the delivery of 

ancillary services to the victim. 

Due to the complex psy­

chological dynamics underlying do­

mestic abuse, the emotional and 

economic loss associated with 
family violence,6 and the potential 

lethality of future violence, these 

communities needed a multilevel 

response delivered within a cntl­

cal window oftime. Because the re­

sponding officer's role ends with 

arrest and containment of the 

abuser, police in these two commu­

nities looked for help outside their 

departments to strengthen and im­

prove the total response to the do­

mestic violence call. 

THE P ARTNERSIDP 

APPROACH 

The chiefof the Concord Police 

Department (CPD) approached the 

problem with the community polic­

ing philosophy in mind, seeking to 

be part of the problem-solving 

process by developing a partnership 

with residents . The CPD began to 

collaborate with the Domestic 

Violence Training and Resource In­

stitute (DVTRl), a local, all-volun­

teer, nonprofit, grassroots organiza­

tion that deals specifically with 

CriSIS intervention for domestic 

abuse victims. The neighboring 

Chief Wetherbee commands the 

Concord, Massachusetts, Police 

Department. 

Ms. Defina founded the Domestic 

Violence Training and Resource 

Institute, in Concord, Massachusetts, 

and now serves as its executive 

director. 
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Newton Police Department (NPD) 
also joined the partnership. Both 
police departments appointed lieu­
tenants to serve as domestic 
violence coordinators to oversee 
the implementation process and 
act as liaisons with the civilian 
organization. 

Working Together 

Whenever people from differ­
ent disciplines join forces to ad­
dress an issue, problems can arise 
from the clash between their diver­
gent mind sets and approaches. The 
initial task of the partnership be­
tween the police and the civilian 
advocacy group was to identify 
such problem areas and propose 
solutions. 

Historically, civilian advocacy 
groups and law enforcement offi­
cers have tended to mistrust one 
another. Most law enforcement 
personnel have not been trained in 
the psychological theories of do­
mestic abuse. Likewise, civilians 
usually do not understand the poli­
cies and procedures of basic law 
enforcement. 

In seeking models for interdis­
ciplinary cooperation, neither the 
domestic violence coordinators nor 
the DVTRJ could find suitable ex­
amples. Training curricula and re­
lated materials generally were lim­
ited to one discipline and did not 
integrate perspectives from other 
areas. In addition, like many smaller 
police departments, the CPD and 
NPD do not have civilian volunteer 
programs operating within the sta­
tion on a 24-hour basis, so concerns 
arose over security, domain, and 
space availability. 

To overcome these difficulties, 
the partners sought to build trust 

among participating groups by forg­
ing a style of communication and a 
method of working together. First, 
they pioneered a model for policies 
and procedures, working out the de­
tails of the interaction between the 
police departments and the civilian 
group. Then, to bridge the gap be­
tween the advocacy group and the 
law enforcement personnel , they 
devised training curricula that cross 

The partnership has "enhanced the services 
available and 

increased their 
accessibility to victims 

in these suburban 
communities. 

traditional role lines. Next, the Con­" 
cord Police Department provided 
secure space within the police sta­
tion accessible to DVTRJ peer ad­
vocates around the clock. Finally, 
the partnership established criteria 
to measure the success of the pro­
gram in reaching its projected 
goals. 

TRAINING 

To take advantage of the exper­
tise and insight of both the civilian 
domestic violence counselors and 
the police personnel involved, the 
partnership established two training 
programs. One program concen­
trated on educating police officers 
about domestic violence, and the 
other trained civilian volunteers as 
peer advocates. 

For Police Officers 

The director of the Domestic 
Violence Training and Resource In­
stitute devised a 16-hour curricu­
lum for all sworn police personnel 
in Concord and Newton . The 
classwork not only addressed the 
legislative changes regarding spou­
sal abuse but also delved into 
the underlying issues of domestic 
violence. 

Through role-playing exer­
cises , officers experienced the 
victim's dilemma by assuming the 
identity of a battered spouse. These 
exercises proved highly effective in 
raising police sensitivity to victims 
and in curbing the impulse to ask 
judgmental and blaming questions, 
such as "Why do you stay with 
him?" Instead, officers learned how 
to identify and deal effectively with 
batterers' controlling and manipu­
lative behaviors. 

The training also helped police 
officers overcome the frustration 
they typically felt at the scene of a 
domestic disturbance when they 
were unable to resolve the crisis. 
Leaving an abusive partner is a pro­
cess, not an event. Law enforce­
ment officers, by orientation, re­
spond to crisis events with the 
expectation ofan iImnediate resolu­
tion, but that is an inappropriate ex­
pectation for the unique nature of 
this crime. Officers learned that an 
interdisciplinary team approach is 
logical and necessary to address the 
complex and multiple needs that 
must be met during a domestic vio­
lence crisis and before a victim can 
safely leave a relationship. This in­
sight provided the extra dimension 
that police in Concord and Newton 
had been seeking in their response 
to domestic violence calls. 



For Civilian Volunteers 

The DVTRl then recruited and 
trained a cadre of civilian volun­
teers for the Certified Peer Advo­
cate Program (CP AP) . After exten­
sive character and psychological 
screening, volunteers attended a 
rigorous program consisting of 55 
hours of classroom instruction, fol­
lowed by 187 practicum hours . 
Upon successful completion of the 
program, volunteers become certi­
fied by the DVTRl to work with 
police and other service providers 
for victims of domestic violence. 

The primary goal of the CP AP 
is to provide around-the-clock crisis 
intervention services, victim rights 
information, and extensive safety 
planning for domestic violence vic­
tims. Safety planning involves re­
viewing predictable behaviors or 
actions that occur between the 
abuser and the victim. The advocate 
then helps develop a plan of action 
the victim can take that would lend 
to her safety. For example, safety 
plans might include devising an es­
cape route, designating a person to 
call in the event ofan emergency, or 
locating a safe place to hide keys, 
money, and important documents. 
In addition, the CP AP provides on­
going follow-up services for vic­
tims; furnishes referrals for legal 
aid, shelters, and counseling; sends 
advocates to court with victims of 
battering; and runs support group 
services and life skills workshops. 

[he D Rl also offers a safe 
space network for those in need 
of immediate, short-term shelter. 
This network of homes scattered 
throughout several communities 
provides domestic violence victims 
a safe place to stay for several 

days until other accommodations 
become available. Also, victims in 
transit who need a place to stay on 
their way to another destination can 
use the safe space network. 

ASSISTING VICTIMS 

The partnership between the 
police and the DVTRl provides ser­
vices to domestic violence victims 
in three basic ways. First, when a 
domestic disturbance call comes 
into the police department, officers 
respond to the location and secure 
the site. Responding officers tell the 
victim about the available advocacy 
services. If the victim chooses to 
obtain the services of a civilian vol­
unteer , the police notify the 
DVTRl. 

Second, victims sometimes do 
not want to involve the police at 
their homes. In these instances. 
the victims can call or visit the po­
lice station to request an advocate, 
or they can contact the DVTRl 
directly. 

Finally, local hospital emer­
gency rooms and other service 
providers within the communities, 

including the local clergy, may refer 
victims to the DVTRl. They may do 
so with or without the intercession 
of the police department. 

PUBLICITY 

Crisis intervention services can 
be useful only if the intended recipi­
ents know about them, and several 
avenues provided pUblicity for the 
Certified Peer Advocate Program 
early on. Through direct contact 
with domestic violence victims, 
word spread. The local media 
picked up the story and reported on 
the police-civilian advocate part­
nership. 

The participating agencies also 
developed a pamphlet describing 
available services and how to obtain 
them. Many local clergy members 
who participated in the peer advo­
cate training agreed to keep materi­
als about CP AP in their offices to 
use when counseling victims. In ad­
dition, the Concord Police Depart­
ment posted the information on its 
Internet home page.7 

CONCLUSION 

From a law enforcement per­
spective, the partnership among the 
Concord and Newton Police De­
partments and the DVTRl proved to 
be a logical and necessary choice. 
Now, the police can offer victims a 
range of services- from resource 
information to emotional support to 
afety lannin - with ut y cr"ti­

cal lapse of time. The partnership 
has enhanced the services available 
and increased their accessibility to 
victims in these suburban commu­
nities. It also has helped to educate 
citizens about the nature and preva­
lence of domestic violence, a crime 
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that occurs even in their seemingly 
serene backyards. 

The success of this partnership 
has born statistical fruit already. 
From April 1994, when the program 
began, through October 1995, the 
number of repeat assaults in Con-
cord  has  dropped  80  percent. 8 

While the number of repeat assaults 
fell,  the  prosecution  rate  climbed 
due  to  greater  willingness  of vic-
tims, now backed by advocate sup-
port,  to  testify  against  abusers  and 
to  follow  through  on  obtaining  re-
straining  orders.  In  the  first  9 
months of the partnership,  57  indi-
viduals  requested  the  services  of 
a  peer  advocate.  By  the  end  of 
1995, more than 350 adults and 450 

children  had  been  served  by  the 
Certified Peer Advocate Program. 

Combining  police  and  civilian 
resources  in  this  way  can  generate 
significant long­term changes in so-
cial  attitude  and  behavior.  With  a 
unified  voice,  the  police  and  peer 
advocates speak the powerful mes-
sage that domestic violence will not 
be tolerated . .. 
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Counterfeit Cigarette Lighter 

W hile confronting juveniles in a park, 
officers from the Plantation, Florida,  

Police Department, discovered a pipe disguised as  
an automobile cigarette lighter. The pipe had a   Hole outside 

smoking cigarette icon on top and looked exactly  lighter top 

like a lighter, but had no heat source. 
The lighter unscrews into two pieces, and 

once apart, can be filled with drugs and reas-
sembled. Holes in both the top and bottom pieces 
allow the drugs to be lit and smoked. The owners 
of this pipe apparently used it to smoke marijuana, 
as  it appeared to have residue inside. The pipe fits 

Hole inside 
into a standard automobile cigarette lighter outlet  lighter bottom 

and easily could go unnoticed during a search. " 

Submitted by Officer Steve Huskisson, Plantation,  

Florida, Police Department.  

Hole inside 

lighter top 

Hole outside Fully assembled 

lighter bottom lighter 



Police Use 
of Nondeadly 
Force to Arrest 

,,[Olur Fourth Amendment 

jurisprudence has long 

recognized that the right to 

make an arrest or 

investigatory stop necessarily 

carries with it the right to use 

some degree ofphysical 

coercion or threat thereof to 

effe tit." 

-u.S. Supreme Court, 
Graham v. Connor, 

490 U.S. 386, 396 (1989) 

T 
he use of force is an inte­
gral part of a law enforce­
ment officer's job, particu­

larly when arresting criminal sus­
pects. Because arrests and investi­
gative detentions are "seizures" of 
persons, they are governed by the 
Fourth Amendment to the U.S . 
Constitution.) Not only must they 
be j tifi d t th\;o inc pion-i.e., 

officers must have probable cause 
to make a valid arrest2- the 
manner in which they are carried 
out, including the level of force 
that may be used, must be "reason­
abl e."3 Dead ly force may be 

constitutionally reasonable in de­
fense of life or when necessary to 
arrest dangerous suspects.4 This ar­
ticle discusses the appropriate level 
of force officers may use when 
deadly force is not a reasonable 
option. 

THE FOURTH 
AME BME T T D 

The Fourth Amendment stan­
dard of "reasonableness" is not 
conducive to "precise definition or 
mechanical application,"5 but "re­
quires careful attention to the 
facts and circumstances of each 
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particular case," as viewed " ...from 
the perspective of a reasonable of­
ficer at the scene, rather than with 
the 20/20 vision of hindsight...." 
Moreover, allowances must be 
made for the fact that officers " .. . are 
often forced to make split-second 
judgments- in circumstances that 
are tense, uncertain, and rapidly 
evolving- about the amount of 
force that is necessary in a particu­
lar situation."6 

Among the "totality of circum­
stances" that may govern the rea­
sonableness of using a particular 
level of force, the Supreme Court 
has emphasized 1) the severity of 
the crime; 2) whether the suspect 
poses an immediate threat to the 
safety of the officers or others; and 
3) whether the suspect actively is 
resisting arrest or attempting to 
evade arrest by flight. 7 

It is important to consider how 
these factors have been weighed by 
the courts in recent cases assessing 
the application of nondeadly force 

by law enforcement officers while 
making arrests. 

SEVERITY OF THE CRIME 

The severity of a suspect's 
crime is clearly relevant in judging 
whether a suspect poses "a threat of 
serious physical hann to the officer 
or to others,"8 thus justifying the 
use of deadly force when necessary 
to make an arrest. It likewise can be 
relevant to an officer's decision to 
use nondeadly force when deadly 
force is not an appropriate option. 
For example, the manner in which 
officers approach a suspect to make 
the arrest is often affected by a 
suspect's known propensities for 
violence or resistance. 

In Dean v. City of Worcester,9 

officers had a warrant to arrest a 
man with a history of violence who 
was known to threaten violent re­
sistance during arrest attempts. 
Officers encountered a man match­
ing the suspect's description at a 
location where reliable infonnation 

j 
Special Agent Hall is a legal 

instructor at the FBI Academy. 

The Fourth " Amendment does 
not require that 

officers choose the 
least intrusive level 

of force, only a 
reasonable one. 

" 

had indicated he would be. The of­
ficers immediately seized him, 
threw him to the ground, and hand­
cuffed him. However, the arrestee, 
Dean, was the wrong man. In a law­
suit against the officers and the po­
lice department, Dean alleged that 
he had offered no resistance and 
that the officers had used excessive 
force against him. Upholding a dis­
trict court's judgment in favor of 
the officers, the federal appellate 
court noted that in view of the real 
suspect's known propensities for 
violence and his threats to shoot any 
police officer who tried to arrest 
him, the officers were justified in 
anticipating that resistance. Be­
cause the officers reasonably be­
lieved that Dean was the suspect, 
they were "entitled to do what the 
law would have allowed them to 
do if [Dean] had in fact been [the 
suspect]. "10 

THREATS TO SAFETY 

It is not disputed that law en­
forcement officers are permitted to 
protect themselves and others from 
threats to their safety. What is often 
disputed is an officer's assessment 
of a threat and the level of force 
selected to counter it. As a general 
principle, the level of force used 
should be tailored to the nature of 
the threat that prompted its use. The 
Fourth Amendment does not re­
quire that officers choose the least 
intrusive level of force, only a rea­
sonable one. II 

Armed or Unarmed Suspects 

What is reasonable in one set 
of circumstances may not be rea­
sonable in another. Courts and even 
so-called police experts differ as to 

28 I FBI Law Enforcement Bulletin ----------------------------­



the level of force an officer would 
be justified in using in the face of a 
threat to safety. For example, an 
unarmed suspect does not present 
the same clear and significant threat 
to an officer' s safety as an armed 
and noncompliant suspect. Yet, an 
unarmed suspect still can seriously 
injure or kill an officer. An unarmed 
suspect may succeed--through su­
perior strength, skill, or luck--in 
temporarily disabling an officer 
sufficiently to gain control of the 
officer's fireann. In fact, approxi­
mately 10 percent of officer killed 
by crirllinal assailants each year are 
slain with their own firearms . 12 Per­

haps that statistic reflects a reality 
often overlooked--that officers 
who engage in physical struggles 
with aggressive assailants are often 
at a disadvantage because the play­
ing field is seldom equal. 

Criminal suspects, even un­
armed ones, who ignore commands 
and aggressively threaten law en­
forcement officers are exhibiting 
dangerous tendencies. Moreover, 
when officers attempt to subdue 
such suspects, they must do so 
while protecting their fireanns from 
the suspect's grasp. The suspect 
does not have to subdue the officer; 
he only needs a chance to gain ac­
cess to the officer's sidearm. 

The element of chance is 
present in all violent encounters, 
and while its significance can be 
somewhat reduced through uch 
factors as weapons retention train­
ing and tactical skilL it cannot 
eliminated entirely. Simply stated, 
the "best" person does not always 
win. In the words of the ancient 
proverb: "The race is not to the 
swift, nor the battle to the 

strong ... but time and chance 
happeneth to them all ."'3 

Aggressive Noncompliance 

In Tom v. Voida l4 an officer saw 
a young man fall from his bicycle 
and remain on the ground with ills 
arms and legs in the air "like a bug." 
The officer did not suspect him of 
any crime but stopped to see if 
medical assistance was needed . 
Without responding to the officer' s 
inquiries, the young man got up and 
began rapidly walking away with 

... the level of" force used should 
be tailored to the 

nature of the 
threat that 

prompted its use. 

the bicycle. When the officer asked " 
him to "wait a minute," the young 
man looked over his shoulder at the 
officer, threw down the bike, and 
ran away. 

Suspecting that the bicycle was 
stolen, the officer pursued the sus­
pect on foot for several blocks until 
the suspect slipped on ice and fell 
down. The officer's efforts to hand­
cuff the suspect led to a violent 
struggle in which the suspect re­
p ed ly hit th offi ' h a 

against the concrete pavement. 
When the suspect broke free and 
continued to flee , the officer re­
sumed pursuit. The officer overtook 
the suspect once more, initiating a 

second struggle in which the sus­
pect again struck the officer repeat­
edly. The officer managed to pull 
away from the suspect and draw her 
sidearm even though her left arm 
had been disabled during the 
struggle. When the suspect ignored 
commands to stop and continued to 
act aggressively, the officer shot 
and killed him. 

A lawsuit against the officer 
and the police department alleged 
that the officer had used excessive 
force and had no legal justification 
to stop the suspect in the first place. 
The federal district judge granted 
summary judgment in favor of the 
officer and the department. The 
judgment was affirmed later by the 
appellate court. 

The court concluded that from 
the moment the individual ignored 
the officer's inquiries and began 
running away, the officer had a rea­
sonable suspicion that the suspect 
was engaged in criminal activity. 
Moreover, the suspect's continued 
flight from the officer "ripened [the 
officer' s] reasonable suspicion into 
probable cause ... " and justified the 
suspect ' s arrest for stealing the bi­
cycle and resisting a law enforce­
ment officerY Accordingly, the 
court considered that the officer 
was reasonable in trying to restrain 
the uspect with handcuffs and in 
using deadly force to protect herself 
against the suspect. 

Articulating Law 
E fMc m nt p'..."",n......."", 

The general principle that offi­
cers confronted with threats to their 
safety are not required to select 
the least intrusive alternative to 
counter the threat does not suggest 
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that officers always are justified 
in using deadly force. For example, 
in Hopkins v. Andaya,16 an officer 
shot and killed an unanned suspect 
who had managed to grab the 
officer's baton and begin striking 
the officer. The officer fell to the 
ground, drew his sideann, and or­
dered the suspect to stop. When the 
suspect continued his assault, the 
officer fired six times. The suspect 
went down after being struck by 
several of the shots but got back to 
his feet without the baton and ad­
vanced on the officer again. The 
officer retreated, reloaded his re­
volver, and radioed for help. When 
the suspect continued to ignore 
commands to stop, the officer fired 
four more times. The suspect later 
died from nine gunshot wounds: 
two to the head, five to the torso, 
and one in each hand. 

In a subsequent lawsuit against 
the officer, the federal appellate 
court reversed a lower court's sum­
mary judgment in favor of the of­
ficer. The appellate court raised two 
"troubling factual issues" that ren­
dered summary judgment inappro­
priate. The first factor was that the 
medical evidence did not appear to 
support the officer's statements re­
garding the nature or severity of the 
suspect's attack. In addition, the 
officer's initial statement presented 
"a milder version" of the altercation 
than was described in later state­
ments. Another factor that troubled 
the court was the "second" shoot­
ing, after the officer had first shot 
the suspect and then retreated. The 
court opined: 

.. , we cannot say as a matter of 
law that [the officer] acted 
reasonably when he then shot 
the unarmed [suspect] four 

more times. At the time of the 
second shooting, it was far 
from clear that [the officer] 
reasonably feared for his life. l ? 

The court noted that the suspect 
already had been wounded several 
times and suggested that the officer 
could have evaded the suspect or 
attempted to subdue him with "his 
fists, his feet, his baton, or the butt 
of his gun."1 8 The court recognized 

that these facts might well be re­
solved in favor of the officer at trial 
but concluded that the questions 
raised made summary judgment 
inappropriate. 

.. . once control has 
been established over 
an arrestee, officers 

still may use 
reasonable force to 

maintain that control 
and to protect 

themselves from 
danger. 

The court's decision in Andaya " 
appears to be inconsistent in some 
respects with the general premise 
that officers are not required to 
choose the least intrusive alterna­
tive, only a reasonable one. On the 
other hand, the officer's choice 
must, after all, be reasonable, and 
courts and juries must have suffi­
cient information upon which to 
base a judgment. 

For example, in Andaya, the 
court was clearly troubled by the 

notion that an unarmed person, al­
ready suffering from gunshot 
wounds, was still viewed as a threat 
by the officer. Only an informed 
court is likely to recognize that gun­
shot wounds may not stop--or even 
discourage~ertain determined as­
sailants, and striking a suspect with 
a gun butt may not be a safe option. 
If, as the Supreme Court has de­
clared, the issue must be viewed 
from the perspective of the reason­
able law enforcement officer, that 
perspective must be presented 
clearly if law enforcement interests 
are to prevail. 

RESISTING ARREST 

Passive NonCompliance 

By far, the greater number of 
cases involving police use of non­
deadly force are those in which it is 
alleged that the suspect resisted or 
attempted to evade arrest. This is 
undoubtedly due to the fact that the 
suspects are not posing immediate 
threats to the officers or others nec­
essarily but are simply being non­
compliant. 

An example is Forrester v. City 

of San Diego,19 where police offi­
cers used "pain compliance" tech­
niques to arrest several anti-abor­
tion demonstrators who had ignored 
police commands to disperse. Be­
fore using any force, the officers 
warned the demonstrators that they 
would be subject to pain compli­
ance measures if they did not move. 
Demonstrators were told that such 
measures would hurt, but they could 
reduce the pain by standing up. 

When the demonstrators did 
not comply, the officers used pain 
compliance techniques to remove 
them. In their lawsuit, the arrestees 



complained of injuries to their 
hands and anus, including bruises, 
pinched nerves, and one broken 
wrist. They contended that dragging 
and carrying them would have been 
more rea onable. 

A jury returned a verdict in fa­
vor of the city and the police offi­
cers, and that verdict was upheld by 
the federal appellate court for three 
reasons. First, the court observed 
that "the nature and quality of the 
intrusion upon the arrestees' per­
sonal security" was not excessive; 
rather, " ... the force consisted only 
of physical pressure administered 
on the demonstrators' limbs in in­
creasing degrees , resulting in 
pain ."20 

Second, the city had a legiti­
mate interest in quickly dispersing 
and removing lawbreakers with the 
least amount of injury to the police 
and others, even though many of the 
crimes were misdemeanors. Third, 
the court noted that the decision not 
to drag and carry was based upon 
the officer's desire to maximize po­
lice control over the anticipated 
large crowds and to avoid back inju­
ries that often are sustained by of­
ficers in those situations. 

Finally, the court stated: "Po­
lice officers ... are not required to use 
the least intrusive degree of force 
possible.. ..Whether officers hypo­
thetically could have used less pain­
ful , less injurious, or more effective 
force in executing an arrest is sim­
ply not the issue."21 

Active Arrest Resistance 

In Forrester, the arrestees were 
engaged in passive noncompliance. 
Obviously, an officer may require 
higher levels of force to overcome a 
suspect engaged in active arrest 

resistance. In Mayard v. Hopwood22 

Elsie Mayard was cited by police 
for selling liquor without a license. 
Although the police did not intend 
to make an arrest at that time, they 
did so when she became agitated 
and began screaming and shouting 
at them for removing her inventory 
as evidence. The officers took her 
by the anns to escort her to the po­
lice car. When she began to struggle 
with them, they placed her in hand­
cuffs. When he refused to get into 
the car, the officers picked her up 
and placed her face down on the 
rear seat. When she began kicking 
they placed a hobble restraint on her 
legs. She later sued the police offi­
cers, alleging excessive force. 

The U.S. district court granted 
summary judgment to the officers, 
and I y rd 1 d. Th~ federal 
appellate court upheld the summary 
judgment as it related to the 
force used to make the arrest, 
noting that it was objectively rea­
sonable "particularly ... in light of 
[her] resistance. "23 

Using Force Against a 

Controlled Subject 

The May ard case raised a 
second issue that the court found 
more troublesome. Mayard con­
tended that while being transported 
to the police station, she was 
slapped in the face , punched in the 
chest, and subjected to a racial epi­
thet. The court viewed such 
allegations, if substantiated, as con­
stituting an objectively unreason­
able use of force against an arrestee 
already under control and remanded 
to the district court for further 
consideration. 

A similar issue was raised in 
Frazell v. Flanigan,24 where the ar­

restee alleged that officers used ex­
cessive force against him after he 
already had been subdued. Uphold­
ing a jury verdict against the offi­
cers, the appellate court observed 
that " ... it is one thing to use force in 
subduing a potentially dangerous or 
violent suspect and quite another 
to proceed to gratuitously beat 
him... . "2s These cases point out that 
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when the circumstances justifying a 
particular level of force no longer 
exist, that level of force must be 
discontinued. 

However, once control has 
been established over an arrestee, 
officers still may use reasonable 
force to maintain that control and to 
protect themselves from danger. 
They may also use reasonable force 
to protect themselves from an 
arrestee's actions that are demean-
ing or distasteful. 

For  example,  in  Prymer v. 
Odgen,26 officers were escorting an 
arrestee  to  the  police  car  when 
they heard him making a "gurgling" 
noise  in  his  throat  as  if he  were 
going  to  spit  on  the  officers.  One 
of the  officers  struck  the  arrestee 
in  the  head  with  a  straight­arm 
technique  "to  redirect  [his]  head." 
The  arrestee  later  sued  the  police, 
alleging,  inter alia, that  the  officer 
had  used  excessive  force  by 
striking  him  in  the  head. The U.S. 
district  court  disagreed,  and  the 
ap­pellate  court  concurred.  The 
court  reasoned,  ".. .it  was  reason-
able  for  an  officer  not  to  want  to 
be  spat  upon ...we  cannot  say  that 
[the  officer's]  reaction  to  [the 
arrestee's]  attempt  to  spit  on  him 
was objectively unreasonable in the 
context of this case."27 

CONCLUSION 

The  Supreme  Court  has  held 
that  the  level  of  force  law  en-
forcement  officers  may  use  to  ef-
fect  arrests  or  investigative  de-
tentions  of  suspects  must  be 
"reasonable"  to  comport  with  the 
Fourth  Amendment.  As  the  Court 
has  stated  and  these  cases  illus-
trate,  "reasonableness"  is  not  con-

ducive  to  "precise  definition  or 
mechanical  application."  Law  en-
forcement  policy  makers  and  in-
structors  must  avoid  the  natural 
temptation  to  reduce  these  critical 
issues  to  overly  simple  and  rigid 
rules of application. Apparent gains 
in clarity most likely will  be offset 
by loss offlexibility and practicality 
in  the  face  of the  realities  of law 
enforcement. 

... when the  
circumstances  

justifying a particular  
level of force no  
longer exist, that  

level of force must  
be discontinued.  

As  an  alternate  approach,  con-" 
sideration should be  given  to  care-
fully  crafting  guidelines  that  pro-
vide officers with a range ofoptions 
within which to  make decisions re-
garding  the  appropriate  level  of 
force  in particular situations.  In ad-
dition,  sustained  training  sessions 
that include practical application of 
the  principles  to  realistic  scenarios 
will increase officer skill and confi-
dence  in  making  the  tough  deci-
sions.  Policy  and  training  should 
strike  an  appropriate  balance  be-
tween  the  rights  of citizens  to  be 
free  from  "unreasonable"  seizures 
and the interests of society in main-
taining  effective  law  enforcement 
while  protecting  the  officers  who 
must perfonn that duty ... 
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Law enforcement officers are challenged daily in the performance of their duties; they face each 
challenge freely and unselfishly while answering the call to duty. In certain instances, their actions 
warrant special attention from their respective departments. The Bulletin also wants to recognize 

their exemplary service to the law enforcement profession. 

While off duty Officer John Maher of the Port 
Authority of ew York and New Jersey Police .~ 
Department was driving in a nearby community 
when he came upon a house in flames. A woman 
standing in the front yard informed Officer Maher 
that her mother and infant were trapped in the 
house. After instructing a neighbor to call 911 , 
Officer Maher and an off-duty volunteer fire 
fighter broke down the front door but were driven 
back by the intense heat and smoke. Officer Maher 
then crawled into the house, followed by the 

firefighter. Over the roar of the flames, Officer Maher heard moans  
coming from a back room. He located the  
woman, who was carrying the infant in her  
arms. Officer Maher handed the child to  
the firefighter in the hallway and reentered  Shortly after receiving a 
the room, where he discovered that the report of a stolen vehicle,  
woman's clothes had caught fire. He tore  Patrolman Alfredo Givens of 
the burning garments from the unconscious the Beaufort, South Carolina, 
woman as he pulled her to safety. Mo- Police Department ob  erved 
ments  later, the windows exploded as  the automobile speeding  
flames fully engulfed the home.  Although   toward the busy downtown  
near exhaustion, Officer Maher rendered   area.  As Patrolman Givens  
first aid to  the victim until ambulance   initiated pursuit, the driver  
crews arrived.   sped up and jumped from  the 

vehicle while it was still  in 
motion . The driverless 

vehicle continued forward, endangering pedestrians 
Nominations for the Bulletin Notes should be based on the sidewalk and a small child playing near the 
on either the rescue of one or more citizens or roadway. Sensing the danger of the situation, 
arrest(s) made at unusual risk to an officer's safety. 
Submissions should include a short write-up Patrolman Givens quickly stopped, exited his patrol 
(maximum of 250 words), a separate photograph of car, and  ran  to  the vehicle. He was able to stop the 
each nominee, and a letter from the department's 

runaway vehicle before it caused any injuries. The ranking officer endorsing the nomination. Submis- 
sions should be sent to  the Editor.  FBI LAW Enforce­ v  hi  lain d no damage and was returned to  it  
ment Bulletin, Law Enforcement Communication  Unit,   owner.
Quantico, VA 22135. 
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